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DISCLAIMER 

This Conference report is a product of the Centre of Excellence Defence Against Terrorism 

(COE-DAT), and is produced for NATO, NATO member countries, NATO partners and related 

private and public institutions. The information and views expressed in this report are solely 

those of the authors and may not represent the opinions and policies of NATO, COE-DAT, 

NATO member countries or the institutions with which the authors are affiliated. 
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Biographies of TEC 2022 Speakers 

Col. Oğuzhan PEHLİVAN, Director of COEDAT 

Colonel Oğuzhan PEHLİVAN (PhD) is the 

Director and Turkish senior national 

representative at the NATO Centre of 

Excellence for the Defence Against Terrorism 

(COE-DAT) in Ankara, Türkiye. As the 

Director, Colonel PEHLİVAN leads all aspects 

supporting the Supreme Allied Commander 

Transformation in his effort to transform NATO 

in the field of counterterrorism. 

Colonel PEHLİVAN graduated from the 

Turkish Military Academy as an Infantry 

Officer in 1996 and from the Infantry School in 

1997. He served as platoon leader; company, battalion and deputy brigade commander prior to 

his assignment at COE-DAT. He also got PhD in Sociology at Hacettepe University in 2017. 

His studies mainly focus on family sociology, culture, immigration, terrorism, counter 

terrorism, military decision models. Colonel PEHLİVAN is married to Serpil PEHLİVAN, with 

a son named Burak Kağan PEHLİVAN. 

Mr. Lucas COX, US Army War College 

Lucas Cox at the time of writing this publication was 

an intern with the Strategic Studies Instituteat the 

United States Army War College and a graduate of 

the University of Washington’s Henry M. Jackson 

School of International Studies  with a degree in 

International Security, Foreign Policy, Peace, and 

Diplomacy  with a double minor in Political Science 

and Russian, Eastern European, and Central Asian 

Studies with a focus on the former Soviet economic 

and security spheres. He is also the 2023 UW Triana 
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Deines Rome Center Intern and will begin an internship at NATO’s Science and Technology 

Organization in April 2023. 

Dr. Aleksander OLECH, Institute of New Europe 

Visiting lecturer at the Baltic Defence College and 

analyst at the Defence24. Previously, Director of the 

Security Programme at the Institute of New Europe. 

Graduate of the European Academy of Diplomacy and 

War Studies University. He has undertaken research at 

several international institutions, among others, the 

Université Jean Moulin III in Lyon, the Institute of 

International Relations in Prague, the Institute for 

Peace Support and Conflict Management in Vienna, 

the NATO Energy Security Centre of Excellence in 

Vilnius, and the NATO StratCom in Riga. Scholarship 

holder of the OSCE & UNODA Peace and Security Programme, the NATO 2030 Global 

Fellowship, and the Casimir Pulaski Foundation. His main research interests include 

terrorism, energy security, international cooperation for security in Eastern Europe and the 

role of NATO and the EU with regard to hybrid threats. His scientific publications are 

available in English, French and Russian. 

Mr. Diego OSORIO, NATO Climate Change and Security (COE) 

Several years of international multilateral and bilateral 

experience with an array of humanitarian, development, 

and diplomatic institutions ranging from the World Bank, 

UN agencies, NATO and the Canadian foreign service. 

This is complemented by several languages with various 

degrees of fluency and a high degree of global mobility 

and adaptability. Delivered strategic and operational 

policy analysis and advice on the implementation of 

diplomatic, humanitarian and development initiatives, 

both in multilateral and bilateral contexts. Diverse and reliable set of skills in crisis management 

situations. Conceived and managed humanitarian, civil society support, media development, 
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post-conflict institutional and socio-economic reconstruction projects in challenging 

development contexts on behalf of bilateral and multilateral agencies. Research fellow and 

lecturer for master degree’s level courses on humanitarian, peace-building, peacekeeping 

issues, aid and post-conflict reconstruction.  Well established record in the development and 

implementation of capacity building strategies and programmes in a broad range of contexts, 

covering humanitarian, development, economic, trade issues, and peace building processes. 

Pro-bono social entrepreneur and youth mentor. Most recent initiatives are the launching of a 

global youth leadership project with the Club of Madrid, and mentoring Canadian and US 

undergraduates. 

Dr. Gabriel RAICU, Maritime University 

Gabriel Raicu is the Vice-Rector for research and innovation 

at the Maritime University of Constanta (CMU) and the 

Director of the Center for Excellence in Maritime Cyber 

Security (MarCySCoE). He coordinated the development of 

the first maritime cyber security simulator within CMU since 

2017, the year when the International Maritime Organization 

(IMO) took into account for the first time maritime 

cybersecurity risks. He is the initiator and coordinator of the 

annual BSCySeC#X conferences series, this year on its sixth edition together with European 

Security and Defense College (ESDC). He holds a degree in maritime engineering and a PhD 

in cybernetics. He has contributions in the area of early warning systems for cyber security, in 

the area of protection of critical maritime systems as well as in the area of development of cyber 

security infrastructures and logistics. He is also the vice-president of Cyber Security Cluster of 

Excellence (CYSCOE), an organization that brings together companies, public authorities and 

academia in order to support the development and integration of cyber security at the level of 

society as a whole. 
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Dr. Sarah LOHMANN, US Army War College 

Dr. Sarah Lohmann is an Acting Assistant Professor in the 

Henry M. Jackson School for International Studies and a 

Visiting Professor at the U.S. Army War College. Her 

current teaching and research focus is on cyber and energy 

security and NATO policy, and she is currently a co-lead 

for a NATO project on “Energy Security in an Era of 

Hybrid Warfare”. She is the author of What Ukraine 

Taught NATO about Hybrid Warfare (US Army War 

College Press, 2022) and the editor and co-author of the 

forthcoming book Countering Terrorism on Tomorrow’s 

Battlefield to be published by the US Army War College Press in collaboration with the NATO 

Center of Excellence in the Defense Against Terrorism. 

Ms. Denise FELDNER, The Globalist 

Denise Feldner is Founder of Bridgehead Advisors GmbH, 

a strategy consulting firm in Germany and co-founder of 

AECAIR the Asian European Consortium on AI Research. 

She holds degrees in law, management, and engineering. 

She was founding managing director of an elite group of 

German research universities and their representative in 

the Global Council of Research-Intensive University 

Networks. She was head of staff to the president of 

Heidelberg University and legal advisor to the CEO of InnovationLab, a startup and public 

private partnership for organic electronics. As a lawyer she focused for over ten years on 

infrastructures, energy law and public economic law. She did her legal traineeship at the Federal 

Ministry for the Environment, Nature Conservation and Nuclear Safety, focusing on energy 

law. She is an author and young leader of several young leader conferences, e. g. BDI, and 

Wilton Park. 
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Asst. Prof. Omi HODWITZ, University of Idaho 

Dr. Omi Hodwitz is a criminologist and Associate 

Professor in the Department of Culture, Society, and 

Justice at the University of Idaho.  Prior to becoming a 

professor, Dr. Hodwitz was a researcher at the National 

Consortium for the Study of Terrorism and Responses 

to Terrorism (START) Center at the University of 

Maryland.  Dr. Hodwitz specializes in quantitative 

research examining the influence of policies and 

practices on violent and extremist behavior.  She is the 

director of the Terrorism Recidivism Study (TRS), a 

large-scale data project that tracks and reports incidents of terrorist recidivism in select 

countries around the world.  She also directs the Aviation Attack Database (AAD), which 

records all violent threats and attacks targeting the global aviation industry.  Dr. Hodwitz has 

delivered guest lectures and trainings on data collection, analysis, and policy assessment to 

academic, practitioner, and military audiences in North America, Europe, MENA, and Asia.  

She has published an assortment of journal articles, chapters, and research reports on violence 

and extremism, as well as instructive guides for the counterterrorism community on conducting 

high quality and ethically sound research.   

Dr. Heather GREGG, US Army War College 

Heather S. Gregg is professor of Military Strategy and 

Policy at the U.S. Army War College in the Strategic 

Studies Institute. Dr. Gregg’s academic focus is on 

irregular warfare, terrorism and counterterrorism, causes of 

extremism, and leveraging culture in population centric 

conflicts, including repairing communities and national 

unity in the wake of war and political instability. Prior to 

joining the U.S. Army War College, Dr. Gregg was an 

associate professor at the Naval Postgraduate School in 

Monterey, California, where she worked primarily with Special Operations Forces. She is the 

2017 recipient of the NPS school-wide Hamming Award for excellence in teaching.  Dr. Gregg 
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was also an associate political scientist at the RAND Corporation from 2003-2006. She has 

conducted research for USASOC, OSD, TRADOC, BIMA, NCTC, Department of State, and 

JIEDDO. Dr. Gregg earned her PhD in Political Science in 2003 from the Massachusetts 

Institute of Technology. She also holds a Master’s degree from Harvard Divinity School, where 

she studied Islam, and a Bachelor’s degree in Cultural Anthropology, with honors, from the 

University of California, Santa Cruz. In addition to academic experience, Dr. Gregg has spent 

time in several regions of conflict, including Palestine/West Bank and the former Yugoslavia, 

in addition to working in Qatar and Japan, and studying in Hungary. From 2013-2015, she was 

part of teaching and engagement teams in Tajikistan. In 2016, she taught at the Indonesian 

Defense University on subjects relating to asymmetric warfare. Most recently, she has 

participated in a series of engagements with NATO’s Center of Excellence, Defense Against 

Terrorism in Ankara, Türkiye. Dr. Gregg has published extensively on irregular warfare, 

religiously motivated conflict and extremism, including: Religious Terrorism (Cambridge 

University Press, 2020); “Religiously Motivated Violence” (Oxford University Press 2016); 

Building the Nation: Missed Opportunities in Iraq and Afghanistan (University of Nebraska 

2018); The Path to Salvation: Religious Violence from the Crusades to Jihad (University of 

Nebraska 2014); and co-editor of The Three Circles of War: Understanding the Dynamics of 

Modern War in Iraq (Potomac, 2010). 

Prof. Dr. Haldun YALÇINKAYA, TOBB ETÜ 

Prof. Dr. Haldun YALÇINKAYA is the chair of the 

Department of Political Science and International 

Relations at TOBB University of Economics and 

Technology in Ankara/Türkiye. Professor 

YALÇINKAYA has been conducting research on 

Foreign Terrorist Fighters of DAESH and 

Countering Violent Extremism since 2014 and 

serving as an academic advisor for the different 

activities of the NATO Center of Excellence 

Defence Against Terrorism since 2019. He 

graduated from Kuleli Military High School and later Turkish Military Academy. During his 

military service as an officer, he completed his post-graduate studies in International Relations 

at İstanbul University. Dr. YALÇINKAYA studied “peacekeeping” at MA level and 
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“transformation of war” at Ph.D. level. After earning his Ph.D. degree, he had post-doctoral 

Research and joined the Changing Character of War Project in Oxford University between 

2009-2010. Furthermore, during his military service, he served in Afghanistan in 2005. He 

published two books on war issues and several academic articles/book chapters on International 

Security issues focusing on new actors of the battlefields as well as terrorism. After serving 

more than ten years at Turkish Military Academy he has been Professor in International 

Relations at TOBB University of Economics and Technology since 2013. 

Mr. Ronald BEARSE, Nauset National Security Group, LLC 

Ronald BEARSE has been helping organizations 

manage risk and protect critical infrastructure in an 

increasingly complex and challenging threat 

environment for 30 years. He has served in a wide 

variety of analytical, operational, managerial and 

senior leadership positions with the U.S. Departments 

of Defense (DOD), Homeland Security (DHS) and the 

Treasury (TREA), including positions as: Chairman, 

US National Security Council’s Asset Protection 

Working Group where he was instrumental in broadening the US Key Asset Protection 

Program; TREA Liaison to the US Critical Infrastructure Assurance Office, Director, Office of 

Security and Critical Infrastructure Protection; TREA’s first Critical Infrastructure Protection 

Officer; and Director, Business Continuity and Emergency Preparedness Staff, DHS National 

Protection Programs Directorate (now the US Cybersecurity and Infrastructure Security 

Agency). Academically, he has served as: Senior Fellow, George Mason University’s Center 

for Critical structure & Homeland Security; Academic Advisor/Lecturer, NATO, Center of 

Excellence Defense Against Terrorism (COE-DAT) on critical infrastructure protection against 

terrorist attacks; and Adjunct Professor in the Emergency Management and Homeland Security 

Program at the Massachusetts Maritime Academy. BEARSE has an MPA from George 

Washington University and is a Distinguished Graduate of the US National Defense University 
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Dr. Sheelagh BRADY, Security Analysis & Research (SAR) Consultancy 

Sheelagh Brady has approximately 20 years of experience in 

policing and security. She began her career An Garda Siochana, 

the Irish Police Force, where she worked for 14 years. She then 

moved to the international security arena, holding positions such 

as, Mission Security Analyst with the European Union Border 

Assistance Mission in Libya, Senior Security Information 

Analyst, with UNDSS in Abuja Nigeria, and Analyst with the 

European Union Police Mission in Bosnia Herzegovina (BiH). 

Since 2014, she has combined this experience, with her academic 

knowledge, providing a unique perspective on security and risk. She has a PhD from Dublin 

City University titled ‘PhD Shared cues, different violence organisations – exploring the visual 

strategies used by extremists, gangs, the military, and private military contractors/mercenaries, 

Dublin City University, Ireland’. She is also a graduate in theoretical and applied criminal 

justice studies, from John Jay College of Criminal Justice, New York and University College 

London, UK. 

Ms. Liat SHETRET, Elliptic 

Liat Shetret is Director of Global Policy and Regulation 

at Elliptic. For more than 15 years, she has led global 

capacity-building and technical assistance programs on 

AML, countering the financing of terrorism (CFT), 

financial inclusion, and countering violent extremism. 

She has formerly worked as Director of Regulatory 

Affairs & Compliance Policy at Solidus Labs, at the 

Egmont Group of Financial Intelligence Units, 

Citigroup Bank, the Global Center on Cooperative 

Security, and the US House of Representatives 

Committee for Homeland Security. Liat has extensive experience implementing technical 

assistance programs, particularly in emerging markets and developing countries across Africa, 

the Americas, Europe, and the Middle East. She is an Adjunct Instructor at New York 

University and holds a Master of International Affairs degree from Columbia University’s 
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School of International and Public Affairs (SIPA) and a BA in political science and psychology 

from the University of Illinois. Liat is also a Certified Anti-Money Laundering Specialist 

(CAMS). 

Dr. Filiz KATMAN, İstanbul Aydın University 

Assistant Professor Dr Filiz Katman holds a BA in 

Economics (in English) from Istanbul University, an 

MA in Political Science and International Relations (in 

English) from Marmara University, a PhD in 

International Security and Terrorism from National 

Defence University (formerly Turkish Military 

Academy), certificates from Harvard University 

Humanitarian Assistance in Conflict and Disaster 

Program, Oxford University Pembroke College 

Changing Character of War Programme, Yale University Program on War, Conflict and Order, 

NATO International School, and NATO Centre of Excellence on Defence Against Terrorism. 

Currently, Dr Katman is Executive Board President at the Energy Politics and Markets Research 

Centre (EPPAM) since 2010 (founder of the first research centre on energy politics in Türkiye), 

Editor-in-Chief at EPPAM Policy Brief, and Erasmus+ Coordinator of Department of Political 

Science and International Relations (in English) at Istanbul Aydin University. She is Senior 

Fellow at Centre for Syrian Studies and peer reviewer at Journal for Terrorism Research at 

University of St Andrews and also Management Committee Member of CA18228-Global 

Atrocity Justice Constellations COST Action representing Türkiye and also member of working 

groups in COST Actions of the European Union titled CA16232-European Energy Poverty 

Agenda Co-Creation and Knowledge Innovation COST Action Working Group 1: Integration 

- Transformation the state of the art and Working Group 2: Indicators – Developing an

operational European energy poverty framework; CA17135-Constitution Making and 

Deliberative Democracy COST Action Working Group 2: Minority Groups and Deliberative 

Democracy, Working Group 3: e-Deliberative Democracy, CA19126-Positive Energy Districts 

European Network COST Action Working Group 1: PED Mapping, Characterisation and 

Learning, Working Group 2: Guides and Tools, CA18236-Multi-Disciplinary Innovation for 

Social Change (SHIINE) COST Action and CA15212-The Citizen Science COST Action, 

CA20107 - Connecting Theory and Practical Issues of Migration and Religious Diversity 
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Working Group 1: Meta-study on the intersection between Religion and Migration, Working 

Group 2: Narratives of Migration through the Lenses of Religious/Non-Religious Beliefs, 

Working Group 3: Design of Practice-Oriented Research Projects, Working Group 4: Migration 

and Religious Diversity through the lenses of Gender and Age, Working Group 5: 

Communication and Dissemination, CA20109 -Modular Energy Islands for Sustainability and 

Resilience, CA20138 - Network on Water-Energy-Food Nexus for a Low-Carbon Economy in 

Europe and Beyond. She is recipient of several awards and scholarships in both the domestic 

and international arenas, and has published several articles and books on terrorism, security, 

political violence, cyber threats, cyber security, countering terrorism financing, energy policy, 

energy security, Syria, Eurasia and NATO. She is regularly consulted by BBC World News due 

to her expertise, and is Editor for National Security and Physical Geography at Editorial 

Advisory Group of Cambridge Scholars Publishing, a Member of TUBITAK Academic 

Research Funds as Observatory Panelist, TOBB (The Union of Chambers and Commodity 

Exchanges of Türkiye) Istanbul Women Entrepreneurs Council, Executive Board of Energy 

Business Council at Foreign Economic Relations Board-DEIK and Honorary Advisory Board 

Member at Foreign Energy Investors Council. 

Mr. Ivica SIMONOVSKI, Academy of Banking and Information Technology 

Ivica SIMONOVSKI received his PhD in International 

Politics at the Faculty of Law, Ss. Cyril and Methodius of 

Skopje. He is a financial analyst within the Financial 

Intelligence Office of the Republic of North Macedonia, with 

15 years of experience in financial investigation and financial 

analysis. Since 2018, he is a certified AML/CFT evaluator by 

Moneyval Committee - Council of Europe. He is а Lecturer at 

the Academy of Banking and Information Technology in 

Skopje and Defense Institute for International Legal Studies in New Port, USA. His research 

areas are money laundering, corruption, serious and organized crime, financing of terrorism 

and cyber crime. He is the author and co-author of many scientific papers published in 

international journals, journals and conference books. His first book, “Countering the Financing 

of Terrorism in the International Community” was published in 2018. The second book “How 

To Become A Financial Investigator” was published in April 2022. Also, he is the Co-Founder 
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of the Cyber Security, Corporate Security and Crisis Management Initiative (C3I). This non-

governmental organization focuses on raising public awareness of phenomena which are related 

to cyber and human security and privacy, among others money laundering as well as corruption. 

Since 2021, he is part of the Roster of Experts in Regional Anti-Corruption Initiative in Sarajevo 

and Council of Europe. Hi is a member of the regional network of Global Initiative against 

Transnational Organized Crime. 
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Program of Terrorism Experts Conference 2022 

14.30 - 15.00

15.00 - 15.02

15.02 - 15.05

15.05 - 15.10

15.10 - 15.15

15.15 - 15.35 Session 1: 70th Anniversary of Türkiye’s Inauguration to NATO - 
Contributions of COE-DAT to Counter Terrorism

15.35 - 15.40 Session 2: Critical Infrastructure Security and Resilience Book 2 

15.40 - 16.00 NATO Mission-Dependent Critical Infrastructure

16.00 - 16.20 Energy Security as the Crucial for the Safety of Alliance and Partners 
Nations

16.20 - 16.40 Climate Change Implicationson the Security of NATO Nations

16.40 - 17.00 Questions and Discussion
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17.15 - 17.35 Session 3: Critical Infrastructure Security and Resilience Book 2 
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18.35 - 18.55 Questions and Discussion
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NATO Climate Change and Security (COE)  

Dr. Aleksander OLECH  
Baltic Defence College 

Mr. Lucas COX     
US Army War College 

Col. Oğuzhan PEHLİVAN 
COE-DAT Director 

 Ice Breaker

COE-DAT Introductory Video

Conference Program 
Terrorism Experts Conference 18-19 OCTOBER 2022

October 18, 2022

Communications Check

Dr. Sarah LOHMANN 
US Army War College 

Welcome Address, Director of COE-DAT

Opening Remarks, Director of Terrorism Experts Conference

Terrorism Experts Conference Video

Dr. Sarah LOHMANN 
US Army War College 

End Day 1

Dr. Sarah LOHMANN 
US Army War College 
Ms. Denise FELDNER 
Bridgehead Advisors   

Dr. Sarah LOHMANN 
US Army War College 

Break

Dr. Sarah LOHMANN 
US Army War College 

Dr. Gabriel RAICU  
Maritime University
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15.00 - 15.05 Session 1: COE-DAT Research Projects 

15.05 - 15.25 Sex Disaggregated Data

15.25 - 15.45 Partnership SOF Crisis Management  

15.45 - 16.05 Emerging Threats in Terrorism and Counter terrorism 

16.05 - 16.25
Critical Infrastructure Security and Resilience (CISR) / Advanced 
CISR Protection from Terrorist Attacks

16.25 - 16.45 Questions and Discussion

16.45 - 17.00

17.00 - 17.05 Session 2 : Countering the Financing of Terrorism
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Assessing Opportunity and Innovation in Terrorist Financing in a 
Post Covid Environment
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Laundering
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18.05 - 18.25 Implementation of International Restrictive Measures - An Effective 
Tool in Prevention of Financing of Terrorism

18.25 - 18.35 Questions and Discussion

18.35 - 18.40

18.40

Mr. Ivica SIMONOVSKI     
Academy of Banking and Information 

Technology 

Dr. Filiz KATMAN
İstanbul Aydın University

Dr. Sheelagh BRADY,     
Security Analysis & Research (SAR) 

Consultancy

Col. Shawn YOUNG (USAF)  
Deputy Director of COEDAT

Asst.Prof. Omi HODWITZ 
University of Idaho

Dr. Heather GREGG  
US Army War College 

 Prof. Dr. Haldun YALÇINKAYA, 
TOBB ETU

Mr. Ronald BEARSE 
Nauset National Security Group, LLC

Ms. Liat SHETRET 
Elliptic

Dr. Sheelagh BRADY,     
Security Analysis & Research (SAR) 

Consultancy

Break 

Conference Program
Terrorism Experts Conference 18-19 OCTOBER 2022

October 19, 2022

End Day 2

Dr. Sheelagh BRADY,     
Security Analysis & Research (SAR) 

Consultancy

Col. Shawn YOUNG (USAF)  
Deputy Director of COEDAT

Closing Speech and  Final Remarks Dir. COE-DAT



18 

Main Outcomes and Common Points of TEC 2022 

 Traditional threats that are secured by traditional security ways now have been replaced

by emerging threats of the cyber domain.

 Perceptions of gender roles and the linkage to gender being a women’s “issue” creates

a “blind spot” in counter terrorism efforts. Gender is more than women and men as

gender is a socially constructed phenomenon not a biological one.

 Media is the place for terrorist’ recruitment, propaganda and communication. OSINT

and analysis of social networks can be effective in detecting terrorist activities. This will

only be achieved by the international cooperation of related establishments.

 Pandemics provide some opportunities for terrorists, and provide a “bioterrorism

window”. States need to intensify cooperation to follow the tracks of terrorist

organizations in order to prevent unprecedented risks.

 New approaches to ensure resilience of military & civilian critical infrastructure and

to maintain the operability and readiness of the alliance is required.

 Emerging Technologies threaten international security and the security of NATO

partner nations. However, NATO can also harness that same technology to promote

defense, deterrence, and resilience.

 NATO can strengthen its Critical Infrastructure Resilience through emphasizing

persistence requires continuous assessments of how baseline resilience plans can

improve, capacity consideration requires a holistic approach that focuses on

innovation and collaboration education ensures a well-informed public and includes

continuously testing resilience and furthering training requires comprehending all

possible risks, and how systems behave when pushed to the point of failure.

 NATO aims to increase its strategic awareness of energy security and provide the

military with a reliable energy supply. Energy security is a key resilience factor and has

become more important since the emergence of cyber and hybrid threats to

infrastructure.

 In the future, terrorists may attack not only regions that are rich in natural resources, but

also transport infrastructure.

 The resilience of logistics and transport chains is imperative for an effective defense

against any classical or hybrid terrorist threats from previously known terrorist groups
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or the hard-to-attribute mix from allegedly liberating actions supported by a rogue state 

often disguised as hybrid or frozen conflicts. 

• Real time big data analytics presents big data technology’s value in counterterrorism 

missions.

• While traditional adversaries are making strides in their development, terrorists are also 

gaining ground in using EDTs in peer-to-peer conflicts.

• Female extremists face differential treatment when compared to their male 

counterparts and this disparity is supported by a narrative that presents females are 

having reduced agency and accountability.

• Females are treated with leniency at all stages of criminal justice proceedings, including 

the decision to arrest, the charges laid, the determination of guilt, and the resulting 

sentence.

• Although the long-term consequences of gender-based disparities is yet to be 

determined, it is likely that leniency directed towards female extremists will impact the 

effectiveness of the criminal justice system in protecting the public, deterring current 

and future terrorists, and rehabilitating those that are already committed to extremist 

beliefs.

• Much of the development in terrorist financing methods is opportunistic with innovation 

born out of necessity and in reaction to external forces beyond a group’s control, rather 

than being planned, proactive, or strategic.

• It is still difficult to assess how innovative such terrorist groups are, in their acquisition 

of finances, given the lack of data.

• COVID-19 has and will continue to create opportunity for terrorist financing, further 

exacerbated by a convergence of multiple factors, such as the war in Ukraine, possible 

global recession and increased technological change.

• COE-DAT has committed itself the effort and contributed greatly to CB of NATO in CT. Since 

the inauguration, COE-DAT has conducted totally 163 courses (including CIED, 28 different 

types), and in these activities 7807  participants, 1742  lecturers, totally 9549  personnel found 

a chance to share knowledge, meet together, and augment the organizational capacity of CT. 

Currently, COE-DAT has executed 8 courses in 2022, and planned 9 courses in 2023. COE-

DAT has published 28 activity reports, 21 newsletters, 16 journals, 28 books, and 14 research 

reports, totally 107 hardcopy products. COE-DAT has conducted 28 Mobile Education in 
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different 20 countries, and executed 163 courses (excluding CIED) until now. COE-DAT has 

committed itself the effort and contributed greatly to CB of NATO in CT. 
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Opening Remarks 

Dear Generals, distinguished speakers and participants, ladies and gentlemen, 

Good morning or afternoon depending on wherever you are in the world. I am Colonel Oğuzhan 

Pehlivan, Director of Center of Excellence Defence Against Terrorism. I kindly salute you and 

express my respects on behalf of all my staff. It is privilege for us to host you in this hybrid 

conference and seminar here in Ankara. Welcome to the capital city of Türkiye. 

I am very pleased with the great interest this activity has received. We have more than 308 

participants from 53 countries, across 5 continents and ranging from academia, regional 

organizations, national war colleges, combatant commands, partner nations, to NATO 

headquarters. Truly an impressive cluster of knowledge and expertise.  

COE-DAT is a hub for counter-terrorism expertise due to its unique role as an independent 

organization outside of NATO’s command structure interacting with universities, think tanks, 

researchers, international organizations, global partners, and other COE’s.  Based on the 

expertise created through interacting with our wide network, COE-DAT is able to provide 

subject matter expertise and advice to NATO on all counter-terrorism efforts. 

The Terrorism Experts Conference is our flagship event and after a two year break, we again 

find a chance to meet you residentially. The main aim of this conference is to advertise and 

share the annual products and projects of COE-DAT with our stakeholders. Each year we have 

executed different kinds of projects according to the new trends in terrorism and counter 

terrorism, and published our key take aways in our web site. As you scrutinize the program of 

work of COE-DAT, in 2022 we are very near to finalizing the Critical Infrastructure Security 

Analysis, Sex-Disaggregated Data, and Countering Terrorist Financing and Emerging Threats 

projects. Besides these informative and qualified products, we also executed our first SOF Roles 

in Crisis Management Seminar and Gender in CT workshop for the fourth time. Furthermore, 

we changed one of our well-known and much requested courses, Critical Infrastructure 

Protection, to Critical Infrastructure Security and Resilience Against Terrorist Attacks and 

separated the advanced level as a distinct course in order to update the curriculum. In this 

conference during these two days, you will obtain more detailed information on these new 

topics in each session with the contribution of precious scholars.  
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As stated in NATO Strategic Concept 2022, terrorism, in all its forms and manifestations, is the 

most direct asymmetric threat to the security of our citizens and to international peace and 

prosperity. Terrorist organizations seek to attack or inspire attacks against Allies. They have 

expanded their networks, enhanced their capabilities and invested in new technologies to 

improve their reach and lethality. Non-state armed groups, including transnational terrorist 

networks and state supported actors, continue to exploit conflict and weak governance to 

recruit, mobilize and expand their foothold.1 

The world is changing day by day, and the only thing that is unchangeable is the changing itself. 

As COE-DAT, our mission is to provide key decision-makers with a comprehensive 

understanding to terrorism and CT challenges, in order to transform NATO and nations of 

interest to meet future security challenges. This transformation is embedded into NATO’s three 

declared core tasks of collective defence, crisis management, and cooperative security. We 

believe that the world will be a better place with the contribution of all nation states and people. 

Therefore, these kind of meetings pave the way to share knowledge, understand best practices, 

and construct mutual understanding. 

I see the impatience in your eyes to transition quickly to information bombardment and 

therefore appreciate your attendance again to Terrorism Experts Conference and Executive 

Level Seminar. For two years, we have combined both events, however; I hope next year we 

again separate them.  

Ladies and gentlemen, distinguished participants, 

To conclude, I would like to wish all of us to have an interesting, challenging, dynamic, and 

fruitful activity. Prepare yourself to be challenged, excited, and inspired. Your ideas and 

opinions are valuable for us. 

Thanks to those who have already sent questions and comments. We rely on your support. 

Thank you. Wish you all successful and interesting work.  

 

        Oğuzhan PEHLİVAN (PhD) 
        Colonel (OF-5) 

        Director of COE-DAT 

                                                 
1 https://www.nato.int/nato_static_fl2014/assets/pdf/2022/6/pdf/290622-strategic-concept.pdf, Accessed 20 
September, 2022. 

https://www.nato.int/nato_static_fl2014/assets/pdf/2022/6/pdf/290622-strategic-concept.pdf
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Closing Remarks  

Dear Generals, distinguished speakers and participants, ladies and gentlemen, 

As the Terrorism Experts Conference is now drawing to end, I would like to thank you all for 

your outstanding speeches, distinguished presentations, constructive session discussions, and 

active participation during two days. I hope you all share my view that the whole conference 

has been a very stimulating and successful experience. As COE-DAT, within the scope of the 

projects carrying out in the field of terrorism and counter-terrorism, I believe that we have 

achieved significant gains with the great contributions of precious scholars. 

In the past two days, we received a lot of valuable information, not only from our lecturers but 

also from our participants. Your contribution and active participation ensured the success of 

this event. Thus, I do express my sincere thanks to all of you. 

On behalf of all participants, I would like to take this opportunity to thank and congratulate the 

COE-DAT staff specifically TEC Director Ltc. Uwe Berger, TEC Deputy Director Maj. Ali 

MAVUŞ, and TEC Assistant Mrs. Özge ERKAN for their excellent work in organizing and 

hosting our flagship event. Also, many thanks to our CIS team. Without you, this challenging 

but fascinating conference would not be possible. 

It has been an honor to host such accomplished individuals and to be able to learn from your 

knowledge and perspective. We would like to continue to improve the already-existing 

cooperation and coordination in our future events, so we will be looking forward to hosting you 

and other people from your institutions in the future. 

Thank you very much once again for all your valuable contribution and active participation.

  

                           
            Oğuzhan PEHLİVAN (PhD) 

        Colonel (OF-5) 
        Director of COE-DAT 
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DAY 1 

Session 1 – 70th Anniversary of Türkiye’s Inaguration to NATO - 

Contributions of COE-DAT to Counter Terrorism 

Col. Oğuzhan PEHLİVAN (PhD) 

 

Dear Generals, Ladies and Gentlemen, Distinguished Visitors,  

This year, we celebrated on 18 February the 70th Anniversary of Türkiye’s inauguration to 

NATO. Meantime, 18 also refers to the CEO-DAT anniversary. Today I will present you 

content analysis main findings of my article for our academic e-journal “Defense Against 

Terrorism Review (DATR)”. 

 

There have always been international security initiatives since the Delian League, which was 

founded in 478 BC, to prevent conflicts and support peace.  

The North Atlantic Treaty Organization (NATO), which aims to promote democratic values, 

enable members to consult and cooperate on defense, commit peaceful resolution of disputes, 

and uses military force in order to stabilize the situation if all these attempts fail, is one of these 

establishments. 
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Terrorism has been one of the two main security threats of NATO since 9/11 all over the world. 

Türkiye, when it is compared with other NATO member states, is deemed to be most affected 

by terrorism according to the Global Terrorism Index (GTI) 2021, which measures incidents, 

fatalities, injuries and property damage impacts as shown in the slide. 
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As the second COE that achieved the accreditation from NATO, COE-DAT received the 

“International Military Organization” status in 2006, and has conducted courses, seminars, 

workshops, conferences, Mobile Education Teams (MET’s) and projects successfully for both 

NATO and partner nations all over the world.  

COE-DAT is a hub for counter-terrorism expertise and interacting with universities, think tanks, 

researchers, international organizations, global partners, and other COE’s. As a result of this 

fruitful collaboration, COE-DAT has published 28 activity reports, 21 newsletters, 16 journals, 

28 books, and 14 research reports, totally 107 hardcopy products. COE-DAT has conducted 28 

Mobile Education in different 20 countries, and executed 163 courses (excluding CIED) until 

now. COE-DAT is additionally appointed as the DH for Alliance CT E&T by Supreme Allied 

Commander Transformation (SACT). 

 

Today, there is no single definition of Terrorism existing, and its meaning unfortunately 

changes according to its usage by states and international organizations. One of the recent 

studies indicated that even though there is a great compromise on the top two items, there has 

been less agreement on the other terms as shown in the slide. 

In order to construct a counter-terrorism strategy, the first step should be to define terrorism 

and counter terrorism. This is the reason why NATO constituted the MC0472/1 document in 

2016. COE-DAT contributed great effort on the preparation process by focusing on underlying 
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principles and potential initiatives in relation to Awareness, Capabilities and Engagement to 

enhance the Alliance’s prevention of, response and resilience to acts of terrorism. 

 

The Global Terrorism Index (2022) report mentioned that even though religiously motivated 

terrorism worldwide is dominant, politically motivated terrorism is additionally on the rise. 

According to this report,  

“Politically motivated terrorism has now overtaken religiously motivated terrorism, 

with the latter declining by 82 per cent in 2021. In the last five years, there have been 

five times more politically motivated terrorist attacks than religiously motivated attacks. 

There are now noticeable similarities between far-left and far-right extremist 

ideologies, with both targeting government and political figures. Since 2007, 17 per cent 

of terrorist attacks by these groups have targeted this category.” 

Therefore, extremism and radicalism also should be handled and examined together with 

terrorism. 
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Nuclear terrorism combines four main types of terrorist activity. First, the theft and use of an 

intact nuclear device; second, the theft or other acquisition of fissile material which would then 

be used to make a nuclear weapon; third, attacks on reactors or other nuclear facilities with the 

goal of causing radiological contamination of surrounding areas; and last, the use of radiological 

material to make a radiological dispersal device (RDD). 

To counter radiological/nuclear terrorist attacks effectively it requires that standards for 

securing weapons and materials are set at high level that terrorists simply cannot exploit any 

compromises or gaps in the defenses. 

For the future, in order to prevent nuclear terrorism neural and social networks incorporated 

with system dynamics, which use data mining systems by cloud computing technology, should 

be constructed to enable systematic research on cell phones against possible terrorist incidents. 

I suggest to use big data and artificial intelligence (AI) to provide security and resilience. 
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Cryptocurrencies are not backed by any government agency. And they have characteristics that 

make them attractive to those, who might use them for money laundering, for narcotics or 

human trafficking or even as a vehicle for global terrorist funding. 

Cryptocurrencies are created with the help of block chain technology by solving extremely 

difficult mathematical problems. That is why this new system is attractive for terrorists for 

mainly ten reasons. First, it is anonymity. In this system, nobody has a regulation to show his/her 

ID card. Global reachability is another attractive reason.  Speed enhances the system to transfer 

quickly any amount. Non-repudiation provides no additional verification. Low cost to use 

makes the system more desirable. Relative ease of use mitigates the technical difficulties. 

Difficult for authorities to track transactions is likely the most attractive part that draw attention 

of terrorists. Potential upgrades to security and anonymity cause law enforcement and anti-

terrorism agencies to keep theirs weather eye open in order to enhance security. Venue changes 

to make cooperation with governments need collaboration of states and construction of 

unilateral understanding on terminology. At final stage, complexity makes the track of currency 

nearly impossible.  
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The recommendations and further developments in these topics are listed below. 

 Update the Financial Action Task Force (FATF). 

 Encourage the development of national (and international) self-regulatory 

organizations (SFO). 

 Encourage an increased level of cooperation, knowledge sharing and skills sharing 

between the agencies and organizations responsible for anti-money laundering 

activities with those responsible for the interdiction of terrorist financing.  

 In the interdiction of terrorist funding, understand the broad range of laws that may be 

available for the prosecution of offenders. 

 Maintain vigilance with regard to the evolution of virtual currencies. 
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Perceptions of gender roles and the linkage to gender being a women’s “issue” creates a “blind 

spot” in counter terrorism efforts. Gender is more than women and men as gender is a socially 

constructed phenomenon not a biological one. 

Generally, there is no perceptible disparity between men and women in some motivations, 

however, when the gender roles are considered it was brought to light or detected that some 

reasons cannot be same. 

Women can play a number of roles. They can be perpetrators of terrorism, they can be 

sympathisers or enablers and they can be mobilisers. They can be survivors and victims of 

violence, and they can be the target of restrictions on women’s rights. They can also be 

preventers, peace activists and community leaders. Diyarbakır Mothers is a good example for 

preventing terrorism.  
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The 2002 Prague Summit is the milestone for inclusion of CT as a mission within CB.  

COE-DAT has committed itself the effort and contributed greatly to CB of NATO in CT. Since 

the inauguration, COE-DAT has conducted totally 163 courses (including CIED, 28 different 

types), and in these activities 7807 participants, 1742 lecturers, totally 9549 personnel found a 

chance to share knowledge, meet together, and augment the organizational capacity of CT. 

Currently, COE-DAT has executed 8 courses in 2022, and planned 9 courses in 2023. Further, 

besides residential courses, in order to reach unreachable, COE-DAT has been constructed 28 

Mobile Education Teams, and educate 1435 people from Asia to Europe.  By the way, these 

efforts on capacity building also strengthen the bounds with NATO and partner nations.  

The workshops, seminars and conferences are additional values that contribute. 
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Terrorist organizations have exploited technology usage especially in social media.  

Exploitation of big data inevitably requires the rapid and accurate sharing of information with 

appropriate individuals and organizations to make effective use of it. For example, CIA 

recognized that the pace in the commercial sector of innovation data management was clearly 

surpassing that of the national agencies. 

Unmanned air vehicles (UAV) is another challenge in recent years. Easily accessibility, 

manufacturability with 3D printer usage and low cost are the main advantages of UAV that 

make its use attractive for terrorist organisations. There are different categories ranging from 

mini to decoys, and among these types mass, range, flight altitude and endurance are changed 

according to the model.  

While DAESH used drones for the first time in Syria in August 2014 for propaganda and 

reconnaissance purposes, PKK/KCK terrorist organization used them for their swarm attack 

like in November 2018.  
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Cyberspace’s sui generis characteristics, which are temporality, physicality, permeation, 

fluidity, participation and attribution, have caused unexperienced feelings that people don’t 

have in real world. Traditional threats that are secured by traditional security ways now have 

been replaced by emerging threats of the cyber domain.  

Terrorists, who are aware of the dangerous potentiality of the cyber domain, use this area to 

enable, disrupt and destruct their acts. In order to provide the sustainability and prevent 

vulnerability, the cyber domain must be handled with a holistic approach, and besides 

protection of whole system also resilience must be enhanced. 
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COE-DAT offers a new model, which is called Cyber Maturity Model. The cyber maturity 

model is made up of ten domains as shown in slide. In a nutshell, this new cyber maturity 

model’s implementation on the cyber domain of critical infrastructures should keep the system 

away from the risks and attacks of terrorists. But it must not be forgotten that the key factor is 

the people, who use this domain, so the construct of a robust cyber security environment should 

be tackled in advance.  
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Terrorism and media have a symbiotic relationship. Terrorists use media to convey the 

propaganda of the deed, mobilize wider support for their cause, recruit new followers, raise 

funds, plan future acts, communicate, conduct operations, gain publicity, and disrupt 

government response.  It has been said that terrorism is a combination of violence and 

communication. 

 

Since the late 1980s, the internet has proven to be a highly dynamic vehicle for communication, 

reaching now more than half of the global population. Internet usage increase the radicalization 

at the same time. Internet creates more opportunities to become radicalized, allows 

radicalization without physical contact, augments chance to self-radicalization, acts as a melting 

pot of different ideas and socialization place for the people, and accelerates radicalization 

process. 

In addition to the platforms like Twitter, YouTube, and Google Earth, Metaverse is coming 

and will open new vulnerabilities and present novel opportunities to exploit them. 

In order to prevent the usage of media platforms by terrorist organizations as a recruitment and 

communication area, initially states collaborate with each other on constituting establishments 

to observe and share the data.  After 2020’s, the new age of web 4.0 has begun, and this age 

needs advanced software developments techniques based on AI. Open-Source Intelligence 

(OSINT) is another useful way to detect and deter terrorists.  
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Bioterrorism is described as the deliberate release of biological agents to produce illness or 

death in people, animals, and plants.  

While most terrorist organizations exploited the COVID-19 Pandemic in the ways detailed, 

there were outliers. These included the Afghan Taliban who allowed health workers into their 

areas and, at the other extreme, Racially & Ethnically Motivated Violent Extremist (REMVE) 

groups who exploited both circumstances and technology on a scale not seen amongst other 

groups. 

COVID-19 has created a main challenge by opening a window to bioterrorism for terrorists.  

Bioterrorism, which has low cost, easy obtainability and transferability, huge and invisible 

impact, has attracted the terrorist groups. In order to fight against terrorism, states need more 

collaboration than ever before. 
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As it is stated before, COE-DAT has added great value on the CT discipline by conducting 

courses, MET’s, seminars, workshops, conferences, and projects. In this study, it is impossible 

to mention all information that has been collected since 2004. At the same time, while 

scrutinizing all of the products in advance, it has been found that some of the key findings are 

obsolete now. Therefore, at the end of the review of all materials, the efforts mainly intensify 

on nine areas that are mentioned in the second part of the study.  

In the “Global Counter-Terrorism Strategy” part, it is strongly recommended that countering 

violent extremism (CVE) and preventing violent extremism (PVE) need to be considered 

together with CT efforts. Furthermore, radically and ethnically violent extremism (RMVEs), 

political terrorism, and domestic terrorism are the new challenges in defense against terrorism.  

In the nuclear terrorism part, to prevent nuclear terrorism, neural and social networks 

incorporated with system dynamics, which use data mining systems by cloud computing 

technology, should be constructed to enable systematic research on cell phones against possible 

terrorist incidents. It is also suggested to use big data and AI to provide security and resilience. 

When terrorism financing and cryptocurrencies are considered, it is revealed to encourage both 

national and international establishments to observe the flow of currency, to share knowledge, 

and to collaborate literately. 
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It is clear that women add value in all aspects of countering terrorism, including analysis, field 

work, and policy development. In addition, women are involved in the same activities as men 

such as sympathizers, supporters, radicalizers, recruiters, facilitators, perpetrators, enablers, and 

combatants. Women also act as agents to predict and prevent radicalization and terrorism as 

well as are critical security actors that act as force multipliers to build trust and increase security. 

Women’s representation at all levels in the Security Sector should be increased.  

Capacity Building in CT is the main contribution of COE-DAT for NATO’s Education & 

Training pillar. COE-DAT has the intention to start a project of “Terrorism Exercise Scenario 

and CT Simulation Development” next year. This project gives COE-DAT the opportunity to 

develop the skills of participants about applying their knowledge into practice. This project will 

also enhance the capacity of COE-DAT on writing concepts and doctrine. 

Social media, big data and UAVs are significant terrorist threats that are still intensively used 

by terrorists.  
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The Cyber domain seems to be one of the most dangerous parts in defense against terrorism. 

New cyber maturity model’s implementation on the cyber domain of critical infrastructures is 

offered and it is believed that this model may keep the system away from the risks of being 

attacked by terrorists.  

Media is the place for terrorist’ recruitment, propaganda and communication. OSINT and 

analysis of social networks can be effective in detecting terrorist activities. This will only be 

achieved by the international cooperation of related establishments. 

Pandemics provide some opportunities for terrorists, and provide a “bioterrorism window”. 

States need to intensify cooperation to follow the tracks of terrorist organizations in order to 

prevent unprecedented risks.  
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COE-DAT, as in the past, will keep going on the route with a great determination, and 

contribute more efforts in the CT domain. The joint intelligence of framework and sponsoring 

nations of the centre will pave the way for a more safe and secure globe. 

You can follow COE-DAT activities by visiting website. 

This concludes my brief. Thanks. 
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Session 2 – Critical Infrastructure Security and Resilience Book 2 

 

NATO Mission-Dependent Critical Infrastructure 

Mr. Lucas COX 

 

NATO faces a volatile global security environment. Russia’s invasion of Ukraine has disrupted 

peace in Europe in a way unparalleled in decades. The COVID-19 Pandemic reminded the 

world of the challenge that is responding to public health emergencies. Climate change will 

continue to present challenges to international security.  

Emergent technologies threaten international security and the security of NATO partner 

nations. However, NATO can also harness that same technology to promote defense, 

deterrence, and resilience. And that’s what we’re here to discuss, starting with the Critical 

Infrastructure Resilience. 

Resilience is the capacity to recover quickly from threats. Critical components to strengthen 

resilience must emphasize building persistence, capacity consideration, education, and further 

training. In this sense, we also have to talk about infrastructure, which is simply “the basic 

physical and organizational structures and facilities (e.g. buildings, roads, power supplies) 

needed for the operation of a society or enterprise.” Resilience is a combination of both civil 

preparedness and military capacity. At the 2016 Warsaw Summit, allied leaders committed to 

striving to achieve seven baseline requirements for critical infrastructure resilience. These 

are as follow: 

1. Assured continuity of government and critical government services 

2. Resilient energy supplies 

3. The ability to deal effectively with uncontrolled movement of people 

4. Resilient food and water resources 

5. The ability to deal with mass casualties 

6. Resilient civil communications systems 

7. And resilient civil transportation systems 
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Many of these areas are codependent and require buy-in from civilian, military, and commercial 

sectors.  

There are for primary means by which NATO can strengthen its resilience: 

1. emphasizing persistence requires continuous assessments of how baseline resilience 

plans can improve 

2. capacity consideration requires a holistic approach that focuses on innovation and 

collaboration 

3. education ensures a well-informed public and includes continuously testing resilience  

4. and furthering training requires comprehending all possible risks, and how systems 

behave when pushed to the point of failure.  

 

Over the past months, we’ve seen a few critical infrastructure failures that have let to 

deteriorated security situations. Despite it being out-of-area for NATO, we found it important 

to use recent developments in Kazakhstan as a case study of how systematic policy failure 

can lead to Critical Infrastructure failure.  

In January, riots broke out across Kazakhstan, originally in response to the government lifting 

price caps on fuel. The Kazakh government called on the Collective Security Treaty 

Organization to intervene, leading to the deployment of Russian and other forces into the 

country. The Kazakh example illustrates how non-military aspects of critical infrastructure 

like negative energy supply shocks can really affect NATO security. A similar situation 

within NATO territory could be taken advantage of by adversaries to strike during a moment 

of weakness.We may see this depending on how the situation in Ukraine and its economic 

consequences develop.  

In a changing security environment, an important step for NATO to strengthen its resilience 

is to test it. For instance, the U.S. military has conducted an energy resilience tests that 

involved: 

● deliberately cutting off electricity supplies to military bases to test backup generators 

and assessing impact on residents, as well as water and energy tests 
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● In coming years, the U.S. plans to complete Installation Energy and Water Plans to 

assess any shortcomings in the military’s ability to provide energy and water during 

a crisis. 

● The DHS also collaborates with the private sector to test new backup technologies and 

assess how AI can be used in disaster relief plans 

In the cases where member states’ infrastructure systems are synchronized, NATO could adopt 

a some of these frameworks for assessing critical infrastructure resilience. We have identified 

three main areas where NATO’s Critical Infrastructure is most vulnerable: 

1. The first is the interconnectedness of different systems, where one failure can cascade 

into system-wide collapse.  

● For example, over 7,000 power plants in the United States are dependent on 

other facilities and outside supply chains 

● Transport system failures can debilitate supply chains during emergencies. We 

have therefore identified that stable critical infrastructure requires self-

reliant facilities.  

● Current government efforts of strengthening resilience often require 

voluntary participation from the private sector, but that participation 

is hard to secure. 

2. Which leads to our second vulnerability: Lack of Voluntary Preparedness.  

● Governments offer information about possible hazards to incentivize the 

private sector, this collaboration is hard to secure, especially against high-risk, 

low-probability disasters, like terrorist attacks.  

● This lack of preparedness in the private sector leaves NATO vulnerable 

because of how much militaries rely on civil and commercial assets.  

3. Finally, the very protocols used to analyze vulnerabilities are not standardize and 

information is not shared adequately.  

● Some states also lack the funding, technology, or basic expertise required to 

create of follow preparedness plans. 
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Overall, infrastructural interdependence, especially across border, and a lack preparedness 

leaves states vulnerable to critical infrastructure failures that can cascade to system-wide 

failure.  

 

Presentation 
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Energy Security as the Crucial for the Safety of Alliance and Partners 

Nations 

Dr. Aleksander OLECH  

Energy security plays a critical role in the common security of the NATO Alliance. NATO’s 

role in energy security was first defined in 2008 at the Bucharest Summit and has since been 

strengthened. Disruption of energy supplies has a significant impact on the safety of NATO 

members and partner countries and may affect the implementation of military operations. While 

these topics are primarily the responsibility of the member states, NATO member countries 

regularly hold consultations on energy security. NATO aims to increase its strategic awareness 

of energy security and provide the military with a reliable energy supply. Crude oil, as well as 

gas, are currently the main sources for production of goods, healthcare, transport, and 

investment in new technologies. Moreover, fuel is indispensable for the sustainment of military 

operations. The high fuel demand of combat forces must be fulfilled to ensure the effectiveness 

and safety of the alliance.  

The energy sector is vital on two levels, both civilian and military. Without energy supplies, no 

NATO members could use either tanks or planes. The disruption of energy supplies would 

cause insecurity in the societies of member and partner countries of the Alliance and adversely 

affect NATO military operations. Energy security is a key resilience factor and has become 

more important since the emergence of cyber and hybrid threats to infrastructure. As the energy 

transition has begun globally, armed forces must adapt to new challenges and maintain 

operational efficiency by diversifying sources of supplies. Moreover, combat forces have 

significant fuel needs, and this dependence can affect their performance, increase their 

vulnerability and force them to reassign part of their personnel to the protection of supply lines. 

Any kind of operability of NATO and allied states’ troops in Africa and the Middle East using 

the energy infrastructure of states in the region requires an increased commitment to protect the 

deposits, pipelines, and transmission routes. NATO, in order to fulfill its potential, needs energy 

for standard mobility. With the use of local resources, it is much easier to carry out operations 

in a sustained and efficient manner.  

The Russian invasion of Ukraine is also triggering true NATO cohesion and demonstrating 

reliance of the Alliance on energy imported from Russia. However, differing approaches 

towards sanctioning and boycotting energy supplies undermine internal cooperation of NATO 
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and shows its vulnerabilities. Even though some countries decided to ban gas and oil from 

Russia, there are still unwilling to cut the supplies. Moreover, Russian actions, such as attacks 

on nuclear power plants and destruction of pipelines in Ukraine, must be considered as such 

war tactics could be used by terrorists and other malign actors.  

Russia holds leverage over some European countries because it produces roughly 30% of 

Europe’s natural gas supply. Notwithstanding, in 2019, there were 12 countries exporting LNG 

to NATO (including Norway and the U.S. which are members of the Alliance). The largest 

trader of LNG to European NATO members is Qatar, which is responsible for over a quarter of 

LNG imports. This means that more than 25% of LNG imports are transported through the 

important straits of Hormuz, Bab el-Mandeb and dangerous waters of the Gulf of Aden. Other 

important exporters are Algeria, accounting for 13.5%, and Nigeria, constituting 13%; both 

struggling with terrorist organizations that want to control energy supplies. Furthermore, some 

LNG which could be rerouted to Europe is exported from Africa and then sold to Asia, the main 

importer. In December 2021, as much as 2.73 mt of LNG was delivered from Africa to Europe 

in comparison with Russia that supplied 1.44 mt to Europe.  

From 1970–2018, there were almost 2000 terrorist incidents in which gas or oil facilities were 

the primary target. Various African and Middle Eastern countries rely economically on the 

extraction and processing of crude oil and natural gas. However, production and distribution 

depend on critical infrastructures such as pipelines, refineries, processing plants, terminals, oil 

rig substations, pumping stations, ships, and tankers. At the same time, several countries 

struggle with internal wars and terrorist organizations that attempt to destroy critical 

infrastructure, threaten to make it their target, or seize it for their purposes and benefits. 

Between 1999 and 2012, more than 200 attacks on critical infrastructure related to the oil and 

gas industry in Africa took place. Between 2014 and 2016, al-Qaeda and Daesh alone were 

responsible for over 70 attacks on the energy sector in North Africa (Algeria, Libya, Egypt).  

Terrorism targeting the energy sector is a growing worldwide phenomenon. Back in 2003, such 

strikes accounted for 25% of terrorist attacks, rising to 35% in 2005. In 2016, there was a 14% 

increase in terrorist attacks targeted at the oil and gas industry, and these comprised almost 42% 

of all attacks. They are not limited to physical attacks on power plants, refineries, gas, or oil 

pipelines, but include other illegal activities such as theft of oil or gas from pipelines, extortion, 

or sale of raw materials to finance and support groups carrying out the physical attacks.  
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In the future, terrorists may attack not only regions that are rich in natural resources, but also 

transport infrastructure. In order to undermine NATO countries and their allies carrying out 

missions in the Middle East and Africa, terrorists will seek to cut off energy sources. Moreover, 

by taking control of the sale of energy resources, they will be able to finance terrorist activities, 

manipulate the market through overpricing and cut off certain consumers from resources. The 

provision of training and logistics support, as well as a gradual move towards cooperation with 

countries that have a smaller share of the energy market but a large potential, is crucial for 

NATO members. The main objective is not only to sustain military activity, but also to ensure 

development for countries that rely on imports. Therefore, taking action to eliminate terrorist 

attacks in the energy sector should provide the basis for developing anti-terrorist strategies and 

increasing the Alliance’s resilience. 
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Climate Change Implications on the Security of NATO Nations 

Mr. Diego OSORIO 

 

Mr. Diego Osorio presented his work with Dr. Sabrina Schulz and Dr. Marcus Mohlin. His 

presentation focused on impacts of the climate change on the military infrastructure and 

operations of NATO. He reiterated that climate change was acknowledged as a “threat 

multiplier” in NATO Climate Change and Security Action Plan in 2021. He stated that climate 

change is a crucial challenge and threat multiplier for the member countries’ security and also 

in the Alliance’s neighbourhood. Osorio argued that climate change is related to Article 3 and 

Article 5 the North Atlantic Treaty. He stated that NATO needs to adapt in strategic and 

operational terms.  

Diego Osorio claims that there are direct and indirect security impacts, on critical infrastructure 

and armed forces. He indicates that literature on climate impacts on military infrastructure and 

operations still insufficient despite their significance. Osorio mentions that military operations 

which focus on humanitarian aid and disaster relief (HA/DR) in regions of the world where 

climate change impacts are increasing. He reminds that this comes with consequences for 

military planning and the role of Armed Forces. Osorio argues that NATO needs to adapt to the 

new challenges arising from climate change both in strategic and in operational terms. In his 

presentation Diego Osorio mentions three dimensions of climate change on the allied countries. 

First dimension is about direct impacts of climate change. These direct dimensions are climate 

change impacts such as rising temperatures in air and water, rising sea levels and changing 

weather patterns. He states that these impacts require new approaches to ensure resilience of 

military & civilian critical infrastructure and to maintain the operability and readiness of 

the alliance. Notably, non-state armed groups and terrorists may try to take advantage of 

weather-related instability and chaos. Second dimension that speaker mentions is about fossil 

fuels. In this regard, He states that allied forces are transitioning from traditional fossil fuels 

to green alternatives (RES) in an effort to reduce their carbon footprint and to strengthen their 

strategic and tactical independence from fossil fuels. Developments are likely to be driven by 

both markets and government regulation. Last dimension that Osorio mentions are indirect 

impacts and cascading effects of climate change. Conflicts in regions of the world are affected 

by climate change. He emphasizes long-term impacts on the physical natural environment, e.g. 

when ice shields in the Arctic are melting at an accelerated pace. Socio-economic and 
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geostrategic nature of climate-linked conflicts require a completely new toolkit for prevention, 

management, and response.  

Diego Osorio mentions NATO’s seven baseline requirements for national resilience are key 

guidelines for a new definition of resilience in the face of climate impacts: Assured continuity 

of government and critical government services, resilient energy supplies, ability to deal 

effectively with uncontrolled movement of people, resilient food and water resources, ability to 

deal with mass casualties, resilient civil communication systems, resilient civil transportation 

system. 

The presenter states that geographical occurrence of the most climate impacts are largely 

concentrated in Global South and areas of low resilience. 10 out of 21 UN peace operations in 

countries ranked as most exposed to climate change as of December 2020. He recommends that 

member states need to prepare for these scenarios: Sea level rise or drought-related harvest 

failures, people in the affected regions might be displaced/forced to migrate, increase of 

“climate refugees”, social unrest due to food insecurity and hunger when agricultural land is 

not arable any longer, failure of governments to address these challenges can lead to hunger 

crises, violent conflict and political instability, emerging governance vacuum can make it easier 

for armed criminal and extremist groups, including terrorists, to radicalize parts of society and 

recruit fighters. 

The speaker demonstrates the case studies in the last part of his presentation. Case studies 

include the places most affected by climate change. In the Mediterranean, factors such as 

temperature increase, drought, sea-level rise, extreme weather events lead to food and water 

scarcity and jeopardizes fragile stability. These negative impacts also lead migration from 

Southern to Northern shore. In Ethiopia and Horn of Africa, climate impacts further exacerbate 

existing tensions such as hunger. In the West Africa, climate impacts further contribute to the 

destabilization of the region and aggravates effects of existing security risks. In Mali 

MINUSMA addresses climate impacts and at the same time climate impacts undermines 

MINUSMA’s efforts to support peace and stability. In the Arctic, there are direct climate 

impacts through accelerated rate of warming creates second/third order effects such as 

geopolitical risks, competition over resources and trafficking. Lastly, Osorio mentions the dry 

corridor in Central America. The second case study that the speaker mentioned is Nord Stream 

2. He argues that Nord Stream 2 at the center of tensions with Russia even before war of 

aggression in Ukraine. Osorio stated that Nord Stream 2 would have meant increased strategic 

dependence on Russia. For Diego Osorio, Nord Stream 2 has serious risks for Europe such as 
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energy security risks for Europe, climate security risks due to higher emissions and geopolitical 

risks as Russia could have used Nord Stream 2 as a weapon against Eastern Europe, especially 

Ukraine. He argues that strategic energy independence can only be achieved through reliance 

on domestic energy sources, i.e. renewables.  
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DAY I 

SESSION 2: Questions and Answers 

Questions to Mr. Lucas COX 

1. Could you give more information about the consequences of the Crimean Incident?  
 
We have seen the secondary effects of the invasion. But the fact that NATO partner allies 

are so closely economically connected, I think it shows the challenge of being able to 

respond as one as an alliance. It shows economics and the supply chain is a front center 

military issue. But this is ignored by some governments. It is the reason of increase in prices 

energy.  400% increase in gas prices are due to military situation. I think that are learned 

are that NATO alliance can take more supervisory role when it comes supervising 

governments how they source critical infrastructure. There may be more cooperation in this 

regard. 

 

Questions to Dr. Aleksander OLECH 

 

1. If we are looking the Middle East North Africa region which actors should be most 

concerned about, especially now as we turn from Russia as major energy supplier to the 

Middle East and North Africa as major energy supplier? 

 

If we are looking at energy supplies firstly, there’s the challenge forward as I said that covers 

the area and the situation has been released with Iran and there are problems with straits of 

Hormuz and Bab el-Mandab. Most countries can cope with the terrorist challenges but 

Nigeria cannot. There are first Boko Haram and then Niger Delta Avengers in Nigeria. 

These organizations constrain the energy sector. We switched from challenging or facing 

the government and these organizations decided to earn money by having an impact on the 

energy sector. On the other hand, the largest port for energy transportation was built by 

China. In addition, China invests in critical infrastructure in African countries. China also 

invests in the sports industry in the region. Why? Because people are interested in sports, 

that’s why China is building sports facilities. It also builds buildings such as hospitals and 

schools. Just to finish, terrorist groups and rebel groups always aim to change something in 

the country. The most important sector that these organizations can impact is the energy 
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sector. The most valuable property is energy in the region. For some countries the threat 

might be Boko Haram as in Nigeria, for Poland and Ukraine it might be Russia, or for some 

countries it might be Iran. 
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DAY I 

SESSION 3 – Critical Infrastructure Security and Resilience Book  

 

Logistics and Supply Chain Resilience 

Dr. Gabriel RAICU 

The resilience of logistics and transport chains is imperative for an effective defense 

against any classical or hybrid terrorist threats from previously known terrorist groups 

or the hard-to-attribute mix from allegedly liberating actions supported by a rogue state 

often disguised as hybrid or frozen conflicts.  

During the Cold War, NATO logistics was limited to the North Atlantic area with a planned 

linear defense of Western Europe with national corps supported by national support elements. 

 

Aspects of threats and the complexity of the supply chain 

Supply process can be considered as system of systems aggregated activity were supplying the 

military with everything from food to equipment is a part of each NATO operation. It is a 

complex process, creating new LOCs far more complex than finding roads, airports and rail 

networks, or ports to dock ships. 

A major challenge in terms of supply chain security is its dependence on the private sector, 

which raises several risks for various reasons, ranging from the company’s own operational 

limitations to the related interest given by political affiliation or confusing geostrategic interest, 

which the owner of a logistics node may have. 

 

Supply chain and collective logistics 

Sharing the provision and use of logistic capabilities between nations is one of the key logistics 

principles driving all related support in NATO. There must be a flexible ability to move forces 

in an efficient manner in and between operational theatres. The complete spectrum of NATO 

roles and missions also needs advanced logistical support. 
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The current strategic logistics guidance consisting of the revised vision statement provides 

effective logistical support and broadens the Logistics Vision to give NATO commanders the 

greatest flexibility in current and future missions promoting the pursuit of collective logistics 

within the Alliance. 

 

Supply efficiency and operational consolidation 

NATO has no direct access to all the necessary supply-chain capabilities and logistics, even in 

its primary military defense responsibility. NATO’s assets and capabilities belong to its 

members states, with few exceptions, most notably for political consultations and command 

and control.  

Through the NATO Defence Planning Process (NDPP), nations coordinate and distribute their 

capabilities at the Alliance level. The Transfer of Authority (ToA) mechanism allows national 

forces to fall under the control of NATO’s Supreme Commander if needed.  

 

Threats complexity and their interrelation  

Threats can come from state and non-state actors in the form of terrorist attacks, cyberattacks, 

or combined in a form of hybrid warfare, with faint delineations between conventional and 

unconventional forms of conflict. There is a Strengthened Resilience Commitment reiterated in 

2021 by the Heads of State and Government of the North Atlantic Alliance to address this issue. 

 

Non-physical & advanced (cyber) threats to logistical chain 

Any kinetic action in any field can involve attacks in cyberspace, although cyber warfare can 

exist mainly in virtual space. Escalation of conflicts and the potential to be used for terrorist 

purposes, if cyber conflicts escalate, inevitably attracts the targeting of railways, roads, airports 

and sea and river ports, as well as connecting infrastructure such as bridges and ferryboats. 

There is a close logical connection within the civilian domains that can be constituted in real 

areas of disruption of the supply chain. Cyberattacks on the transport system can block the 

industry due to a ripple effect in the supply chain. As a sample entry level scenario, a 

cyberattack against maritime facilities could disrupt the customs approval process or facilitate 

the import of illegal goods or the proliferation of dangerous operations. Threat actors may also 
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have a bigger target in their sights if a cyber threat can proliferate from a port to other 

interconnected systems like airports or railways. 

 

Case studies:  

 Logistical challenges of relocating NATO capabilities on the Eastern Flank: Russia - 

Ukraine War 

 Major logistical vulnerabilities and defences of the Alliance weakest points - Suwalki 

Corridor 

 

Pillars of supply chain resilience - Resiliency building by managing supply chain risks 

 Increasing the ability to absorb shocks by minimizing the risk of disrupting the supply 

chain and other severe impacts, for example, by flexibly switching from primary to 

secondary supply routes, rebalancing the worldwide supply, or switching suppliers. 

 Redesigning the Global Network by increasing flexibility by using dual-source 

redundancy or using approaches that include nearshoring to reduce dependence on 

complex global logistics and vertical integration to bring production to critical 

components including semiconductors or other in-house IT elements. 

 New parameters for supply chain buffers when the organization needs to develop an 

effective multi-tier inventory strategy, which tends to generate new stock targets in the 

high volatility nodes of the supply chain. 

 Managing suppliers proactively by assessing the criticality of suppliers and adjusting 

relationships with all of them to ensure the availability of resources. 

 Reaction speed when disruption occurs is needed in order to manage normal volatility 

and to avoid interruptions, as well as to increase resilience. They must apply agile ways 

of working in different functions and regions where the logistics system operates. 

o Any deviation must be managed transparently and develop a forward-looking 

view of risks and opportunities through simulation.  

o The rapid response should support multi-enterprise supply chain management, 

end-to-end risk management, and planning scenarios based on anticipation and 

simulation. 
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Logistics Cybersecurity & Energy Security interlinks 

There is a close logical connection with the civil domains that can be constituted in real areas 

of disruption of the supply chain. Examples can be cited in many areas, aviation maritime and 

railways being a major logistics component that has been subjected to multiple types of attacks.  

There are limits, at least in Europe, where ownership of the energy resources that power the 

NATO operations belong to states and regional actors that can become hostile at any time. 

 

Main topics covered in Logistic Chapter 

Logistics and supply chain in the NATO context  

 Complexity of the supply chain  

 Supply chain and collective logistics 

 Supply efficiency and operational consolidation 

Logistics and supply chain threats aspects 

 Threats complexity and their interrelation  

 Non-physical & advanced (cyber) threats to logistical chain 

 Multinational interaction mechanisms  

 Complex risks for critical logistic infrastructure 

 Major logistical vulnerabilities and defenses of the weakest points – the Suwalki Gap 

case study 

 Logistical challenges of relocating NATO capabilities on the Eastern Flank: Russia - 

Ukraine War case study 

Supply chain resilience  

 Interoperability context and operating principles 

 Changes triggered by threats and incidents 

 Resilience commitment and logistics 

 Pillars of supply chain resilience 
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Emerging and Disruptive Technologies 

Dr. Sarah LOHMANN 

 

“Future conflicts will be fought not just with bullets and bombs, but also with bytes and big 

data. We see authoritarian regimes racing to develop new technologies, from artificial 

intelligence to autonomous systems. So we are taking further steps to future-proof the 

alliance.”  

NATO Secretary-General Jens Stoltenberg, Oct. 20, 2021  

 

NATO’s defense methods are being drastically changed by the emerging technologies used to 

threaten its member states and allies across the globe. For the first time, hypersonics has been 

used as a weapon of war on the battlefield in Ukraine. Drones have given a once-small terrorist 

resistance force in Yemen fire power, and the Taliban have harnessed big data intended for 

counterterrorism purposes to carry out their own terror. At the same time, critical infrastructure 

connected to emerging technology is creating new vulnerabilities and national security 

concerns.   

NATO’s Science for Peace and Security Program defines emerging and disruptive 

technologies (EDTs) as “technologies that undergo rapid development and can be disruptive to 

existing systems such as critical infrastructure, supply chains, data networks”. NATO has 

identified seven key areas for cooperation on innovation and defense within the Alliance as it 

pertains to EDTs: Artificial intelligence, data and computing, autonomous weapons, 

quantum-enabled technologies, biotechnology and human enhancements, hypersonic 

technologies, and space.  

In this seminar, three of those technologies are examined, as well as how they are being used 

to counter terrorism: autonomous weapons such as drones, technologies using big data, and 

hypersonic weapons. Likewise, each technology is analyzed for how it has been used by 

terrorists or state actors to threaten security and leave critical infrastructure vulnerable.   

NATO defines “autonomy” as: “A system’s ability to function, within parameters 

established by programming and without outside intervention, in accordance with desired 
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goals, based on acquired knowledge and an evolving situational awareness .”2 An unmanned 

aerial vehicle (UAV) is often referred to as a drone and is an aircraft without a pilot or human 

life onboard.3 

While international law prevents the use of fully autonomous drones, NATO’s Science and 

Technology Organization (STO) predicts that “semi-autonomous systems will have more 

impact on operations” for the Alliance in the near term.4 There, the warfighter remains the final 

decision maker, while Artificial Intelligence and other emerging technologies allow the drone 

to respond to numbers of adversaries or new obstacles autonomously, while seeking out 

preprogrammed targets.  

The danger that is posed by drones used by terrorists, nation-states, and non-state actors is 

assessed in the seminar, as are current counter-UAV efforts within NATO nations. How drones 

are changing the battlefield is analyzed in case studies such as the Houthi’s attack on the United 

Arab Emirates’ critical infrastructure in 2022 and NATO partner Azerbaijan’s use of drones in 

the Nagorno-Karabakh war in 2020. There are also examples mentioned of how drones are 

being used, and tracked, in the Ukraine conflict.   

Real time big data analytics presents big data technology’s value in counterterrorism missions. 

Here, there is also discussion of how the Taliban captured US biometric devices, and ways to 

secure the technology so that it cannot be used if it falls into the hands of bad actors.   

Finally, the hypersonics analysis examines NATO’s changing posture as it faces gains made by 

China, Russia, and North Korea, and how it is harnessing hypersonic technology for deterrence 

in this adversarial environment.  

 

The NATO Context  

In December of 2019, NATO leaders agreed on an Emerging and Disruptive Technology 

Implementation Roadmap, which helped the Alliance to coordinate its work around emerging 

                                                 
2 North Atlantic Treaty Organization NATO Standardization Office, NATO Glossary of Terms and Definitions, 
AAP-06, Edition 2019. 
3 Hu, J., Lanzon, A. (2018). “An innovative trirotor drone and associated distributed aerial drone swarm control”. 
Robotics and Autonomous Systems. 103: 162-174. Doi:10.1016/j.robot2018.02.019. See also: US Army, UAS 
Center of Excellence, US Army Roadmap for UAS 2010-2035, Alabama, 2010. 
4 NATO Science and Technology Organization, NATO Science and Technology Trends 2020-2040, Exploring 
the S&T Edge, 2020. 
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technology in the areas of defense, deterrence, and capabilities. Emerging technologies were 

having an increasing impact on NATO’s task of defending its member states, while also 

creating new challenges from adversaries. By July of 2020, NATO Secretary General Jens 

Stoltenberg had created an Advisory Group on Emerging and Disruptive Technologies, made 

up of a dozen private sector and academic experts, who provide NATO with advice on the 

adoption of EDT in its mission. By September of 2020, these experts had provided NATO with 

recommendations for technologies on which to focus, and by March 2021, their first annual 

report.   

In February 2021, Defense Ministers endorsed a strategy focusing on military and civilian dual-

use technology that can improve NATO’s defense advantage, while also creating a forum for 

best practices. These goals were made tangible through the creation of a NATO Innovation 

Fund at the 2021 Brussels Summit in June to support the development of and guidance on such 

technology.  

Real-time data analytics and autonomous weapons have a history of dual use. This can create 

both greater competition for the creation of quality defense products, and greater risk when the 

technology is available to adversaries of democratic states. As the example of the capture of 

biometric devices in Afghanistan shows, technology used by the military must be hardened to 

ensure dual-use technology vital to mission does not become compromised.  

Thus, this seminar explores how member states future-proof the way they develop emerging 

technology used for NATO missions. As critical national infrastructure is shaped or challenged 

by innovators or malicious actors using emerging technology, NATO is repositioning itself to 

create a coordinated response. The analysis in this seminar documents that journey and 

identifies areas under development.   

 

Recommendations  

As NATO looks ahead to preparing for the emerging technology challenges to critical 

infrastructure resilience for the next two decades, its member states must be prepared to counter 

EDTs on two fronts. While traditional adversaries are making strides in their development, 

terrorists are also gaining ground in using EDTs in peer-to-peer conflicts.   
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NATO has made initial strides in expanding its innovation and joint defense in this rapidly 

changing environment, there is much room for improvement. In the area of autonomous 

weapons, countermeasures and innovation are already being developed in a coordinated way. 

Exercises, a whole of government approach and interoperability strategies are being 

incorporated across the Alliance to both operations and technology to hold terrorists and rogue 

actors at bay. As NATO nations continue to work together to develop and improve the 

performance of both autonomous weapons and counter-UAV technology for the battlefield, 

they will be able to better protect critical infrastructure and national security of member states.   

The collection of big data and the process that makes it useful – big data analytics – is changing 

NATO’s preparedness and the way it protects critical infrastructure. Analytics helps to target 

terrorists and receive early warning of armed conflict, transportation or communication 

vulnerabilities, nuclear threats or pandemics more accurately. NATO is just in the nascent 

stages of fully harnessing the advantages of using this data and exploring how to share it with 

nation states within the Alliance in a secure way that does not harm national security on the one 

hand, or civil liberties on the other. While proposals exist for doing this more effectively, 

creating common standards across the Alliance for secure storage, jurisdiction, access and 

cybersecurity will remain an important strategic task for nation states in the future. In addition, 

NATO nation states should continue to develop and invest in early warning systems using big 

data analytics and machine learning to receive foresight on where and when terrorists and 

malicious actors could escalate armed violence or threaten critical infrastructure.    

Finally, as NATO considers its new posture in the hypersonic arms race, it will need to make a 

strategic decision about the most effective deterrence methods. This will include whether its 

nation states should invest in offensive or defensive weapons, and how to best counter 

adversary’s new hypersonic technology. A coordinated approach among nuclear powers and 

using civil-military cooperation on hypersonic development and countermeasures will ensure 

NATO can defend its nation states in a way that maximizes innovation while considering 

escalation impacts.   
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Election Infrastructure as Critical Infrastructure 

Ms. Denise FELDNER 

Democratic resilience and election integrity are foundational to NATO’s future success as a 

military alliance. The Alliance – a military and political alliance – underlined in the new 2022 

Strategic Concept the members intend to reinforce political unity and deepen consultations to 

address all matters that affect security—including democratic resilience. 

With election infrastructures being the backbone of liberal democracies, they are critical to 

NATOs futures successes—with all due respect to national sovereignty. And they stand at the 

epicenter of NATO adversaries’ activities against the Alliance’s stability. One weak democracy 

in NATO can weaken the Alliance. NATO’s active role as a political alliance in creating 

defense and democratic resilience against disruptions to critical societal functions such as 

elections and cohesion is therefore central to a prosperous future of liberal democracies and the 

unity of member states. 

In the last years the discussions within and among member states centered around: 

1. Competition among states of “great power” as a reason for election 

interferences; 

2. Election integrity and critical election infrastructures being weaponized to fight 

liberal democracies;  

3. Specific and new types of adversaries.  

Why elections are critical to the success of the Alliance 

People’s trust that their votes will be counted, that they will be counted correctly, and that they 

will not be manipulated is a critical pillar of democratic stability in a democracy as it is defined 

today. The trust of the people in institutions, be they infrastructures, processes, or political 

organizations is of utmost importance to the stability of NATO as a military and political 

alliance. 

 

The US solution for safeguarding critical election infrastructures  

Based on the experience of election interferences, the United States of America introduced a 

new type of critical infrastructure in 2017. Today, election infrastructures are referred to as 
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critical infrastructures, which means that more money and attention is available to support them 

and ensure they are functioning properly.  

The question that arises and should be discussed is whether other NATO members or allies 

should apply a definition of critical election infrastructures in their countries and take care of 

these infrastructures as threatened infrastructures. The topic is difficult to address within NATO 

because of the national responsibility for critical infrastructure.  

 

Possible reactions within NATO / among NATO member states 

However, some actions and possible institutions under the Alliance umbrella could be tasked 

with this topic and help finding a common sense among member states to implement Article 2 

of the NATO Treaty.  

For example: 

- Forming a Democratic Resilience Center as proposed by the president of NATO 

Parliamentary Assembly and member states of NATO PA. 

- Creating a new thematic framework nation concept (FNC) focusing on election security 

and enabling multinational cooperation among member states. It could be based on the 

work of existing NATO COE’s: NATO COE DAT in Ankara, Türkiye, NATO CCD 

COE in Tallinn, Estonia, and NATO StratCom COE in Riga, Latvia. 

- Drafting and discussing guidelines that can be followed but must not be followed by 

members states. 
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DAY I 

SESSION 3: Questions and Answers 

Questions to Dr. Gabriel RAICU 

1. The private sector is fully involved in the supply chain even in the defense supply chain. 

Do you believe NATO should affirm or ask for basic rules for the defense industry from 

private sector in order to be resilient when they're under cyber-attack? 

 

It is a very interesting question and very comprehensive. Because it is very important to 

have cyber security, if possible, from the design phase. Unfortunately, not every element 

in supply chain was designed with cyber security in the primary idea. For this reason, 

today we can experience different kinds of attacks with different degree of success. 

Nevertheless, with the proper rules and the proper activities will be possible in the future 

to include more resilience technology using that leverage to start to create to build to 

putting practice the good cybersecurity things. There are a lot of private companies here 

and I think it will be possible to even increase their capacities in terms of cyber security 

and also will be very interesting to put everything in the good place from start from 

drafting new technology from drafting a new supply chain and from drafting a new 

manageable situation and the interfacing in this regard.  

 

2. In your opinion what provides more resiliency to main operations? Is it assurance of 

military power to the specific nodes in a transportation network or is it to having 

multiple and separate logistic routes? 

 

It is a very comprehensive question. Because it asks about two different pathways. One 

is to increase the security of each node. The second is to diversify, to have different 

meanings different resources to obtain. I think both are important and we need to find a 

balance between them. Because this is a practice demonstrates until now it is very 

important to have a very secure intermediary nodes but also, it's very important to have 

different resources. As you can see today we are living in very unprecise from logistics 

point of view at the global level not entirely related to NATO. NATO is more stable 

here but different ways from different corners could appear and they could generate 
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different repulse. if we cannot have alternatives. Therefore, both are important. Both are 

very for the resilience on long term. 

 

3. What are the major factors NATO should keep in mind which influence logistic system 

development for an ideal level of sustainment to the systems in the context of new 

consideration? 

 

I think it is very important for all developments to become sustainable in medium and 

long term. It is very important because in that time, we have to make a lot of 

considerations, a lot of corrections. The NATO staff sustain very well design approach 

in the future. For this reason, I think it is necessary to develop everything in a sort of 

very tight integration between new technology and existing technology but taking in 

consideration all new developments started this year and maybe we need to make new 

adaptation at least in short term. 

 

Questions to Dr. Sarah LOHMANN 

1. In your presentation, you did not mention about the where you place the autonomous 

weapons probably. But I think that the Internet of Things (IoT) can be turned to a 

weapon in the hands of the terrorists. What do you think about this issue? Because we 

may be witnessing an era in which we see hacker terrorists. Would you agree? 

 

In terms of the question about terrorist use of the Internet, to actually interfere with our 

both UAS and UAV systems we are already seeing that now. In my 7th presentation, 

you can see how the cybersphere see in the in the right-hand corner actually plays a key 

role in as well as space as well as the airfield so terrorists can use all of this. We've seen 

them use space to counter GPS. We have seen them use cyber to hack both our 

communications as well as operations in in the field for both UAS and UAB. Therefore, 

this is a field that terrorists are using now but we expect them to become increasingly 

sophisticated and to use this in the future. 

 

2. You mentioned in your briefing about emerging and disruptive technologies 

autonomous weapon systems. To my understanding, autonomous systems are those that 

basically choose and attack targets without human interference or human manipulation. 



114 
 

To the best of my knowledge, currently there is no such a technology or there is no such 

use of that. Do you also use that definition the way I explain or you know of event where 

those systems are used in current battlefield by either a nation states or a terrorist 

group? 

 

Actually, I do start the chapter with the definitions, and I defined specifically that at this 

point that technology is not to that point of development where there is complete 

autonomy. Therefore, though the term exists we are not to the point where there is 

absolute operation on every front without any human programing. So, I agree with your 

definition.   

Questions to Ms. Denise FELDNER 

1. Actually, it is so confusing to understand to connect NATO with the elections. Because 

just intervening elections for NATO could not be accepted as a good point. Especially 

for Europe, there is a special organization for this, you might know, OSCE, and they 

care about democracies and elections, they send observers to the elections, if we just 

need to discover any international organization for election safety or security OSCE 

would be more appropriate to my understanding. NATO would be controversial in terms 

of political thought, just the position of NATO and its connotation with elections 

especially for the public opinion would be higher reaction from society to NATO.  

 

You are absolutely right and it is highly controversial. I think that's why the NATO 

summit in 2020 did not decide to set up the Democracy Center which was promoted by 

the president of the parliamentary assembly. I think there is a critical group of nations 

already under the umbrella of NATO and on the sidelines discussing those topics and I 

see a possibility where nations can exchange knowledge. This is the primary goal here, 

exchanging knowledge and experience about critical election infrastructure and 

countries may help the others to be more stable in their societies. Yet again, it is highly 

controversial. 

 

2. Could you clarify the definition of Metaverse that you are using and how you would 

interlink that with NATO? I would like to know more about how Metaverse should be 

treated as a rising threat or risk. I do not really see anything different from other areas 

or tools or opportunities online. 
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Let me take the social media platforms as they are today. In Metaverse, people and their 

specific behavior will be much more involved than it is now and that is why I think it is 

a kind of Second World. We know that there was a Second World existing on the 

Internet but at this time is different and I would put it on the top of the list of emerging 

technologies which are of importance to security. Because people basically walk 

through the Internet and they live their daily lives in the metaverse or they will do that. 

I think this is a major difference compared to what we have today and how we see it 

today and how we experience it today. Furthermore, you will see elections in the 

metaverse, as well.  

 

3. In your presentation, you generally touch upon the technical points of the election 

system but what do you think about the disinformation? In addition, this can be a turned 

to a tool in the hands of the terrorists and they can affect the people and they can impact 

the elections. 

 

There was one thing on my slides which was named “influence industry” and behind 

the influence industry, all social media activities in these fields are hidden somehow. 

What I meant by that the influence industry was coined during the Cambridge Analytica 

scandal that came up in the elections in US. This exactly was one reason for the US 

coming up with it with the definition of critical election infrastructure. After the 

Cambridge Analytica scandal, the influence industry companies, data analytics 

companies and strategic communication companies used the tool of social media 

platforms to influence or possibly influence the vote of people and of citizens. This is a 

huge field and is of highest importance. I did not shed much light in more article on that 

because I thought there will be another article focusing directly on social media 

platforms and so it was not my scope but it is of highest importance to the fear of election 

security. But the same counts for all other topics in my article we could dig keeper in 

all of those topics. The social media platforms have the highest importance because they 

can be used and exploited and the people acting on those platforms also in signal groups. 

They can just gather and do some things together and it is a new space for people to 

behave and that is why they are of such great importance and that is why I came up with 

a metaverse and internet of behavior which is a kind of second name for the metaverse. 
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I believe it is the for me the social media platform 2.0 when it comes to the effects it 

could have or it will have from my perspective. 

 

4. You mentioned about the inner threats to election infrastructure and the right-wing 

terrorists and left-wing terrorists but also, we see there is a rise in racism and also a 

will to vote for the right-wing parties as well as a rise in the governing right-wing 

parties which are against some nations in NATO or in the EU. Therefore, do you think 

that's also a threat to NATO's unity and integrity and also to the EU and what's the 

border between the bill of citizens and the threat to NATO or EU? 

 

Your question has a very broad scope. I tried to narrow it down and that is why I only 

came up with two slides and I said I see internal threats and external threats and the 

internal threats there we see threat actors, and these are left-wing and right-wing threat 

actors. I avoided specifically speaking about specific cases. I have shown on my slides 

one of them was the Querdenken group in Germany. They are also on the rise and I 

think although the state is looking at what they are doing and it is absolutely a threat 

inside the European Union and in the US.  

The last question was the effect on the citizens. That is actually a very difficult question. 

However, when it comes to democracy, I would say, democracy lives when everybody 

can discuss and make a decision and the majority will succeed in an election and in the 

discussion that would be my answer to your question.  
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DAY II  

SESSION 1: COE-DAT Research Projects 

 

Gender Sex Disaggregated Data 

Asst. Prof. Omi HODWITZ 

Countering terrorism requires both proactive and reactive measures.  The former, which 

traditionally fall under the auspices of the military model, have been studied extensively while 

the latter, usually housed in the criminal justice model, are underexplored.  Despite the limited 

research in this area, studies that examine the intersection between extremism and the criminal 

justice system offer promising results, suggesting the model may be effective at rehabilitating 

or deterring former terrorists.  This is particularly evident when criminal proceedings are 

perceived as fair, consistent, and legitimate.  This research, however, tends to focus primarily 

on male samples, overlooking the possibility that female extremists might have different 

outcomes.  

Recognizing the deficit in the research, COE-DAT partnered with researchers from the 

University of Idaho, the Counter Extremism Project, and John Carrol University, to explore the 

intersection between gender, extremism, and criminal justice response.  Specifically, the 

research team focused on using sex-disaggregated data to address two questions:  

1) Does the criminal justice system respond differently to female extremists when 

compared to their male counterparts? 

2) If there are disparities in criminal justice proceedings, what form do they take? 

Using sex-disaggregated data and a variety of qualitative and quantitative techniques, the 

research team examined criminal justice responses to male and female extremists in the Western 

Balkans, Germany, Canada, and the United States.  Each country or region of study focused on 

a different stage of criminal justice proceedings, thus providing a more complete assessment of 

potential points of differential treatment.  Data for the Western Balkans, for example, revealed 

an interesting anomaly at the arrest stage of the criminal justice process: a lack of female 

representation.  Content analysis and database comparison confirmed a clear disparity: in the 

Western Balkans, it appears that most female extremists are not arrested and charged with 
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extremist-related behaviors.  This appears to be driven, at least in part, by the belief that females 

have reduced agency and accountability and thus prosecution is likely to fail.  In Germany, on 

the other hand, female Daesh returnees may be arrested, but the arrest patterns are different for 

males and females, as are the charges that each group is likely to face.  Females are either under- 

or over-indicted when compared to their male counterparts and, when they are indicted, they 

tend to incur “private sphere” offenses, reflecting the perspective that women function primarily 

in a domestic capacity. The Canadian dataset presented gender-based disparities in conviction 

and sentence rates.  Content analysis of media and legal documents illustrated that these 

discrepancies are likely due to a social and legalistic narrative that presents female extremists 

as desperate, easily coerced, and more sympathetic than their male counterparts.  Lastly, the 

data from the United States support the Canadian findings, demonstrating disparities in 

sentencing outcomes.  This finding remains even when other factors or explanations are 

considered and seems to be focused primarily on women who engage in gender atypical 

offenses.  

In summary, research results indicate that female extremists face differential treatment when 

compared to their male counterparts and this disparity is supported by a narrative that presents 

females are having reduced agency and accountability.  As such, females are treated with 

leniency at all stages of criminal justice proceedings, including the decision to arrest, the 

charges laid, the determination of guilt, and the resulting sentence.  These disparities are 

concerning for several reasons, not the least of which relates to the overall goals of the criminal 

justice model.  This model is driven by an allegiance to deterrence, rehabilitation, and social 

defense.  At every stage of the criminal justice process, female extremists are being excluded 

and/or offered leniency, which compromises the ability of the system to meet each of these 

goals.  Although the long-term consequences of gender-based disparities is yet to be 

determined, it is likely that leniency directed towards female extremists will impact the 

effectiveness of the criminal justice system in protecting the public, deterring current and future 

terrorists, and rehabilitating those that are already committed to extremist beliefs.    
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Partnership SOF Crisis Management 

Dr. Heather GREGG 

This presentation summarized the first iteration of the SOF Roles in Crisis/CT seminar, which 

was a three-day workshop held from 6-8 July 2022 in Ankara, Türkiye, at NATO COE-DAT’s 

headquarters. 

 

This workshop was a collaborative effort between NATO SOF Headquarters (NSHQ) in 

Brussels, Belgium; the NATO COE DAT in Ankara, Türkiye; and the U.S. Army War College’s 

Strategic Study Institute. Together these stakeholders developed three broad goals for the 

workshop: to engage NATO SOF partner nations and emerging partner nations; to provide an 

opportunity for NATO SOF allies, partner nations, and emerging partner nations to network 

and build relationships; and to share best practices in crisis responses to terrorist incidents and 

explore how SOF can help inform these responses, including the roles that SOF may—or may 

not—play in the actual response. 

 

Twenty-five individuals from eleven countries—Algeria, Australia, Egypt, France, Hungary, 

India, Slovakia, Tunisia, Türkiye, United Kingdom, and the United States—attended the 

workshop, representing a range of military ranks and civilians focused on counter-terrorism 

(CT) at the tactical, operational, and strategic levels.  

 

Day one of the workshop included a comparison case study between two attacks perpetrated by 

al-Shabaab in Kenya and the crisis response—the 2013 Westgate Shopping Mall siege and the 

2019 DusitD2 Complex attack—followed by breakout sessions to discuss lessons learned from 

these attacks. Day two began with a presentation on nine lessons learned in CT, followed by a 

scenario exercise in which participants had to formulate a response to a multi-pronged terrorist 

attack on a hotel, including building a crisis response team, discussing what actions should be 

taken, formulating a media response, and debating how to conduct an After Action Review 

(AAR) of the attack. Day three concluded the workshop with summary points of lessons learned 

and a discussion on possible topics for the next iteration of the workshop.  

 

Drawing from the report of the workshop, the key takeaways included:  
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 The critical importance of coordination and achieving interoperability between security 

forces in crisis management—including equipment and particularly communications 

equipment—but also the need for training and doctrine; the creation of a coordinating 

structure, such as a fusion cell; intelligence sharing; and pre-crisis designation of who 

is in charge based on the type of crisis 

 The need for a whole of government approach. CT is not just a law enforcement task or 

a military operation; it requires multiple departments, ministries, and agencies in a 

country to effectively deter and respond to terrorist attacks 

 Achieving coordination and interoperability are extremely difficult on an ad hoc basis; 

rather, pre-attack planning and training between stakeholders for a coordinated, whole 

of government approach is usually more successful. However, often the impetus for this 

planning is a failed CT crisis response, making preemption very difficult. Sharing best 

practices and learning from other countries’ CT plans may be a way to address this 

dilemma, including through MSATs (Multinational SOF Advisory Teams)    

 The importance of laws that delineate authorities, roles, responsibilities, and limits of 

various security forces in a domestic CT response, as well as who should be in charge 

and under which circumstances 

 The importance of a whole of society approach to CT. This includes creating resilience 

in the population, including preparing the population for the possibility of attacks, 

leveraging the population for intelligence and help with CT ("If you see something, say 

something”); and possibly creating a form of Comprehensive Defense as a CT strategy 

and using SOF to coordinate these efforts. This is a whole of society approach  

 The need to have a media strategy as part of the crisis response to inform the public and 

ensure that terrorists do not control the narrative 

 The role that SOF Liaison Officers could play at the highest levels of government to 

help advise on CT matters (SOF Roles in CT/Crisis Management, 3-4).  

The full report can be read here: 

https://www.tmmm.tsk.tr/SOF_Roles_inCT_Crisis_ManagementReport.pdf  

The next iteration of the workshop will be held from May 2-5, 2023, in Ankara, Türkiye, at 

NATO COE-DAT’s headquarters. It will focus on the same goals of building partnerships 

between NATO SOF members, partner nations and emerging partner nations. The stakeholders 

https://www.tmmm.tsk.tr/SOF_Roles_inCT_Crisis_ManagementReport.pdf
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aim to broaden the scope of participants for the next iteration of the workshop to include law 

enforcement, government officials, media, and the private sector.  

 

The workshop will also follow the same broad topic of how SOF can help inform a crisis 

response to CT, and the roles that CT may play in specific countries. Potential topics include 

crisis response in maritime security and SOF; Critical Infrastructure at CT; Crisis Response to 

Hybrid Threats; Non-urban CT; and how different NATO countries have developed crisis 

response cells or teams.  

 

Presentation 

 



130 
 

 

 



131 
 

 

 

 

 



132 
 

 

 

 

 



133 
 

 

 

 



134 
 

 

 

 

 

 

 

 

 

 

 

 

 



135 
 

Emerging Threats in Terrorism and Counter-terrorism 

Prof. Dr. Haldun YALÇINKAYA 

 

The incidents in the 21st century confirmed that international security is no longer challenged 

only by traditional means and threats. Especially the pace of technological developments, in 

this sense, triggered concerns about the possibility that these advanced technological tools could 

proliferate in the hands of terrorist groups. Considering the fact that these are easily adaptable 

and learning organizations, conducting research on Emerging Threats in Terrorism: From a 

Multidisciplinary Approach was born out of necessity.   

The question to be answered in detail in this project is “What are the emerging threats in the 

future from European and Asian perspectives in terms of terrorism?”. To have a comprehensive 

approach to emerging threats, this project utilized the Delphi Technique. This technique, in 

essence, allows the researcher to benefit from the experts’ competency for future forecasting. 

In line with the goals of the project, the research team specified 30 experts from different fields 

to take part in the two rounds of the Delphi Technique surveys. The areas of expertise of the 

participants are as follow: Biosecurity and Health Security, Changing World Order, Critical 

Infrastructure, Cyber Security, Economical Security and Development, Emerging 

Technologies, Energy Security, Environmental Security, Hybrid Warfare, Intelligence, 

Maritime Security, Migration, National Security, Nuclear Threats (CBRN), Social Media, 

Terrorism, Radicalization, Terrorist Financing. 

In the first round, the experts were expected to provide answers to open-ended questions 

depending on their expertise about the main security challenges, emerging threats, comparison 

between traditional and emerging threats in terms of the severity of the challenge, the possible 

trends in terrorism within 10 years period, and the vulnerabilities and strengths of states for 

countering emerging terrorist threats. 

Depending on the answers of the first round, the research team prepared a multiple-choice 

questionnaire for the second round and shared it with the experts who participated in the first 

round. The majority of the experts (63,3%) stated that Geopolitical Threats are likely to pose 

the greatest threats in terms of Emerging Threats. Geopolitical Threats are followed by 

Economic Threats, Environmental Threats, Societal Threats, and Technological Threats, 

respectively.  
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From regional perspectives, experts expressed that the threats which are going to occupy 

Africa’s agenda are related to food security, lack of governmental experience, population 

growth, and terrorism. Asia, on the other hand, will be occupied by great power politics, climate 

change, population growth and change in demography, inter-state political disputes, sub-

nationalism, terrorism, and economic grievances. For the concerns of the European continent, 

frequently raised issue was Russian aggression. Other issues that Europe is going to be dealing 

with are climate change, intensifying far-right and far-left movements, cyber security, and 

political instability in the Balkans. As the last region in terms of the scope of the research, the 

Middle East is seemed to be threatened by ethnic-religious clashes, radicalization, religiously 

motivated terrorism, civil wars climate change, and energy demand. 40% of the experts stressed 

that among these four regions, Europe will be more vulnerable to emerging threats. 

The experts listed twelve different emerging terrorist threats that we should approach by 

understanding their diversification and their relationship with evolving nature of the 

environment as follows: 

Cyber threats directed at critical infrastructure 

systems 
Economic instability 

The growing rate of radicalization due to 

dissatisfying life conditions 
Marginalized and segregated migrant groups 

Online radicalization and use of social media 

as a means of violence 
Use of social media as a means of violence 

The proliferation of emerging technologies to 

malicious groups 
Nuclear security and nuclear terrorism 

Far-right/ far-left/ anti-globalization violence 
Agricultural policies for the future of food 

security 

Armed ethnic sub-nationalism 
Biotechnology and genetic modification and 

manipulation 
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Despite technological innovations that ease various things in human life, the abuse of developed 

technologies has been paving the way for new challenges. Some of the experts found these 

threats to be more challenging than ever whereas some shared the idea that they were not 

different at all. In opposition to this approach, several experts believe that the basics of threat 

have not changed such as the political motivation and the search for the means to give harm. 

The possible vulnerabilities for states in detecting and responding to these threats could be 

categorized as 

 The lack of inter-agency cooperation and the lack of a common view of the existence 

and imminence of the threat, Bureaucratic inefficiency and lack of agility to emerging 

threats, and Lack of flexibility and adaptability to changing environments. 

 Societal polarization, distrust of government, Hypocrisy and double standards of 

security forces and policymakers in handling terrorist threats, Inequality among the 

citizens, and Access to information networks. 

 Failing to follow the norms and rules set by themselves and not being able to cooperate 

against common threats but expect the others to follow them by creating dependencies 

and transactional relations. 

 The inability to grasp and handle specifics of Emerging Destructive Technologies 

 Lone wolf attacks, non-international terrorist attacks. 

However, there are also well-established agencies, capabilities, and elements of states that make 

them pursue their strengths including enforcement capacities, legitimate authority, sufficient 

resources, manpower and expertise, experience, large-scale surveillance capabilities, and 

information technology. 

To frame the emerging threats depending on our experts, we identified four different clusters 

that show the trends and foresights in the answers: 

- Developing Technology-Related Threats, 

- Innovative New Threats Against Conventional Sectors, 

- Accumulation of Classical Terrorist Threats, 

- Innovative New Threats against Non-Conventional Sector 
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Critical Infrastructure Security and Resilience (CISR) / Advanced CISR 

Protection from Terrorist Attacks 

Mr. Ronald BEARSE 

Mr. Ronald Bearse, who has been a long-time academic advisor and lecturer at COEDAT 

provided an overview of COEDAT’s new Basic and Advanced Courses on Critical 

Infrastructure Security and Resilience Against Terrorists Attacks (CISRATA) Courses. He 

began his presentation by defining critical infrastructure (CI) and Critical Infrastructure 

Security and Resilience (CISR) and providing a little background as to how COEDAT came to 

produce it first course on Critical Infrastructure Protection in 2012. 

He then described the goals and objectives for each of the new courses that were developed 

earlier this year—the new basic course was taught in Bosnia-Herzegovina in early October of 

2022 and will be delivered on line by COE in early November.   

Mr. Bearse stated that the purpose of the Basic CISRATA Course is to provide students at the 

0-2 to 0-6 or civilian equivalent levels a basic understanding of what CISR is, why it is 

important, the basic elements of what he calls the ‘Modern CISR Model’ and how NATO and 

Partner Nations can build and maintain effective national CISR capabilities and foster a culture 

of resilience.   

A representative list of Basic Course objectives include: realizing how CISR supports national 

and economic security and prosperity; understanding the roles and responsibility of CISR 

stakeholders; the importance of building partnership between the military, civil government and 

the private sector owners and operators of critical infrastructure; understanding the importance 

of government and industry being able to share actionable information and intelligence; and 

discussing concepts, methods, and tools for improving many components comprising CISR.  

The purpose of the Advanced CISRATA Course for 0-6 to 0-9 and civilian equivalents is served 

strategic thinkers, senior managers, and practitioners responsible for developing and 

implementing CISR plans, policies, and procedures (and related activities) including how CISR 

should be integrated within a nation’s national security planning framework.  

Many of the objectives for the Basic Course are the same as those of the Badic Course but are 

presented and discussed at the strategic level versus the operational and tactical levels Among 

the key objectives for the Advanced Course which are different include: discussing participant-
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defined issues, concerns, and challenges relating to CISR activities , or lack thereof, in their 

home countries; understanding now national CISR policy ties to the fundamental building 

blocks and key drivers of of CISR planning; and learning how specific security and resilience 

measures are being employed in different critical infrastructure sectors, as well as what research 

and development activities are underway to solve urgent needs.  

The Advanced Course also discusses the many CISR governance ‘levers’ which participants 

are able to influence, able to control more directly, or unable to impact. Therefore, we talk about 

‘levers’ such as regulation, policy, fines, taxes, incentives, investment, ownership, divestiture, 

shaming, and publicity.  And we ask these senior participants what they play to do with the 

information and insights gained from this course when they return to their countries.  For 

example: will they share more information; will the change, influence or write new policies; 

will they develop new strategies; or will the build and implement a road map for establishing a 

viable CISR capability in their country, if none exists.   

Mr. Bearse then reviewed listed some of the presentations and discussion points which are 

covered in both course, such as: 

- Introduction to CISR 

- NATO Policy on CISR 

- Current and Emerging Threats to CI 

- What you need to know about cybersecurity  

- Risk Management 

- Information/Intelligence sharing 

- Crisis Management and Incidence Response 

- Building and Sustaining Public Private Partnership 

- Current and emerging CISR issues, concerns and challenges 

- Good and best practices for improving security and resilience of NATO and Partner 

Nations against terrorist attacks 
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- Security of the critical “Life-line” infrastructure sectors 

He concluded his presentation by listing the many works teams involved in CISR planning and 

operations from identifying CI and assessing its risk to defining clear stakeholder roles and 

responsibilities.  Other examples of work streams included: mapping CI dependencies and 

interdependencies, determining CI vulnerabilities, using applicable risk assessment and 

analysis methods and tools and adopting a sound Risk Management, and others.   

He concluded his presentation on the two new courses by stating COEDAT can now provide 

these courses in-house, on-line or tailed for specific requesting nations as a Mobile Education 

Training (MET) mission. He had just completed a CISR MET in Bosnia-Herzegovina that was 

very well received.  And asked the audience to share the fact that these two courses are available 

and that a nation can ask for a team of experts to deliver either of this course in country to reach 

a much larger audience.   

Mr. Bearse concluded his presentation with a key lesson he has learn after being involved in 

the important national security domain since the 1980s.  He stated that the work stream 

identified in his presentation define much of ‘WHAT’ needs to be done to build and sustain 

viable CISR capabilities; but the extent to a nation effectively develops and implements the 

‘WHAT’ is a function of how well those responsible for leading and managing CISR activities 

foster the collaboration, cooperation, coordination, communication, and concentration 

required to: 

1. Harmonize all the work streams to reduce known risks to CI; 

2. Produce economies of scale and optimize resources; and  

3. Establish a culture of security and resilience to help build and sustain a viable, risk-

based, national CIRS posture.   
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DAY II 

SESSION 1: Questions and Answers 

Questions to Asst. Prof. Omi HODWITZ 

1. What would you predict for participation in arrest rates for women in the Middle East? 

 

I am a data scientist; therefore, I am always a bit hesitant to make predictions without 

the data. But I do appreciate the question. Thank you for asking it. The data does not 

publicly exist right now. And that was something that we wanted to examine in our 

research. I am also the director of the Terrorist Recidivism Study, which is a major data 

project that collects data on terrorist prosecutions and follows them upon release to see 

reoffending and recidivism rates. So, we are adding the Middle East, selecting countries 

in the Middle East. Thanks to that project, we can better understand what the criminal 

justice practices in this area are when it comes to extremism and what the long-term 

consequences are. In fact, that is my roundabout way of saying I cannot. I am reticent 

to reflect on what the data will tell us, but we are in the process of collecting it so that I 

can provide a well-informed evidence-based response to that question.  

 

Questions to Prof. Dr. Haldun YALÇINKAYA 

1. I have to make my own disclaimer that I am fully aware of the fact that you said about 

the not being about fortune telling. But my questions about actually about the future. 

So, it's about the transformation of the threat. Actually, on my list I have 4 milestones 

in the near past starting from the collapse of USSR which we had no more conventional 

and nuclear threats and then switching to 9/11 to asymmetric terrorist threats and 2014. 

Now we have the annexation of Crimea, and then on the agenda we have started talking 

about learning about the hybrid threats. Finally, starting from February 22, now we 

have again on the agenda conventional and nuclear threats. So, my simple question to 

you is, do you think that when you put on the scale the conventional and the military 

threats will outrank the terrorist and asymmetric threats in the future?  

 

Especially, you begin talking about four breaks in the recent history. Breakthroughs in 

the changing International Security environment. I was about to answer your question 

with our research which is only limited to terrorism. You timely changed the direction 
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and ask the question proper. I point out scaling and comparing the terrorist threat and 

the international security threat. Originally, I am not a scholar who study terrorism, but 

war. I thought during my education and studies the foundation of International Security 

after Second World War was based on nonterritorial gain. Since we are about to open 

Pandora's box for the territorial gains, I would not compare windows of states to the 

values of terrorist organizations. Unfortunately, the previous one was much capable of 

creating violence as we see from the history. I mean, the fear from state violence is not 

comparable with the terrorist fears.  

 

Questions to Mr. Ronald BEARSE 

1. You know, many CI are interconnected, as you know, by definition. Does NATO, should 

NATO define some specific CI to be defended in the alliance?  

 

NATO does define critical infrastructure. They get actually three types of critical 

infrastructure that they define. It is basically key to the operational missions. What we 

need to do is to support these missions across the NATO country.  NATO does have 

very specific military kind of connotation, definitions of critical infrastructure that take 

a military focus. 

 

2. You have spoken about the whole of nation approach in terms of risk assessments and 

that's critical and important to integrate all the different parts. I am wondering if you see 

a need for a regional risk assessment in some cases. Given the nature of terrorism being 

cross-border, is there any value in a regional exercise to mimic a whole of nation 

approach? 

 

The good news is that the nations that have these plans and policies in place that have 

been working on them for 20 or 30 years. A lot of lessons learned. We can help the 

countries that do not have such plans and policies. If you only know particular element, 

so don't have a national policy, you don't have a plan. Therefore, those are things that 

we also teach in the courses and there are a lot of technologies, a lot of methods that you 

know the Western nations had to learn the hard way. Going back to your whole of nation 

approach, we use that term a lot in the United States. You are going to hear it because 

the world is getting smaller and everybody plays a role. You cannot always depend on 
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government. You have to be self-sufficient, whole of nation. We need to develop a 

culture of resilience. You asked about risk assessments in the United States and in other 

parts of Europe. I believe no, we do regional assessments. We do regional risk 

assessments. We have done them in every region in the United States. And those are 

very important because we were even in some cases moving beyond, looking at critical 

infrastructure. But I am telling you about the United States. But we are looking at 

functions that have to be protected. Now, what's the function? What are the functional 

nodes that are really critical? When the United States first identified its critical 

infrastructure tens of thousands of things because everybody thought what they had was 

critical. That is not the way it works. And we were almost trying to move beyond that. 

Now we got a pretty good idea of what our critical infrastructure is, our very critical 

infrastructure of the loss or destruction of which or incapacity is going to hurt us a lot. 

And going back to the whole of nation support, there are things that everybody can do 

to help. They can play a role. And we have a lot of stakeholders and we need to share 

with people of America exactly what we are doing, and people need to be aware. More 

people need to be involved in this at all levels. They can all help. They all play a role. 

It's really that simple. And governments should be telling people that they are doing and 

building these plans and why it's important. That way they will get the political support 

to move and maybe change some resources in the right direction. 

 

General Comment from the Audience 

I have some comments from Special Forces point of view, if I may. First of all, I would like to 

say we had discussions during partnerships of all in counter-terrorism and crisis management 

workshop. And as we all know the crucial role of the special operation forces has increased 

especially after 9/11 in terms of counter-terrorism. I would like to highlight here another 

important role of special operation forces related to indirect response to terrorism. We are now 

witnessing unconventional implication of special operation forces during a conventional war, 

ongoing Ukraine-Russia Conflict. Ukrainian SOF are contributing nations comprehensive 

defense such as resistance movements, supporting to social resilience and also resilience of 

critical infrastructure in terms of unconventional warfare. Besides SOF’s impacts and response 

to these implications, unconventional implications are rising again in hybrid environment.  

Secondly, I would like to convey my thoughts about the previous workshop. I have another 

question for the academia who study special operations and regular warfare. I think we need a 
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more constructive and more idealistic approach to be formed for the international SOF 

community especially, with international community in order to contribute to our understanding 

of different aspects of irregular warfare, special operations, counterterrorism and especially 

terrorism as the tool of hybrid warfare. This would also help us to understand human domain 

because the technological developments are not enough without understanding human domain.  

And SOF are strategic assets and the critical assets which play important role being employed 

in human domain, while countering terrorist traits and hybrid threats.  
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DAY II 

SESSION 2 – Countering the Financing of Terrorism 

 

Assessing Opportunity and Innovation in Terrorist Financing in a Post 

Covid Environment 

Dr. Sheelagh BRADY 

Innovation within crime and terrorism activity is nothing new, albeit it is receiving increasing 

levels of academic and research interest. This trend has been less focused towards innovation 

as it relates to terrorist financing however, especially regarding the opportunities and drivers 

that influence such innovation. This gap is surprising, given that terrorist financing is often 

postulated as a requisite of terrorist activity. Despite this gap in literature, some is available. 

For example, Keating and Danner found “that much of the development in terrorist financing 

methods is opportunistic with innovation born out of necessity and in reaction to external 

forces beyond a group’s control, rather than being planned, proactive, or strategic”5.  This 

presentation echoes this thesis, that innovation in terrorist financing is the result of necessity 

and opportunity.  

 

Theoretical Framework 

The rationale behind seeking to maximize or exploit existing financial methods lies at the kernel 

of rational choice theory6, given that the theory presupposes individuals are reasoned actors 

who decide about their role in certain actions primarily in the context of costs and benefits, i.e., 

a person’s own self-interest influence the choices they make, weighing up what they believe 

serves them the best. In this context, this article views terrorists as rational actors, similar to 

entrepreneurs, comparing both groups to illustrate how they use similar means of innovation to 

secure finance for their nascent ideas.  

                                                 
5 Tom Keating and Kerstin Danner (2021). Assessing Innovation in Terrorist Financing, Studies in Conflict & Terrorism, 44:6, 
455-472, p. 466. 
6 Cornish and Clarke 2008. 
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Entrepreneurs and Terrorist Groups 

Comparing entrepreneurs with terrorists may appear tangential at best but the environment in 

which they operate is very similar, especially in the context of innovation, financing, and as 

importantly, persuasion. While we are often side tracked by outliers, the unicorns (META, 

TWITTER, GOOGLE) or well-known terrorist groups (Al Qaeda, Basque Euskadi Ta 

Askatasuna (ETA), Irish Republican Army (IRA), etc), some interesting similarities exist 

between the two. Both groups need to persuade potential supporters that their idea or cause is 

worth supporting, often under conditions of risk and extreme uncertainty, helping them to build 

an ecosystem or community of followers or shared attitudes.  

 

Financing Innovations 

Like start-ups, terrorists have to be innovative in creating opportunities to secure funding. 

Outside of the traditional banking systems, available options for start-ups often include, equity 

finance, crowdfunding, own resources, those from family or friends, or government grants and 

incentives. Terrorist groups often use similar means, especially evident if we change the term 

equity funding to donor funding.  These types of funding often come at a cost – autonomy over 

how such funds are spent. Investment or donations often requires a trade-off to some oversight 

into management decisions.  

Despite the range of activities terrorists use, it is still difficult to assess how innovative such 

terrorist groups are, in their acquisition of finances, given the lack of data. It is clear to see many 

of the examples discussed above would constitute innovation, if one accepts the application of 

existing mechanisms used in one area applied to the area of terrorist financing. This might be 

called innovation by appropriation, which differs slightly from innovation in the technical 

sense of developing something that is truly unique. Thus, it appears that terrorist groups have 

not attempted to be uniquely creative in the financial sources they seek, or the methods used to 

acquire funds, rather have adopted or appropriated mechanisms from other sectors and applied 

them to use in terrorist financing. This is likely to be the result of the limitations of the grey or 

black financial systems in which they often operate, and the need to engage with larger value 

finances within the licit financial sector.  
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COVID-19 Opportunity 

COVID-19 has and will continue to create opportunity for terrorist financing7, further 

exacerbated by a convergence of multiple factors, such as the war in Ukraine, possible global 

recession and increased technological change. The impact of the pandemic on wider society has 

provided an environment suitable for exploitation; responses such as restricted movement, 

social distancing measures, supply chain issues, reduced travel, etc. As the impacts of the 

pandemic continue to evolve, the opportunities presented with develop with them, which some 

terrorist groups will try to capitalize on. Societal impacts, such as rising unemployment, rising 

inflation, the risk of recession, financial distress, the bankruptcy of companies, the increased 

circulation of cash in economies, and the potential for increased need of stimulus programs may 

individually, and collectively, represent vulnerabilities that terrorist groups may try to capitalize 

on and exploit. This might result in diversification by some groups to exploit new and emerging 

opportunities. Opportunities are likely to present differently in different geographical areas, 

which may result in different circumvention techniques displayed, or for the real opportunistic 

innovators, they may use the collective advantage of multiple different approaches to capitalize 

on the evolving situation.  

Learning for NATO and related partners; 

 One size does not fit all approach.  

 Need for greater digital transformation for FATFs. 

 Realign their focus on outputs over outcomes. 

 Increasing cooperation & engagement with stakeholders outside law enforcement.  

 Horizon Scanning – of wider context to identify sources & opportunity for funds 

acquisition.  

 Avoid promising the merits and potential of Artificial Intelligence & Machine Learning. 

 Differentiate between methods, means and opportunity. 

 

 
 
 

                                                 
7 https://pesquisa.bvsalud.org/global-literature-on-novel-coronavirus-2019-ncov/resource/pt/grc-740074 
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The Uses of Cryptocurrency in Terrorism Financing and Money 

Laundering 

Ms. Liat SHETRET 

Elliptic shared perspectives and insights with regards to how cryptocurrencies can be misused 

for terrorism finance and money laundering purposes. Elliptic also shared examples of how 

those risks may be mitigated. The presentation begins with a brief timeline and overview of the 

evolution of cryptocurrencies including the dominant marketshare of bitcoin. The presentation 

continued discussing the ‘State of Crypto Crime’ and described opportunistic instances in which 

cryptocurrencies are used for ransomware, on darknet markets, in terrorism, thefts, scams and 

DeFi exploits. The presentation also included a case study example from the Twitter exploit in 

June 2020 and concludes by demonstrating the increase in regulation globally and the dramatic 

drop in illicit use of cryptocurrencies globally. For additional information please see 

www.elliptic.co. 

Presentation 
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Analysis of Countering Terrorism Financing Policy of Türkiye 

Dr. Filiz KATMAN 

Terrorism, as being one of the main challenging phenomena to security, consists several aspects 

including the financial one as one of the major aspect in the 21st century. Like counterterrorism 

policies, international cooperation is vital in countering terrorism financing as well. Thus, a 

monitoring mechanism is necessary to oversee the progress in countering terrorism financing 

in individual national countering terrorism policies. Türkiye, being one of the countries 

challenged by terrorism, has been implementing comprehensive countering terrorism policies 

including countering terrorism financing. In this study, countering terrorism financing policy 

of Türkiye, one of the main areas of countering terrorism that requires international cooperation 

due to the characteristics of terrorism, is analyzed in a comprehensive way including challenges 

and strengths. Both conventional and contemporary aspects of terrorism financing and 

countering policies are analyzed with respect to international monitoring mechanisms. The 

geostrategic position of Türkiye in its neighborhood and long history of countering terrorism 

experience requires a comprehensive analysis including cyber and digital arena as well. 
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Implementation of International Restrictive Measures - An Effective Tool 

in Prevention of Financing of Terrorism 

Mr. Ivica SIMONOVSKI 

Cutting off financing channels for terrorists and depriving them of funds and property is one 

the most effective ways to undermine terrorist activities. For instance, the author provides a 

number of powerful tools to counter terrorist financing. Effective implementation of such tools 

can stop flows of funds into the hands of terrorists, and significantly contribute to broader 

counter terrorism efforts. A combined and intelligent application of these tools could also 

provide valuable financial data on terrorists and their facilitators that would help to reveal 

previously unknown links between them and identify new targets for investigations.  

Effective freezing regimes are critical to combating the financing of terrorism and, as a 

preventive tool, accomplish much more than freezing terrorist-related funds or other assets 

present at any particular time. Effective freezing regimes also combat terrorism by:  

a) Deterring non-designated persons or entities who might otherwise be willing to 

finance terrorist activity.  

b) Exposing terrorist financing “money trails” that may generate leads to previously 

unknown terrorist cells and financiers.  

c) Dismantling terrorist financing networks by encouraging designated persons or 

entities to disassociate themselves from terrorist activity and renounce their affiliation 

with terrorist groups.  

d) Terminating terrorist cash flows by shutting down the pipelines used to move 

terrorist related funds or other assets.  

e) Forcing terrorists to use more costly and higher risk means of financing their 

activities, which makes them more susceptible to detection and disruption.  

f) Fostering international co-operation and compliance with obligations under the 

UNSC Resolutions. 
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The main focus of the presentation was the importance of the implementation of targeted 

financial measures against targeted individuals and entities in order to prevent the financing of 

further terrorist activities. It also provides a general overview of the international and national 

instruments and mechanisms in place to impose targeted financial sanctions against individual 

terrorists and terrorist organizations. There are different measures that can be taken as part of 

these programs, with asset freezing being just one category of these measures. Freezing 

measures represent a temporary limitation to the right to property, but they are not the same as 

its expropriation. According to United Nations Security Council Resolution 1267, the term 

freeze means “the prohibition of the transfer, conversion, disposal or movement of funds or 

other assets”. The persons subject to such measures are determined by the national authorities 

or by an international organization. Therefore, these measures are different from confiscation 

or confiscation measures imposed by the judicial authorities. Here the author makes a 

distinction between asset freezing and confiscation. Confiscation implies a penalty imposed by 

a court, while freezing assets is a preventive measure. Once the financial restrictive measures 

come into force, all financial and non-financial institutions, as well as the concerned state 

institutions, such as the Real Estate Cadastre Agency and the Central Securities Depository, are 

obliged to act on them. Failure to comply with the measure shall be considered an offense and 

subject to punishment by the state, otherwise, the state itself will be assessed as dysfunctional 

in the process of implementing restrictive financial measures, and international organizations 

may take concrete steps to sanction it. 

Also, special focus was placed on the procedure for listing and delisting of individuals and 

entities on the national sanction lists introduced individually by the NATO member states that 

established a national legal mechanism.  The presentation was prepared based on the research 

process, conducted through а desk analysis of primary and secondary literature, а comparative 

analysis of the legal framework of the NATO member states that have a legal mechanism for 

the introduction of autonomous sanctions, and special interviews with experts in the field. 

Also, a vacuum in relation to the implementation process occurs for those NATO countries that 

are members of the UN, and which also have the status of a candidate state for EU membership. 

In these countries, the Government or some other state administration body passes a decision 

on the introduction and application of sanctions introduced by the EU. It often happens that the 

decision to introduce and apply the sanctions adopted by the UN or the EU is made after a 

certain period (after a few days, weeks, or even after several months). 
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As the author presented, this practice represents an excellent opportunity for the property and 

assets of the persons for whom sanctions have been imposed to be relocated to a safe place for 

them. The same applies to the ban on entry/exit, the embargo of goods and services, the embargo 

of weapons, etc. 

In order to overcome this legal vacuum, the author recommends that the NATO Alliance create 

a legal mechanism through which, at the political level, decisions will be made to introduce 

sanctions against persons and entities that pose a threat to security and international peace, 

including terrorists and terrorist organizations. 

This, in turn, will result in the formation of an integrated list of entities (individuals, groups, 

legal entities and other organizations) which will be valid for NATO member countries. The 

list should be of a public nature and available to everyone in the Alliance, because both physical 

and legal persons as well as the bodies of state administrations have the obligation to implement 

the measures of restriction or sanctions and at the same time to take measures for their 

implementation. 
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DAY II 

SESSION 2: Questions and Answers 

 

Question to Dr. Sheelagh BRADY 

1. There is a question related to the cryptocurrencies and the work you have done on that. 

Clearly, this is a fantastic technology and offers many opportunities for the good, but it 

can also be used for evil purposes. But still you presented on the notion of using those 

technologies for the flow of resources. What about the flow of information and the 

storage of information? Because we are very close to the point in which he technology 

we are going to be able to store information in biological systems. What happens then 

and do we have any tools to deal with this kind of situation, because obviously we flow 

means that at one point has to become something else by yourself?  

 

You make such an important observation because the when you combine the flow of 

value with the flow of information that is just a very potent combination. Therefore, I 

think this is where we come down to some of the points we heard in the panel earlier is 

the importance of the legal framework. At the moment when countries are not 

deliberating how you know cyber security measures, information storage, things like 

GDPR privacy controls that need to be put in place. Every country is doing its own 

thing, some are not doing anything at all. Some countries are creating a system that 

benefits maybe just the government or maybe benefiting a private sector. I know our 

perspective that we do not collect private data or private information. That data stays 

like with the bank it would stay with the bank, but this is a very big gap that at the 

moment it's really ad hoc and not uniformed. So, I agree with you, it's a big concern.   

 

Questions to Ms. Liat SHETRET 

1. In my research, it was suggesting that cryptocurrencies may be as easy to create in the 

next couple of years as going on to make a PowerPoint presentation and would be 

available to anybody in their own home. Do you think that is realistic forecasting or do 

you think it is another one of these types of fear around the potential criminality? 
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Anyone can create a crypto asset. We could have whatever coin we want. But what 

gives it value is the underlying piece of it. There is a community that gives a coin value 

and there is two elements of it. One is a community around it or something else that 

gives its value. We are really focused on investor protections and consumer protections 

to avoid this kind of exploitation of crypto and to avoid these big spikes around random 

coin or whatever is created by any one of us. 

 

Questions to Dr. Filiz KATMAN 

1. What do you consider about the hawala system for money exchange role in modern 

terrorism and the ways of its prevention? 

 

In fact, my research does not cover specifically the analysis of each system, but there is 

one article which specifically deals with hawala system, by Ali Yurdakul, which is 

published in 2021, very recent research at business and economics research journal. And 

the name of the article is informal value transfer system as terrorism financing and 

money laundering. Like I mentioned, 9/11 is a milestone in countering terrorism 

financing, as well. Informal value transfer systems came under pressure to regulate and 

control hawala and alternative traditional remittance methods, often used by immigrant 

families. We have this flow of people from one country to another; therefore, it is going 

to be a further challenge indeed. It has been found to be vulnerable to abuse by criminal 

organizations and terrorist groups. While making arrangements for the informal value 

system, it is important that the service provision to those who use these systems is 

maintained without interruption. The Freedom to use for other purposes should be 

protected. For this reason, it has been concluded that it is important to synchronize 

economic factors. 


