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Editor’s Note

Dear Defence Against Terrorism Review Readers,

It is my pleasure to present this new issue of the Defence Against Terrorism Review
(DATR), a publication of the Centre of Excellence Defence Against Terrorism (COE-DAT).
The contemporary security environment is characterized by the persistence of terrorism
alongside rapid technological transformation. While terrorism remains one of the most
significant threats to international peace and security, the methods, tools, and operational
environments employed by terrorist actors continue to evolve. Advances in artificial
intelligence, cyber capabilities, digital ecosystems, and other emerging and disruptive
technologies are reshaping both the threat landscape and the responses available to
governments and international organizations. Understanding these developments requires
not only technological awareness but also legal clarity, strategic foresight, and institutional
adaptation.

The opening article, “On the Responses of International Humanitarian Law to Terrorism
and its Interplay with Counter-Terrorism Law” by Valentina Chabert, examines the complex
relationship between international humanitarian law and international counter-terrorism
law. The article explores the legal qualification of terrorist acts within both international and
non-international armed conflicts and addresses longstanding debates surrounding the
definition of terrorism. By analysing the interaction between these two legal frameworks,
the study highlights their complementary roles in guiding state responses to terrorism while
ensuring compliance with international legal obligations. The article provides an important
foundation for understanding the legal dimensions of contemporary counter-terrorism.

In the second contribution, “Artificial Intelligence in NATO’s Counter-Terrorism Approach:
Strategic and Policy Challenges in the Mediterranean, with a Case Study on Libya,” Giada
Belisi examines the growing role of artificial intelligence in NATQO’s counter-terrorism
activities along the Alliance’s Southern Flank. Focusing on the Mediterranean security
environment and the challenges associated with Libya’s complex security landscape, the
article analyses how Al can enhance situational awareness, threat detection, and operational
effectiveness. At the same time, it highlights critical issues related to data reliability, legal
accountability, ethical governance, and interoperability among Allies. The study offers
valuable recommendations for ensuring the responsible and effective employment of Al
within multinational security operations.

The final article, “Cyberterrorism in the Age of Al and Gaming: What NATO Must Do
Now”by Dr. Erdal Ozkaya, explores how the convergence of generative artificial intelligence
and immersive digital platforms is transforming the operational environment for terrorist
organizations. The article examines the exploitation of large language models, deepfake
technologies, and online gaming ecosystems for radicalization, recruitment, propaganda,
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and cyber-attack development. Arguing that traditional institutional approaches struggle
to keep pace with rapidly evolving digital threats, the author proposes a series of reforms
aimed at enhancing NATO’s readiness for the next generation of cyber-enabled terrorism.

Taken together, the contributions in this issue demonstrate that terrorism can no
longer be viewed solely through traditional military, law enforcement, or security lenses.
Contemporary counter-terrorism increasingly operates at the intersection of law, technology,
cyberspace, and strategic competition. As emerging technologies continue to transform
the character of conflict and security, governments, international organizations, academia,
and the private sector must work together to ensure that innovation strengthens resilience
rather than creating new vulnerabilities.

Iwould like to express my sincere gratitude to our authors for their valuable contributions, to
our reviewers for their professionalism and dedication, and to our readers for their continued
support. We hope that this issue contributes to the ongoing international discussion on
terrorism and counter-terrorism and encourages further research into the legal, strategic,
and technological challenges that will shape the future security environment.

Sincerely yours,

Prof.Dr.Emrah Ozdemir
Editor-in-Chief

Defence Against Terrorism Review
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On the Responses of International Humanitarian Law to
Terrorism and its Interplay with Counter Terrorism Law

Valentina Chabert’

Abstract

This article examines the correlation between terrorism, international
humanitarian law (IHL) and international counter-terrorism law, with
particular attention to the evolving nature of terrorist threats and their
legal qualification within armed conflicts of both an international and
non-international character. Despite sustained international efforts, the
absence of a universally accepted definition of terrorism has led to the
adoption of a fragmented sectoral approach, consisting of multiple treaties
targeting specific acts such as hijacking, hostage-taking, and terrorism
financing. While these instruments strengthen domestic criminalization
and international cooperation, according to the most relevant doctrine
these may overshadow the relevance of IHL in regulating situations where
terrorism occurs in the context of armed conflict. Against this background,
the article explores the conditions under which acts of terrorism fall
within the scope of armed conflict, thereby triggering the application of
IHL in both international and non-international armed conflicts. It argues
that, although terrorism is not a standalone category for determining
the applicability of IHL, acts of terrorism committed by both States and
non-State armed groups are governed by IHL when a sufficient nexus to
armed conflict exists. The article also addresses ongoing controversies

The information and views expressed in this article are solely those of the author’s and may not
represent the opinions and policies of NATO, COE-DAT, NATO member countries or the institutions
with which the author/s is affiliated.

Ph.D. in International Law, Sapienza University of Rome, Italy.
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surrounding the definition of terrorism and its interaction with IHL. Finally,
the analysis highlights the interplay and potential tensions between IHL
and international counter-terrorism law, emphasizing their complementary
roles in guiding States’ responses to terrorism while ensuring compliance
with international legal obligations.

Keywords

Terrorism, International Humanitarian Law, Counter-terrorism, Armed
conflicts.

1. Introduction

Over the course of history, not only did terrorist attacks generate hardship and
distress to civilians and property, but they also resulted in substantial implications in
terms of nation’s domestic and foreign policy orientations. In this regard, throughout
the twentieth century the number and scale of terrorist acts on the global scale
significantly soared, thereby installing fear among individuals with the purpose of
destabilizing a determined country (H.P. Gasser, 2002, p. 547). Most notably, the
hijacking of passenger planes and the consequent undoing of the World Trade
Centre’s Twin Towers and part of the Pentagon on 11 September 2001 marked
a clear-cut watershed in bringing terrorism at the core of international concern,
with the United States and its multiple partners at the forefront of the global fight
against terrorism (R. Salpekar, A.V. Sharma, 2021). In recent times, despite the
conventional motives behind acts of terror having remained virtually unaltered, an
alarming modification of traditional methods of attack is occurring ahead of the
increasing recur to hybrid warfare techniques, with the advancement of modern
technology and especially cyberspace as a vector for the performance of terrorist
acts (S. Sinha, 2019, p. 191). Within this context, States incrementally needed to
confront a threat originating from both individuals and non-State armed groups
by means of a combination of robust counterterrorism measures and international
cooperation (ICRC, 2025, p. 58). Nonetheless, by reason of diverging political
priorities, a universal definition of what amounts to terrorism has not yet emerged
at the international level, thereby prioritizing a so-called ‘sectoral approach’
composed of international treaties and conventional instruments addressing
specific acts of terrorism ranging from aircraft hijacking to hostage taking, passing
through terrorism financing and nuclear terrorism (S. Krahenmann, 2018, p.
308). On the one hand, the abovementioned international counter-terrorism law
instruments provide for the criminalization of terrorist acts under domestic law,
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aiming at ascertaining that perpetrators will not avoid trial and punishment by merely
moving to another country. On the other hand, the extensive reliance on counter-
terrorism legislation has, according to an extended part of the academic doctrine,
potentially eclipsed a complementary field of law which results to be of extreme
relevance in the discourse about terrorism, notably international humanitarian
law (IHL) (H. Cuyckens, C. Paulussen, 2019, p. 539). Hence, a closer analysis of
the background in which terrorist acts occur reveals that in most cases terrorism
possesses a direct or indirect link to an armed conflict, thus making the reference to
IHL appropriate. Against this background, this article will enquire into the situations
in which terrorism may fall under the legal concept of an armed conflict to which
IHL applies, specifically defining how IHL provides a concrete response to acts
of terrorism during wartime and amidst international and non-international armed
conflicts (IACs and NIACs). Most notably, it will be clarified that despite terrorism
does not amount to a relevant category in order to determine the application of
IHL, IHL nonetheless covers acts of terrorism committed either by States or by
armed groups labelled as ‘terrorist’ when a necessary nexus to an armed conflict
exists. Controversies concerning the definition of acts amounting to terrorism and
its relation to IHL will be similarly highlighted. In conclusion, the article will delve
into the interplay between IHL and international counter-terrorism law, so as to draw
attention on how the two abovementioned bodies of law correlate. In particular, in
light of multiple apparent tensions between the two legal regimes, the article will
evaluate how the interconnection between counter-terrorism and IHL plays a role
with the aim to provide States with the necessary guidance for combating terrorism.

2. Terrorism in international law: past and present challenges

Any attempt to frame the phenomenon of terrorism from the point of view of
international law cannot ignore the core element of its definition. Hence, as featured
by Marco Sassoli (2025, p. 539), it is the very definition of terrorism to be the most
controversial aspect of the issue under consideration. Notably, to date a shared
and universal definition of terrorism has not yet emerged in international law, and
consequently no overarching treaty prohibiting terrorism in all circumstances has
been negotiated within the community of States. Despite this, the only noteworthy
attempt to elaborate a generalized interpretation of terrorism dates back to 1937,
when the then League of Nations proposed a draft version of the Convention for the
Prevention and Punishment of Terrorism. Accordingly, a specific intent to create a
state of terror among particular persons or the public was required for a determined
action to be considered as ‘terrorist’. (Convention for the Prevention and Punishment
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of Terrorism, 1937, Art. 1(2))? Nonetheless, the Convention never entered into force,
and since 1946 the subsequent orientation of States within the framework of the
United Nations favored a tailored approach to the matter by adopting a number of
treaties dealing with precise aspects linked to terrorism. As a result, in international
law nineteen universal instruments correlated by additional regional conventions
regulate the prevention and punishment of terrorism, thereby side-stepping the
controversies surrounding the definition of terrorism by reciting the list of crimes
covered by each treaty. Among these, it is noteworthy to recall the 1963 Convention
on Offences and Certain Other Acts Committed on Board Aircraft; the Convention on
the Prevention and Punishment of Crimes against Internationally Protected Persons,
including Diplomatic Agents of 1973; and the notorious International Convention for
the Suppression of the Financing of Terrorism, adopted in 1999. Simultaneously,
anti-terrorism instruments elaborated at the regional level recalled those specific
international conventions when enumerating prohibited acts amounting to terrorism.
The 1977 European Convention on the Suppression of Terrorism and the Inter-
American Convention against Terrorism adopted in June 2002 by States party to
the Organization of American States (OAS) represent a case in point in this regard.

By contrast to a conventional approach based on the categorization of specific
terrorist conducts in certain sectors, the project of a modern comprehensive
international convention on terrorism launched in 1996 has been frozen in the
drafting stage within an Ad-Hoc Committee and its Working Group for over two
decades (UNGA, Draft Comprehensive Convention Against International Terrorism,
2000). As envisaged, divergencies among States are attributable to the varied
political sensibilities of the involved actors, particularly regarding the inclusion of
State terrorism and the exemption of national liberation movements (G.L. Neuman,
2003, p. 288), as suggested by the Organization of Islamic Cooperation in the
negotiation phase (M. Sassoli, 2025, p. 548)3. Despite never entering into force, at
present article 2(1) of the Draft Comprehensive Convention Against International
Terrorism appears to have met the agreement of the majority of States, and it
therefore can be taken as reference for a general definition of what is understood
to be a terrorist offence. Notably:

2 In the Convention, acts of terrorism are defined as “criminal acts directed against a State or intended to
create a state of terror in the minds of particular persons, or a group of persons or the general public”.

3 Remarkably, the League of Arab States, the Organization of Islamic Cooperation and the Organization
of African Unity conventions on terrorism embrace the abovementioned orientation of excluding
liberation or self-determination efforts, including national liberation wars and resistance movements
against foreign occupation, from their scope of application (Arab Convention on the Suppression of
Terrorism, 1998, Annex |l; Convention of the Organization of the Islamic Conference on Combating
International Terrorism, 1999, Art. 2(a); Organization of African Unity Convention on Preventing and
Combating Terrorism, 1999, Art. 3(1)).
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“Any person commits an offence within the meaning of the present
Convention if that person, by any means, unlawfully and intentionally,
causes:

(a) Death or serious bodily injury to any person; or

(b) Serious damage to public or private property, including a place of
public use, a State or government facility, a public transportation system,
an infrastructure facility or to the environment; or

(c) Damage to property, places, facilities or systems referred to in
paragraph 1 (b) of the present article resulting or likely to result in major
economic loss; when the purpose of the conduct, by its nature or context,
is to intimidate a population, or to compel a Government or an international
organization to do or to abstain from doing any act”. (UNGA, 2013, Art. 2)

In parallel, a further operational definition was proposed by NATO, in conformity
with the idea that terrorism involves “the unlawful use of threatened use of force of
violence, instilling fear and terror, against individuals or property in an attempt to
coerce or intimidate governments or societies, or to gain control over a population,
to achieve political, religious or ideological objectives” (NATO Glossary of Terms
and Definitions, 2017).(NATO, 2017, p. 114)

Notwithstanding, in spite of numerous attempts to balance political considerations
with acceptable legal definitions, already in 2002 Hans-Peter Gasser noted the
changing nature of terrorism, broadened until covering illicit financial transactions
across national borders and cyber-terrorism, among other aspects (p.553). For
this reason, the author postulates that agreement on a shared universal definition
is unlikely to emerge in the coming years, rather favoring a concept of terrorism
composed of several elements: (1) the indiscriminate threat of violence against
individuals and civilian properties; (2) the purpose of attaining a political goal which
would not be otherwise achieved by ordinary means; (3) the presence of a long-
time strategy implemented by an organized group; (4) the intent to hit and humiliate
ordinary civilians, who do not have direct influence or liaison with the intended
result of acts of terror; and (5) the ambition to spread terror, so as to allegedly
encourage the support to the group’s cause (H.P. Gasser, 2002, p. 553).

In this respect, several authors noted a multiplication of armed conflicts involving
non-State armed groups identified as ‘terrorist’ by certain States and International
Organizations, thus opening to the consideration of the responses of IHL to acts of
terrorism. Indeed, if on the one hand the terrorist strategy appears to directly clash
with the law of armed conflict as it deliberately targets civilians, on the other hand
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the investigation of the modalities through which IHL should apply in case of acts
of terror in the context of an armed conflict emerges as a core element both for the
protection of innocent civilians and even for granting the respect of human rights of
the terrorists themselves (G.L. Neuman, 2003, p. 283). At the same time, clarifying
the scope of application of IHL proves fundamental also for the clarification of the
interplay between jus in bello rules and counter-terrorism international law, on the
basis of which States increasingly conduct a wide range of responsive operations,
including extraterritorially, against terrorist State and non-State actors potentially
endangering domestic political and security interests (T. Ferraro, 2021, p. 110).
Under these circumstances, the following section will enquire the framework of IHL
with respect to acts of terrorism, in order to clarify its material scope of application
and its protection regime against similar actions. Ultimately, the analysis of the IHL
regime prohibiting acts of terrorism will be functional for the evaluation of possible
areas of tension or overlap with counter-terrorism international law.

3. The IHL regime prohibiting acts of terrorism

As far as the IHL framework is concerned, its application to acts of terrorism
committed by States, armed groups labelled as ‘terrorist’ and individuals configures
only when a sufficient nexus to an armed conflict exists. In this regard, IHL generally
forbids terrorist acts occurring within the boundaries of a military confrontation, in
spite of wide controversies relating to what should be included among the acts
amounting to terrorism (M. Sassoli, 2025, p. 538). Nonetheless, from the perspective
of IHL no doubt exists on the fact that the applicable legal regime not only prohibits
acts of terror, but also protects terrorists as persons affected by an armed conflict
(J. Swinnen, 2018, pp. 37-40). Indeed, as it will be highlighted in the following sub-
sections, the term ‘terrorism’ clearly figures among the main conventional texts
which form part of the corpus iuris of IHL, namely the four Geneva Conventions of
1949 and its Additional Protocols of 1977.

Historically speaking, Marco Sassoli notes that ‘“the context and field of
application of such prohibitions show that they were meant to prohibit collective
measures taken mainly by State authorities against a civilian population under
their control to terrorize them in order to forestall hostile acts” (2025, p. 543);
thus, acts of terrorism have been mentioned jointly to collective punishments in
response to hostile acts, even though at present situations involving terrorism
during armed conflicts rarely occur against persons who are in the hands of those
who commit them and normally aim at obtaining political objectives through fear.
Hence, the majority of terrorist acts are in all likelihood directed against civilians
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who are not placed under the control of terrorist armed groups or against civilians
and combatants without discrimination, thereby conflicting with customary IHL
norms prohibiting the deliberate target of civilians, as well as acts or threats of
violence whose primary purpose is that of spreading terror among the civilian
population. (Additional Protocol I, 1977, Art. 51; Additional Protocol I, 1977, Art.
13) A clear example in this regard pertains to the International Criminal Tribunal
for Former Yugoslavia (ICTY), which convicted General Gali¢ for war crimes
based on the abovementioned prohibition and due to its commander role during
the siege of Sarajevo by Bosnian Serb forces from 1992 to 1995. Precisely, the
Trial Chamber judgement expressly defined the offence at issue as comprising,
among other elements, the fact that “the above offence was committed with the
primary purpose of spreading terror among the civilian population” (International
Criminal Tribunal for the Former Yugoslavia [ICTY], 2003, para. 133). Ultimately,
the ICTY interpreted terror as the intention to cause extreme fear for the offence
to apply, additionally recognizing that the violation must include violence directed
at civilians. Conversely, the same cannot be inferred in the case of an intentional
attack aimed at spreading terror and directed at combatants or military objectives
(ICTY, 2003, para. 135).

With this in mind, from a preliminary analysis of the international legal framework
relating to armed conflicts it seems possible to affirm that acts qualify as ‘terrorist’
in two senses according to IHL. On the one side, IHL prohibits acts or threats of
violence aimed at spreading terror among civilians during the conduct of hostilities.
On the other side, acts of terrorism are similarly forbidden against persons who
do not or no longer take part in hostilities. Lastly, not only are acts of terrorism
prohibited, but repression is equally provided (S. Krahenmann, 2018, p. 307). It
should be however noted that, pursuant to IHL, not every act of violence committed
by armed groups, including terrorist groups, is explicitly prohibited during an armed
conflict. Indeed, the primary goal of IHL still remains the protection of civilians and
the regulation of violence during military confrontations; for this reason, certain
acts of violence either committed by States’ Armed Forces or by non-State armed
group qualify as lawful whether proportionate and directed at military objectives. As
a result, the same conduct may be assessed differently depending on the context
and the applicable legal framework (S. Krahenmann, 2018, p. 308), as it will be
clarified in the following sections.

Ultimately, with respect to counter-terrorism law, by now it should be remarked

that despite not providing a definition of terrorism, during wartime situations IHL
interdicts multiple acts that are already criminalized as terrorist both in domestic
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legislation and in ad-hoc international conventions grappling terrorism (T. Ferraro,
2021, p. 117; D. McKeever, 2020, p. 50.). It remains therefore necessary to delve
into the specific situations in which terrorist armed groups become part of armed
conflict and, in turn, which conventional and customary IHL rules can be invoked
with a view to address wartime acts of terrorism.

3.1. Terrorist groups as part of armed conflicts

As previously remarked, if applicable, IHL equally protects all persons affected
by an armed conflict, including those who are suspected or accused of terrorist
acts (M. Sassdli, 2025, p. 546). On this point, the applicability of IHL to the fight
against terrorism had to confront with the understandable concern of multiple
States that the recognition of the existence of an armed conflict would somehow
give legitimacy to terrorist groups (T. Ferraro, 2021, p. 112). As a result, in the
past some States denied the fact that non-State organized armed groups labelled
as terrorists would qualify as a party to an armed conflict as defined by IHL, or
that military confrontation with such groups may amount to armed conflict, thereby
questioning the applicability of IHL to the abovementioned situations (ICRC, 2025,
p. 58). Actually, by reading common art. 3 of the Geneva Conventions, it clearly
emerges that the applicability of IHL does not confer any legal status to a non-State
party to an armed conflict. Additionally, the denial of the potential participation of
a non-State armed group designated as ‘terrorist’ to an armed conflict reveals
to be problematic in terms of impediments in the application of IHL fundamental
rules, which bind both State and non-State parties to a military confrontation. As
recognized by the International Committee of the Red Cross (ICRC, 2025), the
described positions do not reflect the sensitivity of the entire community of States,
which conversely recognize the application of IHL to acts of terrorism committed
by non-State actors when the conditions for the existence of an armed conflict
are met. As a consequence, when a non-State armed group defined as terrorist
is sufficiently organized for the purposes of IHL and is involved in reasonably
intense military confrontation with States or other armed groups, the situation will
be considered to amount to a non-international armed conflict (NIAC), and it will
be regulated by IHL. By contrast, a case of violence involving terrorist groups and
remaining below the threshold of an armed conflict will not be governed by IHL. In
other words, the indication of armed violence as ‘terrorist’ in the political discourse or
by legal norms outside the framework of IHL does not mean that the presence of an
armed conflict is automatically excluded (T. Ferraro, 2021, p. 113). On the contrary,
a case-by-case analysis and a tailored classification of situations of violence must
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be applied with respect to the involvement of non-State armed groups designated
as terrorist in armed violence, so as to determine whether the specific situation
is susceptible of objectively triggering the application of IHL. Indeed, individuals
or groups of people labelled as terrorists pursuing acts of violence and the fight
against terrorism itself could lead to situations amounting either to IACs or NIACs,
as clarified by the ICTY in the Boskoski case:

“While isolated acts of terrorism may not reach the threshold of armed
conflict, when there is protracted violence of this type, especially where
they require the engagement of the armed forces in hostilities, such acts
are relevant to assessing the level of intensity with regard to the existence
of an armed conflict” (Additional Protocol I, 1977, Arts. 48, 51; Additional
Protocol Il, 1977, Art. 13).

In light of this, before international courts recognizing that terrorist acts
committed by non-State actors should be taken into account in determining the
existence of an armed conflict, it would seem possible to affirm that such an
orientation supports the idea that terrorist groups can become party to an armed
conflict (T. Ferraro, 2021, p. 115).

Additionally, from the perspective of IHL, whether such groups are legally or
politically defined as terrorist or notis irrelevant for the detection of an armed conflict,
just as the purpose and motivation of the involved parties. Generally speaking, as
recognized by the majority of the doctrine, most often armed conflicts involving non-
State armed groups defined as terrorist are of non-international nature, provided
that at least two warring parties exist, including a non-State armed group with a
sufficient degree of organization involved in an equally sufficiently intense armed
confrontation (M. Sassdli, 2025). Besides, pursuant to Additional Protocol Il to the
Geneva Conventions, the further requirement of the exercise of control over a part
of territory so as to enable a sustained and concerted military operation should be
taken into account for an entity, including a terrorist armed group, to be envisaged
as a party to a NIAC (AP II, 1977, art. 1(2)). Hence, once the conditions for the
applicability of IHL are met, there is no impediment to non-State armed groups
designated as ‘terrorist’ to become a party to a NIAC with the consequent bearing
of rights and obligations under that body of law (R. Bartels, 2016, pp.61-63). On
the other hand, it should be equally noted that not every terrorist organization may
constitute an armed group as foreseen by IHL, as these may act without a link
to an armed conflict or the required levels of organization and intensity may be
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cumulatively lacking (D. McKeever, 2020, p. 49; T. Ferraro, 2021, p. 117).

At any event, classifying a conflict involving a terrorist group bears significant
implications in terms of the legal categorization of the involved individuals. Indeed,
as the following section will highlight, while terrorists may potentially be combatants
or civilians taking direct part in hostilities in IACs, in NIACs the same terrorists may
qualify as members of armed groups performing a continuous combat functions
or civilians directly participating in hostilities, with a differentiated legal treatment
as well as a distinct set of rights, including the fact that combatants in IACs and
civilians taking direct part in hostilities both in IACs and NIACs can become military
targets.

3.2. Rules of IHL and wartime acts of terrorism amidst IACs and NIACs

In addition to the absence of a clear definition of terrorism in IHL, any analysis
on the rules addressing terrorism during armed conflicts should consider the fact
that no complete ban on terrorism against lawful military targets or combatants in
IAC exists in IHL when the outcome of the attack relates to a legitimate military
target (J.J.Paust, 1975, p. 26). As a matter of fact, different from counter-terrorism
law, both under customary international law and the Geneva Conventions an
explicit prohibition on the use of a strategy of terrorism limited to combatants and
military objectives is absent, so that the conduct may be considered permissible
in most cases. This may easily lead to situations where the action of a non-State
party is not prohibited under IHL when the attack is directed to a legitimate military
objective, while being at the same time considered a terrorist offence.

Indeed, IHL approaches the issue by restricting the right to commit acts of
violence only to the armed forces of each party to the armed conflict, whose privilege
to use force against other military targets is limited in terms of choice of means
or methods of warfare. Precisely, when it comes to IAC, Protocol | unequivocally
grants combatants the right to directly participate in hostilities, as they may not be
punished for their involvement in the armed conflict. The abovementioned privilege
is limited to combatants. At the same time, only members of the armed forces and
military objectives may be target of attacks. In the words of Hans-Peter Gasser
(2002, p.557): “Members of armed forces are unquestionably active participants in,
and simultaneously a legitimate target of, military operations. And what appears to
be a terrorist act in a civilian context may well be a legitimate act of war if carried
out against enemy personnel’.

By contrast, an utterly different discourse must be made with respect to civilians.
Different from combatants, civilians do not have the right to directly participate in
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hostilities. Hence, no combatant immunity is granted to civilians, and other than
being subject to punishment for their involvement in the armed conflict based on
domestic legislation, they may be further become a target of attack for the duration
of their participation.

When it comes to terrorism, however, multiple clarifications regarding the
distinctive characters of the combatant status in IACs and NIACs appear to be
imperative. Indeed, as it emerges from an in-depth doctrinal analysis (M.Sassdli,
2025; H.P. Gasser, 2002; R. Bartels, 2016; J. Swinnen, 2018), most terrorist acts
committed during an armed conflict relate to NIACs, where the combatant status
technically does not exist, and IHL would not impede a State from prosecuting a
rebel or a fighter who attacked combatants or military objectives. Specifically, in the
context of a NIAC, IHL does not formally make a distinction between combatants
and civilians, and fighters (including terrorists) are increasingly conceived as lawful
targets of attacks in the conduct of hostilities as long as they have a continuous
combat function in a (terrorist) armed group, under the same circumstances of
combatants in IAC. Notwithstanding, irrespective of their qualification of unlawful
combatants or terrorists, when in the hands of the enemy, all former fighters of
a NIAC and civilians benefit from the same protection regime granting humane
treatment and judicial guarantees during criminal prosecution. Detention and
internment are regulated by domestic legislation, and no prisoner of war (POW)
status exists in NIACs, as itis solely granted to combatants in the context of an IAC
and remains governed by the Third Geneva Convention.

In terms of protection, conventional and customary rules of IHL expressly
prohibit and criminalize deliberate attacks against civilians and civilian objects both
in IACs and NIACs based on the principle of distinction, including indiscriminate
attacks (Protocol | Additional to the Geneva Conventions [AP 1], 1977, Arts.. 48, 51;
AP 11,1977, Art. 13); the use of specific weapons that are likely to cause superfluous
injury or unnecessary suffering (AP 1, 1977, art. 3); attacks on cultural property and
places of worship (AP I, 1977, art. 53; AP Il, 1977, art. 16), objects indispensable to civilian
survivals and works containing dangerous forces; reprisals and illegal detention.
Furthermore, IHL prohibits attacks that are disproportionate, namely expected to
cause incidental death or injury to civilians that would be excessive in relation to
the military advantage anticipated (AP I, 1977, art. 51(5)(b)). As noted by Gerald L.
Neuman and later by David McKeever, whereas for counter-terrorism law the motive
of an attack constitutes a material element of the offence, IHL applies irrespectively
of the underlying terrorist purposes, as exclusively the methods employed in an
attack matter (G. L. Neuman, 2003, p. 295; D. McKeever, 2020, p. 50).
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Besides the abovementioned protections for civilians, IHL norms explicitly
provide for the prohibition of terrorism, with the aim of interdicting parties to an
armed conflict from terrorizing civilians under their control. These extend also to
non-State armed groups designated as terrorists, and their violation may trigger
the individual criminal responsibility of the perpetrator both at the international and
at the national level (T. Ferraro, 2020, p. 118). Hence, acts of terrorism perpetrated
during an armed conflict amount to war crimes, which are subject to prosecution
by the territorial State; by the State of nationality of the perpetrator; and in some
cases, to universal jurisdiction. Additionally, in case of acts of terrorism committed
during NIACs, the absence of combatant privilege and combatant immunity renders
States the power to prosecute at the domestic level any unlawful action undertaken
by individual terrorists (H.P. Gasser, 2002, p. 556).

More precisely, from a conventional perspective, art. 33 (1) of the Fourth
Geneva Convention forbids “collective penalties and likewise all measures of
intimidation of terrorism” against protected persons in the hands of a party to an
international conflict (Geneva Convention IV, 1949, Art. 33). Secondly, all civilians
in the context of an IAC are protected by art. 51(2) of Additional Protocol I, which
specifically prohibits “acts or threats of violence the primary purpose of which is
to spread terror among the civilian population” (AP |, 1977, art. 51 (2)). Paragraph 4
of the abovementioned provision establishes a ban on indiscriminate attacks in
warfare, covering military operations and any act of violence which is not directed
at a specific military objective and employing a method or means of combat whose
effects cannot be limited as required by the law, thereby being susceptible of striking
military objectives and civilians or civilian infrastructure without distinction (AP | art.
51(4)). Again, the crime of spreading terror among civilians exists irrespective of the
underlying political or religious motive and irrespective of the ‘terrorist’ designation
of the perpetrator (D. McKeever, 2020, p. 50). A similar ban is enshrined in
Additional Protocol Il, whose art. 4(2)(d) further prohibits acts of terrorism in the
context of NIACs.

Against this background, it clearly emerges that customary and conventional
rules of IHL explicitly provide for the prohibition of indiscriminate attacks aimed
at spreading terror among the civilian population both in IACs and NIACs, which
would amount to war crimes. In spite of political controversies and the different
orientation of counter-terrorism law, IHL does not envisage a ban to acts of terror
directed at lawful combatants or legitimate military targets. Nonetheless, in case
of acts of terror committed by terrorist non-State armed groups in the context of a
NIAC, IHL does not hinder the criminal responsibility of the perpetrator nor impede
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the exercise of the adjudicatory jurisdiction of the competent State for the violation
of domestic legislation in terms of terrorism, direct participation in hostilities in the
absence of combatant privilege and other alleged crimes.

4. Considerations on the interplay between counter-terrorism and IHL

As noted by Steven R. Ratner, since September 11" the so-called ‘war on
terrorism’ spurred a set of academic discussions concerning the eventual need
of revision of IHL and its possible conflicting relation with counter-terrorism law
(S.R.Ratner, 2006, p. 19). Accordingly, from a normative perspective IHL still
constitutes an overall adequate framework in the global fight against terrorism, as it
prohibits similar acts both through customary and treaty law: hence, the codification
of new law would prove superfluous in terms of protection of victims, as civilians
already qualify as illegitimate targets of terrorist acts under IHL, international
criminal law and international human rights law. Additionally, the author highlights
that IHL provides for the advantage of protecting all the participants to an armed
conflict in the same manner, to the point that if one side breaches the rules, the
other side is not supposed to retaliate by adopting the same unlawful conduct.
Eventually, for Ratner a legal regime in which only one side benefits from protection
would thus be unrealistic, and the current discussions on the need for revision of
IHL would be easily overcome by casting aside bureaucracies and political motives
(S.R.Ratner, 2006, p.26).

Ratner’s considerations serve as an important starting point for the analysis
of notable points of contact between IHL and counter-terrorism law, which in
some cases appear to be in contrast while pursuing the same objective of fighting
terrorism. Indeed, while sharing Ratner’s view of the unnecessary revision of IHL,
the great majority of the doctrine acknowledges that counter-terrorism law appears
to conflict with the law of armed conflict and, occasionally, hinder the protection
system granted by the legal regime (T. Van Poecke, F. Verbruggen, W. Yperman,
2021; P. Breman, 2016; UNCTED, 2022).

First of all, as highlighted in the previous section, the Geneva Conventions and
their Additional Protocols have foreseen a number of measures aimed at ensuring
compliance with their provisions. Specifically, in order to fight impunity in case of
grave breaches of the Geneva Conventions, all State parties can have jurisdiction
to prosecute the perpetrators of those crimes, including terrorist acts amounting
to war crimes. However, in the wake of September 11", multiple States have
intervened to prevent terrorist acts against their nationals or on their territories by
adopting counter-terrorism legislation with which IHL appears to be in contrast. For
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example, some States expressed concern over the excessively stringent limitations
on interrogation of detainees, questioning the fact that terrorists should remain
under the protection of IHL and be dealt with in accordance with the provisions
of the Third or Fourth Geneva Conventions regulating their detention regime
(H.P. Gasser, 2002, pp. 565-566). In other words, according to some States the
conflicting elements between IHL and counter-terrorism law in this case concern
the legal status that should be attributed to the different categories of prisoners,
rejecting the fact that the protection regime offered by IHL to terrorists is equal to
that of other illegal fighters in NIACs, and to POWs in case of terrorist combatants
affiliated to the Armed Forces of a State in IACs (D. McKeever, 2020, p.43; H.P.
Gasser, 2002, p. 568). This has relevant implications in terms of prosecution of acts
of terrorist entities, which under IHL would not result in a conviction for terrorism,
but rather in individual criminal responsibility for war crimes.

A further point of friction between the two bodies of law emerges also with
respect to counter-terrorism norms prohibiting conduct that is not unlawful under
IHL (B. Saul, 2021, p. 160). In this regard, this article has already highlighted
that IHL draws a clear distinction between attacks against combatants and
military objectives and on civilians, limiting its prohibition regime to the direct and
indiscriminate targeting of the latter. On the other hand, in counter-terrorism law
not only violent acts directed at civilians are outlawed, but also early preparatory
conducts of terrorist attacks - an element which is not covered by IHL, thereby
fueling the impression that IHL does not possess all the necessary tools to the
fight against terrorism, or that it does not allow for an efficient response to threats
arising from terrorist armed groups. Along these lines, nuclear material offences
of embezzling of fraudulently obtaining nuclear material, nuclear smuggling or
nuclear terrorism offences of unlawfully possessing radioactive material are not
addressed by IHL (B. Saul, 2021, p. 160).

On the contrary, an opposing scenario concerns humanitarian assistance,
which is subject to the widening concern that the adverse effects of counter-
terrorism measures and sanction regimes will markedly hinder the activities of
impartial humanitarian organizations (UN CTED, 2022, pp. 23-27). Markedly,
efforts pursued through counter-terrorism measures and sanctioning regimes to
discourage both direct and indirect support to organizations labelled as ‘terrorist’
has led to restraints on all activities in support or assistance to non-State armed
groups or individuals designated as terrorists, thereby adversely affecting also the
ability of impartial humanitarian organizations to perform humanitarian activities
and conduct principled humanitarian action in conflict setting (ICRC, 2025, p.59).
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Commonly, the abovementioned stance is perceived to have particularly detrimental
effects in areas where terrorist armed groups are active, which in most cases
are also regions where principled humanitarian action is most needed. Legally
speaking, the issue raises the question of the eventual contradiction of counter-
terrorism measures adopted by States and International Organization with the
humanitarian principles that States have endorsed through their incorporation into
IHL treaties, so that counter-terrorism measures impeding principled humanitarian
action are to be considered incompatible with the letter and spirit of IHL (ICRC,
2025, p.60). In particular, the ICRC emphasized that similar counter-terrorism
sanctioning regimes result to be incompatible with three specific areas of IHL,
namely (1) the rules governing humanitarian activities, as the offering of services
and the obligation to allow and facilitate relief activities undertaken by principled
humanitarian organizations; (2) the rules protecting wounded and sick, as well
as those providing medical assistance; (3) and eventually the rules protecting
humanitarian personnel (ICRC, 2025, p. 60). Nonetheless, it should be underlined
that States have increasingly adopted corrective or mitigating measures to exclude
humanitarian action from the counter-terrorism domain. More precisely, recent
instruments foresee humanitarian exemptions aimed at ruling out the scope of
application of counter-terrorism measures from humanitarian activities carried out
by impartial humanitarian organizations, which have been positively welcomed
as an effective effort to preserve humanitarian activities and the spirit of IHL.
Additionally, humanitarian exemptions proved fundamental to demonstrate the
perfect compatibility of IHL and the fight against terrorism (UN CTED, 2025).

An eventual aspect regarding the relationship between counter-terrorism law
and IHL concerns the inclusion of what has been commonly referred to as ‘exclusion
clauses’, namely a clause encompassed in a counter-terrorism convention
excluding the activities of armed forces during an armed conflict governed by IHL
from the scope of application of such treaty, so as to avoid the blurring distinction
between the two bodies of law (H. Cuyckens, C. Paulussen, 2019, pp. 543-544).

These clauses are included, for instance, in the 1979 Hostages Convention, the
1997 Terrorist Bombings Convention and the 1999 Terrorist Financing Convention,
among others. At the regional level, an exclusion clause is to be assessed in recital
37 of the European Union Directive 2017/541 on combating terrorism adopted in
March 2017, specifying that the legislative act “does not govern the activities of
armed forces during periods of armed conflict, which are governed by international
humanitarian law within the meaning of those terms under that law” (European
Parliament and Council, 2017, Recital 37)).
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In general, exclusion clauses have been favorably perceived as a facilitation
for the co-application of IHL and counter-terrorism instruments, so as to avoid
the interference of the latter with IHL work of balance between military necessity,
humanitarian imperatives and civilian population protection. Nonetheless, in spite
of their presence in almost all international and regional instruments since 1979,
hindrances still persist due to their rare incorporation into domestic legislation by
State parties to counter-terrorism international treaties. At the same time, when
incorporated into national legislation, the interpretation of exclusion clauses
appears to be mostly contradictory, thus nourishing legal uncertainty regarding
their possible implications (T. Ferraro, 2021, p. 122-123).

Even though this article is not directed at overcoming the eventual points of
friction between counter-terrorism and international humanitarian law, the interplay
of the two bodies of law should however consider that these have developed in
different manners over time. As a result, the rules of counter-terrorism result to be
relatively new and with a wider scope of application (B. Saul, 2021, p. 161), while IHL
is more limited to the protection of civilian and the regulation of the conduct during
hostilities in spite of its older roots (D. McKeever, 2020, p. 44). Hence, counter-
terrorism law evolved until its current configuration as a legal regime encompassing
nineteen universal instruments criminalizing a series of conducts amounting
to terrorism and establishing legal mechanisms for international cooperation,
complemented by regional conventions and, since 9/11, by Security Council (SC)
resolutions, which have become a prominent source of counter-terrorism law (T.
Ferraro, 2021, p.120). Indeed, the Security Council played a crucial role in imposing
on States the obligation to criminalize multiple conducts ranging from the support
and the financing of terrorism to terrorism training, as well as in the widening of
a counter-terrorism sanctioning regime according to which States are required to
impose travel bans, arms embargoes and asset freeze in relation to certain entities
identified as terrorist by the Security Council itself. As a matter of fact, international
and regional instruments composing the current counter-terrorism legal framework
have been significantly influenced by the orientation of the Security Council:
for example, SC Resolution 1373 adopted in 2001 extended the obligations
enshrined in the International Convention for the Suppression of the Financing
of Terrorism of 1999 to non-State actors, thereby requiring the criminalization of
both direct and indirect financing beyond the original scope of application of the
UN Convention, which is limited to direct funding; similarly, Resolution 2178 of
2014 on foreign terrorist fighters applies to acts of terrorism committed, among
other things, in connection with an armed conflict (United Nations Security Council
[UNSC], 2014). This resolution therefore extends a counter-terrorism instrument
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to a situation already governed by international humanitarian law, consequently
creating confusion regarding the applicable legal regime in certain situations (S.
Krahenmann, 2016, p. 18). Nonetheless, numerous commentators have noticed
that the express application of SC Resolution 2178 to conducts in the context of
armed conflicts may be well interpreted as a confirmation of the co-applicability
of IHL and counter-terrorism law in similar situations (T. Ferraro, 2021, p. 120).
In this regard, although clear guidance is generally lacking on the matter, in 2019
the Security Council underlined that the counter-terrorism legal framework is not
supposed to override IHL rules. Namely, Operative paragraph 6 of Resolution
2462 openly required that “Member States ensure that all measures taken to
counter terrorism, including measures taken to counter the financing of terrorism
as provided for in this resolution, comply with their obligations under international
law, including international humanitarian law, international human rights law and
international refugee law”. (UNSC, 2019) However, although counter-terrorism
regulation must theoretically be adopted, interpreted and implemented in light of
IHL obligations, in many cases the reality of domestic counter-terrorism measures
implementation appears to be far from this direction, with legislation that avoids
any kind of exception to accommodate IHL rules especially regarding non-State
actors attacks against legitimate military objectives (T. Ferraro, 2021, p. 122).

In any case, despite being IHL and counter-terrorism law separate legal regimes
in terms of objectives, structure and rationale, it is reasonable to conclude that
concerns on the interplay between the two bodies of law appear to be legitimate
due to the increased push for extending the applicability of counter-terrorism
law to situations of armed conflict. Hence, the multiplication of counter-terrorism
legislation since 2001, the increasingly cardinal role of the Security Council and
the blurring lines between acts of violence and terrorism committed during armed
conflicts complicate even more the scenario, alimenting the negative perception
that IHL rules are ill-equipped in the global fight against terrorism (Ben Saul, 2016,

p. 9).

5. Concluding remarks

The analysis conducted in this article leads to the conclusion that customary
international law, the 1949 Geneva Conventions and their 1977 two Additional
Protocols overtly provide for the prohibition of terrorist acts committed during an
armed conflict of international and non-international character. At the same time,
treaty law contains explicit procedures to allow States to take measures to prevent
and punish grave breaches of the Geneva Conventions relating to acts of terror
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against the civilian population, which amount to war crimes and would be thus
subject to the universal jurisdiction of all States. Additionally, acts of terror targeting
civilians and committed by non-State armed group fighters within a NIAC are
furthermore susceptible of punishment at the domestic level, both as terrorist acts
prohibited by the national legislation as well as a direct participation in hostilities,
which is allowed only to members of the Armed Forces of a State enjoying the
combatant privilege and immunity and not to fighters of a non-State armed group,
even driven by terrorist motives. Eventually, measures to combat terrorism and to
bring alleged terrorists to justice must necessarily comply with IHL in the case in
which the considered acts have been committed within the context of an armed
conflict.

Along these lines, the article has further underlined that the interplay between
IHL and counter-terrorism law frequently entails a conflicting relation between the
two bodies of law. Hence, even though the two legal regimes have developed
separately, counter-terrorism measures oftentimes provide for stricter rules aimed
at suppressing the terrorism phenomenon, at times colliding with IHL norms that
are focused on the protection of civilians during armed conflicts. Even without
any intention to solve a long-standing legal debate on the matter, this article
has nonetheless attempted to highlight the positive steps undertaken by States
and International Organizations in favor of the beneficial interaction between
the two bodies of law, especially humanitarian exemption clauses and exclusion
clauses entailed in counter-terrorism treaties. Ultimately, this approach aimed at
emphasizing the positive contribution of IHL to the fight against terrorism, even if
limited to situations of armed conflict.
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The North Atlantic Treaty Organization (NATO) faces persistent
asymmetric threats, particularly terrorism across its volatile Southern
Flank, compelling the Alliance to adopt Artificial Intelligence (Al) to
maintain a strategic operational advantage. This commitment, articulated
in the Alliance’s 2021 Artificial Intelligence Strategy (then revised in 2024),
views Al as essential for revolutionizing situational awareness, threat
prediction, and command and control (C2) in the Counter-Terrorism (CT)
mission. The Southern Flank, stretching across the volatile Mediterranean
basin, presents the most critical testing ground for this technological
pivot, where terrorism is identified as the most direct asymmetric threat to
Allied security. Operation Sea Guardian provides the tactical context for
exploring Al’s application in maritime Counter-Terrorism, notably in “dark
vessel” detection and intelligence fusion. This paper argues that while
Al enhances NATO'’s tactical efficiency in Counter-Terrorism across the
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pervasive “data poverty loop” in low-maturity security environments like
Libya, undermining Al reliability; an unresolved “legal accountability crisis”
regarding algorithmic failure in multinational commands; and a fundamental
deficit in “political and legal interoperability” among Allies, exacerbated by
transatlantic regulatory divergence. The analysis details how these non-
technical frictions erode political will for joint deployment and challenge
the Principle of Responsible Use (PRU) commitment to human-centric
Al. The conclusion offers policy recommendations centered on leveraging
the Defense Innovation Accelerator for the North Atlantic (DIANA) for
mandatory ethical certification and instituting a standardized, Alliance-
wide Legal Interoperability Agreement to define liability thresholds and
secure the foundations of responsible Al governance.

Keywords
Artificial intelligence, NATO, Counter-Terrorism, Libya, Ethical Governance.

1. Introduction: The Dual Strategic Imperative in a New Era of Warfare

The security landscape faced by NATO and Western nations is characterized
by a dual strategic imperative: responding to the existential challenge posed by
conventional peer competitors, and managing the persistent asymmetric threat
posed by terrorism and instability emanating from the Southern Neighborhood
(NATO, 2025a; CSIS, 2024). The Alliance’s Strategic Concept recognizes terrorism,
in all its forms and manifestations, as the most direct asymmetric threat to the
security of NATO citizens and to international peace and prosperity (NATO, 2025b).
The Alliance invoked its collective defense clause (Article five) for the first and only
time in response to the terrorist attacks of 11 September 2001, underscoring the
enduring nature of this threat (NATO, 2025b).

In this volatile landscape, NATO has pivoted toward Atrtificial Intelligence as
a critical enabler, aiming to revolutionize precise and timely decision-making
through its revised 2024 Artificial Intelligence Strategy (NATO, 2024a; Freedberg,
2024). However, a critical disconnect exists between the Alliance’s technological
ambitions and the operational realities of the Southern Flank. While Al promises
unprecedented speed and precision in Counter-Terrorism operations—offering the
potential to illuminate “dark vessels” in the Mediterranean and predict threats in
the Sahel—its deployment is complicated by systemic environmental and political
frictions. This article addresses the central problem of integrating advanced,
data-hungry Al systems into low-maturity security environments where the digital
foundations for such technologies are fractured or nonexistent.
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The core argument of this paper is that while Al enhances NATO'’s tactical
efficiency in the Mediterranean, its uneven adoption and the lack of ethical
harmonization across the Alliance risk undermining operational accountability and
cohesion. This friction is driven by three “non-technical constraints”: a pervasive
“data poverty loop” in the region that degrades algorithm reliability; an unresolved
“legal accountability crisis” regarding liability for autonomous decisions; and a
“political interoperability deficit” where divergent risk appetites prevent the seamless
sharing of Al assets among Allies.

Methodologically, this analysis anchors its inquiry in a single, in-depth case
study of Libya. While the challenges of Al integration are relevant across the MENA
region, Libya is selected as the primary analytical focus for three specific reasons:

1. Historical Continuity: Libya represents a critical site of historical engagement
for the Alliance. The legacy of NATO’s 2011 engagement, Operation Unified
Protector—which successfully enforced UNSCR 1973 through over 9,000
strike sorties but left a complex security vacuum due to the lack of post-
conflict engagement—provides the necessary context for understanding the
current operating environment (Gaub, 2013; Atlantic Forum, 2025).

2. The “Data Poverty” Hard Case: Libya constitutes the “constitutive hard case”
for Al deployment. The collapse of state infrastructure has created a statistical
void that offers the ultimate stress test for the reliability of NATO’s predictive
algorithms. With a population of 7.5 million facing severe economic instability
and displacement, the lack of reliable, structured data challenges the “data-
first” requirements of modern Al systems (Elhrari, 2024; World Bank, 2024).

3. Hybrid Threat Laboratory: The Sahel-Libya corridor has emerged as a
laboratory for hybrid threats. External actors continue to exploit the unstable
situation to seek safe havens for terrorist and illicit activities, presenting the
exact mix of high-tech and asymmetric challenges—such as the convergence
of migration routes and potential drone proliferation—that NATO’s Al strategy
seeks to address (U.S. Department of State, 2024).

To unpack these challenges, the article proceeds as follows. Section one
establishes the geopolitical and doctrinal context, examining the evolution of
NATO’s Counter-Terrorism posture from the kinetic interventions of the post-9/11
era to the current data-driven strategies. It analyzes the specific promise of Al as
an enabler of Multi-Domain Operations (MDO) and the strategic dissonance of
applying these tools in the Southern Neighborhood. Section two establishes the
operational context, analyzing how the data poverty loop in Libya—characterized by
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infrastructural deficits and a governance vacuum—actively degrades the reliability
of Al systems used in Operation Sea Guardian and the newly acquired MSS
NATO platform. Section three examines the systemic barriers to alliance cohesion,
arguing that the interoperability deficit has shifted from a technical issue to a
political liability, exacerbated by the transatlantic regulatory split between U.S.
innovation models and the EU Al Act. Section four investigates the resulting
legal crisis, specifically the accountability shield created by the complexity of
autonomous systems, and the consequent lack of legal interoperability among
Allies, which threatens to fracture coalition cohesion. Finally, Section five offers
policy recommendations, proposing the use of the Defense Innovation Accelerator
for the North Atlantic (DIANA) for mandatory ethical certification and the adoption
of a Legal Interoperability Agreement to secure the foundations of responsible Al
governance.

By juxtaposing the Alliance’s high-level technological ambitions with the low-
maturity reality of Libyan operations, this analysis illuminates the risks of a “techno-
solutionist” approach to Counter-Terrorism. It suggests that without a fundamental
rethink of how data is gathered, governed, and legally underwritten in partner
nations, the introduction of Al may exacerbate, rather than mitigate, the strategic
risks facing the Alliance.

2. Strategic Foundations: Al, Dual Threats, and Doctrinal Gaps
2.1. The Geopolitical Context: Al as a Multi-Domain Enabler

WhiletheAlliance’s strategic posture recognizesterrorismas a persistentasymmetric
threat, the operational environment for Counter-Terrorism has fundamentally shifted.
Counter-Terrorism operations now exist in a “new war conjuncture” where military
success is no longer defined solely by the tactical application of kinetic force, but by the
strategic ability to “build legitimate political authority” in partner nations (Ayhan, 2025).
This concept, highlighted by the Centre of Excellence-Defense Against Terrorism (COE-
DAT), frames the central challenge of Al integration: NATO is attempting to deploy
data-hungry tactical systems into theaters where the requisite political authority—and
thus, data governance—is absent.

To maintain an advantage in this fractured environment, NATO views Artificial
Intelligence as the essential technological catalyst for achieving Multi-Domain
Operations (MDO) capability by 2030 (Allied Command Transformation, 2025a).
MDO necessitates the ability to ingest massive, diverse data streams to synchronize
actions seamlessly across air, land, maritime, space, and cyberspace.

This operational imperative is no longer theoretical; it is exemplified by NATO’s
Allied Command Operations (ACO) March 2025 acquisition of the “Maven Smart
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System NATO” (MSS NATO). Designed specifically to fuse massive, disparate
intelligence streams into a single targeting picture, MSS NATO represents the
physical manifestation of the Alliance’s data-hungry ambitions.

The formal commitment to this technology is enshrined in the Alliance’s 2024
Artificial Intelligence Strategy, which sets out a Strategic Vision guided by four core
Aims (NATO, 2024a). The Aims focus on encouraging the responsible development
and use of Al, accelerating mainstream adoption, protecting technologies, and
safeguarding against adversarial use (NATO, 2024a). This approach acknowledges
the rapid evolution of Al, transitioning from “narrow Al” systems, designed for
specific tasks, to “frontier” or “foundation Al models” that are multi-purpose and
capable of performing complex tasks (NATO, 2024a).

For Counter-Terrorism, the most important function Al supports is “predictive
analysis”™—the ability to anticipate the next terrorist event, whether a recruiting
effort, funding engagement, or an attack (Pfaff et al., 2025). In the modern security
environment, the primary challenge is no longer a lack of information but rather
the overwhelming volume of data that human analysts must process (UNICRI &
UNCCT, 2021). By focusing on human-machine teaming, Al algorithms can process
vast amounts of data to target terrorist planning and attacks, providing NATO forces
with unprecedented speed, precision, and insight in time-critical scenarios (Pfaff et
al., 2025). This capability directly supports NATO’s core tasks of crisis prevention
and management, particularly in identifying red flags of radicalization, detecting
terrorist mis- and disinformation, and managing heavy data analysis demands
associated with monitoring transnational networks (UNICRI & UNCCT, 2021).

2.2. Data as the Strategic Resource: The ‘Data-First’ Imperative

The effective integration of Al is contingent upon the availability of high-quality,
well-organized data. Allied Command Transformation (ACT) champions the
fundamental conceptthatdatais astrategicresource, and thataccessible, shareable,
and easy-to-understand data is essential for Al to perform effectively, reliably, and
responsibly (Stanley-Lockman, 2021). Without a robust data foundation, Al tools
cannot live up to their full potential (Allied Command Transformation, 2025b).

ACT’s Data Exploitation Program is designed to make this vision a reality
by formalizing the process of data management and use across NATO (Allied
Command Transformation, 2025b). The program focuses on turning real-world
needs into practical use cases, encouraging responsible data sharing, and
ensuring that NATO’s tools and systems “speak the same digital language” through
standardization efforts (Allied Command Transformation, 2025b). This “data-
first” approach is paramount because intelligence analysis Al that is not ‘aligned’
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with strategic and ethical priorities, particularly due to biases in training data,
risks producing outcomes that are tactically effective but strategically or ethically
unacceptable (NATO, 2024a). Therefore, investment in Al must be preceded by
or run concurrently with massive, coordinated investment in data standardization,
quality control, and architecture to ensure data trustworthiness across Allied
systems (Allied Command Transformation, 2025b).

2.3. The Principles of Responsible Use: The Enforcement Mechanism
Vacuum

The ethical framework—the six Principles of Responsible Use (PRUs)—is the
cornerstone of NATO’s commitment to human-centric Al deployment, intended to
ensure that systems comply with international law and democratic values (NATO,
2024a). These principles are Lawfulness, Responsibility and Accountability,
Explainability and Traceability, Reliability, Governability, and Bias Mitigation (NATO,
2024a).

The PRU of Explainability and Traceability is operationally crucial in the Counter-
Terrorism domain, where intelligence fusion from diverse, non-standardized sources
is common (Systematic, 2025). Traceability mandates that the decision-making
process of an Al system be transparent and understandable, allowing operators
to fully comprehend the algorithmic basis of a decision, especially if that decision
involves potential targeting or intelligence failure (NATO, 2024a). Failure to adhere
to this principle creates the “black box” problem, where the reasoning behind an
Al recommendation is opaque, eroding the necessary trust required by human
operators to act upon Al-driven recommendations in time-critical environments.

The most critical doctrinal vulnerability, however, lies in the fact that NATO
possesses no enforcement mechanism for Al standards (Reynolds & Atalan,
2024). Conversely, from a structural realist perspective, this regulatory deficit can
be interpreted not as an institutional failure, but as a deliberate exercise in strategic
ambiguity. By eschewing rigid enforcement mechanisms, the Alliance preserves
necessary national caveats and political flexibility, thereby maintaining a baseline
cohesion among sovereign Allies with divergent risk tolerances. Nevertheless, this
institutional deficit means that the PRUs function primarily as political signaling
tools rather than enforceable military doctrine, introducing systemic risk into
multinational operations (Reynolds & Atalan, 2024).

Allies exhibit varying levels of ethical preparedness—from articulated
frameworks (like France and the United States) to nascent views (like Germany
and the Netherlands) (Stanley-Lockman, 2021). When Allies do not agree on their
legal or ethical risk analyses, substantial gaps emerge in the political willingness to
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share operational risk and authorize joint deployment of sensitive Al-enabled assets,
directly compromising Alliance cohesion (Stanley-Lockman, 2021). Furthermore,
the Alliance must proactively identify and safeguard against the threats from
adversarial Al use, where state and non-state actors might exploit disinformation
within Allied societies to create public distrust of military Al, effectively weaponizing
the Alliance’s commitment to ethical conduct (NATO, 2024b). The Alliance must
therefore institutionalize its PRUs through mandatory testing and verification
procedures.

This institutional deficit exposes a “core dilemma” at the heart of NATO’s
Al strategy (Hoffman & Kim, 2023): the tactical benefits being pursued (speed,
precision) are the direct cause of the strategic-level vulnerabilities. The tactical
pursuit of “decision advantage” and “unprecedented speed” (Allied Command
Transformation, 2025b) is precisely what “expose[s] critical human decision-
making processes to the surprising behaviors and bizarre failures of Al systems”
(Hoffman & Kim, 2023).

This linkage operates at two levels:

1. Ethically (Erosion of Moral Agency): The tactical “objectification
of human targets” through Al-assisted surveillance and targeting
psychologically “weaken[s] moral agency among operators” (Schwarz,
2024). This creates a “heightened tolerance for collateral damage”
(Schwarz, 2024) and fosters automation bias, where a human operator,
optimized for speed, defers to a flawed Al. The tactical efficiency directly
corrodes the strategic commitment to ethical human-centricity.

2. Legally (The Accountability Shield): The tactical desire for
superior performance drives the use of complex, non-linear Al models
(e.g., neural networks). However, this very complexity is what creates the
strategic legal crisis. It “fundamentally undermine[s] moral accountability”
(Guo, 2025) by creating what scholars term a “tripartite diffusion” of liability
(Gaeta, 2023). Culpability is fractured between the developer (who could not
predict emergent failures), the operator (who lacked real-time control), and
the commander (who relied on a certified system), resulting in “violations
without legally liable agents” (Gaeta, 2023).

Thus, the tactical-level integration of Al does not just reveal strategic legal/
ethical vulnerabilities; it creates them
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3. The Libya Case Study: Operational Friction and the Data Poverty Loop
3.1. The Operational Nexus: Sea Guardian, Maritime CT, and Drone Threats

The Mediterranean serves as the Alliance’s Southern Flank, facing a complex
mix of transnational threats, including terrorism, illicit trafficking, and illegal migration
(NATO, 2023; NATO Maritime Command, 2025). NATO’s ongoing contribution to
maritime security in this region is encapsulated by Operation Sea Guardian, a
flexible maritime security operation capable of performing Counter-Terrorism at
sea, including deterring, disrupting, and defending against maritime-based terrorist
activities (NATO, 2023). Sea Guardian’s fundamental missions include providing
the highest degree of Recognized Maritime Picture (RMP) situational awareness,
supporting Counter-Terrorism efforts, and contributing to regional capacity building
(Guru, 2025; NATO Maritime Command, 2025). Moreover, the COE-DAT hosts
seminars on “Good Practices in Countering Terrorism in the Maritime Domain,”
underscoring the priority Allies place on enhancing advanced technological
solutions against evolving maritime threats in this region (COE-DAT, 2023).

This operational activity is informed by strategic analysis from NATO'’s Strategic
Direction South Hub (NSD-S Hub) in Naples. The Hub serves as the Alliance’s
focal point for monitoring and understanding regional dynamics across North Africa
and the Sahel. Its mission to enhance “comprehensive understanding, situational
awareness, decision making and information sharing” (JFC Naples Public Affairs
Office, 2017) makes it a primary consumer of Al-driven intelligence. Critically, the
NSD-S Hub is already actively engaging with the implications of this technology,
having co-hosted a 2023 study day specifically on the “Use of Artificial Intelligence
in the Middle East and North Africa region” (Trigui et al., 2024). This grounds the
paper’s case study not in a theoretical application, but in a demonstrated, ongoing
institutional effort by NATO to integrate Al into its Mediterranean security analysis.

Al is transforming Maritime Domain Awareness (MDA) by enhancing real-time
monitoring and predictive capabilities, proving essential in managing the scale
and complexity of Mediterranean traffic (Guru, 2025). A critical Al use case in this
theatre is “dark vessel” detection, which involves identifying ships that deliberately
disable their Automatic Identification System (AIS) or operate without proper
identification to evade detection (Guru, 2025). Since illicit and criminal activities—
including drug smuggling and human trafficking, often associated with terrorist
financing—increasingly rely on these “dark fleets”, Al-driven pattern recognition
and fusion of multiple sensor inputs are essential for NATO to contain and deny
terrorists access to designated areas (Guru, 2025). This capability relies on fusing
data from diverse sources: satellites, airborne assets (such as the RQ-4D remotely
piloted aircraft operating from Sigonella, Italy, under the NATO Alliance Ground
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Surveillance Force, or NAGSF), and Open-Source Intelligence (OSINT) to create
a comprehensive RMP (Allied Air Command Public Affairs Office, 2023; Windward
Al, 2025).

This data fusion is not theoretical; it is operationalized through specific NATO
platforms. During its “focused operations” (NATO Maritime Command, 2024a) in
the Central Mediterranean, Operation Sea Guardian (OSG) relies on Al-driven
data analysis platforms like “Mainsail” to provide a common operational picture
(Allied Command Transformation, 2025c). Mainsail enhances Maritime Situational
Awareness (MSA) by using Al to fuse and analyze data from the multi-domain
assets (air, sea, sub-sea) supporting the mission (Allied Command Transformation,
2025c; NATO Maritime Command, 2024a).

This capability is now anchored by the previously mentioned MSS NATO
platform. While designed for high-end warfighting, its application in the “gray
zone” of the Mediterranean involves ingesting unverified data from a fractured
Libyan environment (SHAPE Public Affairs Office, 2025). This system represents
a quantum leap in capability and risk. MSS NATO is a high-end, Al-enabled
warfighting platform designed to “leverage complex data” and “accelerate decision-
making” (Mitchell, 2025; SHAPE Public Affairs Office, 2025).

Unlike previous analytical tools, MSS NATO is designed to close the sensor-
to-shooter loop by fusing intelligence from satellite imagery, SIGINT, and open
sources into a single Common Operational Picture (COP).

Crucially, it uses large language models (LLMs) and generative Al to conduct
“intelligence fusion and targeting” (Eshel, 2025; SHAPE Public Affairs Office,
2025). In the OSG “dark vessel” scenario, MSS NATO would ingest disparate data
streams—satellite imagery, drone feeds, signals intelligence, and local human
intelligence reports from Libya—and use its Al models to predict illicit activity and
recommend targets for interdiction (Eshel, 2025; Ahlawat, 2025). This acquisition
moves the Alliance’s Counter-Terrorism posture from data analysis (Mainsail) to
Al-driven prediction and targeting (MSS NATO), making the “data poverty loop”
and “accountability shield” arguments of this paper an immediate and urgent
operational crisis.

The Libyan context is intrinsically linked to NATO’s historical engagement,
notably Operation Unified Protector in 2011, which enforced an arms embargo
and no-fly-zone, highlighting the Alliance’s capability for external kinetic and ISR
operations (NATO, 2012). The subsequent protracted instability, however, has
facilitated the proliferation of Non-State Armed Groups (NSAGs) and militias, many
of whom are regularized and funded by non-state entities while simultaneously
engaging in highly lucrative illicit activities (Williams, 2024; Kamel, 2017).
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Furthermore, the proliferation of low-cost, weaponized drones in North Africa
has fundamentally altered the tactical environment, demanding an Al-driven
response. This threat is not abstract; non-state actors in the Sahel and Libya have
successfully “weaponize[d] civilian drones” for “kamikaze drone strikes,” inspired
by tactics observed in Libya and the Middle East (Koné, 2024; Liang, 2023).

However, the operational response to drone warfare, encompassing both
the offensive deployment of unmanned systems and the defensive need to counter
them, has exposed a fragmentation of doctrine among key NATO Allies, highlighting
the political interoperability deficit:

1. France (National CT Operations): During Operation Barkhane in the Sahel,
France (a key Mediterranean Ally) relied heavily on its own fleet of armed MQ-9
Reaper drones. These drones conducted over 40 percent of all French airstrikes
by 2021 (Tull, 2021), demonstrating a robust national-level doctrine for Al-assisted
ISR and targeting, executed largely outside a unified NATO C2 structure.

2. Tirkiye (National Industrial Policy): Turkiye (a critical Southern Flank
Ally) has established itself as the primary drone supplier for North Africa. The
proliferation of its Bayraktar TB2 drones to Libya, Morocco, Tunisia, and Nigeria
(ADF Magazine, 2025) has created a new military-technical reality that NATO
must take into account. This is complemented by advanced Turkish C-UAS
systems like the Aselsan KORKUT, which uses Al-guided fire control (Allied
Command Transformation, 2025d; Turkish Minute, 2025), reinforcing the MDO-
like concepts noted in Section 3.1.

3. NATO (Institutional Response): NATO, meanwhile, is developing its
own institutional C-UAS capabilities, such as the Al-powered Merops system
(Kohanets, 2025)2. Merops uses Al algorithms for detection and classification
and can deploy autonomous interceptor drones that navigate “even under GPS
denial or electronic attack” (Kohanets, 2025). However, the system’s ability
to navigate and intercept autonomously in the terminal phase challenges the
“Meaningful Human Control” standard, introducing significant risk of unintended
engagement in the crowded Mediterranean airspace (Kohanets, 2025).

2 Although NATO does not design or manufacture defense systems, the Alliance integrates and operates
member-state or industry-developed technologies. In this sense, platforms such as Merops and the MSS
NATO system should be understood as NATO-integrated (rather than NATO-developed) capabilities.
However, the deployment of Merops reveals a critical geographic paradox. On NATO’s Eastern Flank,
specifically in Poland and Romania, this system is currently being deployed with high effectiveness
to counter Russian drones. There, the threat axis is clear (state-on-state) and the airspace is rigidly
controlled, allowing for safe terminal autonomy (Encarnacion, 2025). By contrast, the Mediterranean
littoral presents a ‘clutter’ profile saturated with commercial traffic, NGO assets, and migrant vessels.
Transferring the same autonomous logic to this environment invites catastrophe. If Merops is authorized
to autonomously engage a ‘hostile profile’ in the chaotic airspace off Tripoli, the probability of fratricide
is exponentially higher than on the Polish border. This illustrates that technological capability is not
geographically agnostic; the operational environment dictates the ethical viability of the Al.
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3.2. The Data Poverty Loop: Undermining Al Reliability

The most severe impediment to the responsible deployment of Al in the
Southern Flank is the critical absence of a usable digital foundation, which the
author identifies as the “data poverty loop”.

Al systems rely entirely on accessible, high-quality, and trustworthy data to
perform effectively, reliably, and responsibly (Allied Command Transformation,
2025b). In Libya, the political and infrastructural deficits actively degrade the quality
and availability of actionable data, compromising the PRU of Reliability.

The deficiencies manifest in three mutually reinforcing layers:

Infrastructural Deficits: Libya’s digital infrastructure remains severely
underdeveloped, characterized by low internet speeds, minimal data
center availability, and frequent electricity disruptions, which limit real-
time data ingestion and the deployment of high-bandwidth Al applications
(Jred, 2025; Emran & Elhony, 2025). This deficit necessitates that NATO
must prioritize resilience in Al systems, focusing on edge computing
capabilities—Al processing conducted near the data source rather than
in a distant cloud—that function effectively in environments with degraded
communications.

Governance Vacuum and Fragmentation: Libya lacks comprehensive
data protection laws, open data portals, and standardized data-sharing
mechanisms (Jred, 2025). In particular, no single central authority is
responsible for national data governance, resulting in fragmented and
insecure data systems across various institutions (Jred, 2025). This
vacuum stands in stark contrast to strategic Al governance models in
Mediterranean adjacent states like the United Arab Emirates and Estonia
(Kausch et al., 2022). Without a legal and administrative counterpart,
NATQ’s ability to conduct long-term capacity building for Al governance is
severely hampered, increasing the risk of data leakage or corruption during
cooperative security missions.

Bias Contamination and Operational Risk: The unstable environment
means local intelligence data—a necessity for effective Counter-Terrorism—
is highly susceptible to socio-political bias and corruption, as NSAGs
routinely coerce citizens and extract rent through illicit activities (Williams,
2024). An Al system optimized for pattern matching would institutionalize
and magnify this human or political bias, potentially leading to systemic
errors in identifying legitimate targets (distinction) or assessing collateral
risk (proportionality). Deploying Al in Libya without a stringent, independent
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data validation process risks turning NATO into an unwitting accomplice in
local human rights abuses, as documented arbitrary arrests and human
rights violations are widespread (Amnesty International, 2024).

The operational constraints imposed by Libya’s low data maturity require
the Alliance to prioritize data governance over purely technical Al deployment,

treating data quality as a strategic priority.

Table 1: The Data Poverty Loop status in Libya and implications for NATO

Indicator Status in Libya (Critical Implication for NATO Al Reliability
Assessment) and CT Operations

Digital Underdeveloped: Low Limits real-time data ingestion,

Infrastructure connectivity, outdated high-bandwidth drone deployment,
hardware, frequent electricity | and reliance on centralized cloud
disruptions. processing. Compromises the Reliability

PRU.

Data Governance | Absent: No comprehensive Hinders Allies’ political willingness to

& Legal data protection laws or share sensitive intelligence and risks

Framework central governance authority. | data integrity and security. Creates a

severe legal risk and administrative gap
for capacity building.

Data Quality & Highly fragmented, often Al system risks institutionalizing and
Provenance biased, and corrupted by magnifying local socio-political bias,
NSAG influence. leading to flawed threat assessments

and ethical violations. Compromises the
Bias Mitigation PRU.

4. Systemic Challenges: Interoperability and Governance Fragmentation
4.1. The Interoperability Deficit: From Technical Challenge to Political Liability

The operational environment in Libya creates a dangerous paradox. Because
local data is scarce and unreliable (the “data poverty loop”), NATO commanders
are forced to rely more heavily on advanced, high-processing Al tools to generate
situational awareness. However, precisely when this high-tech reliance is highest,
the Alliance is fractured by systemic governance constraints.

Success in multinational Counter-Terrorism operations hinges on the
seamless integration and synchronization of Allied C4ISR capabilities across all
domains (Allied Command Transformation, 2025a). The introduction of Al, which
necessitates massive data aggregation and real-time fusion, ruthlessly exposes
pre-existing interoperability challenges, including diverse data formats, differing
security classifications, proprietary labeling, and varied synchronization standards
across national systems (Systematic, 2025).
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NATO addresses technical interoperability through mechanisms like the
Coalition Warrior Interoperability eXploration, eXperimentation, eXamination
eXercise (CWIX), which stress-tests over six hundred national systems against
NATO’s standards (Allied Command Transformation, 2025a). This collective effort
ensures that Allied systems speak the “same digital language” through collaborative
“try-fail-fix” cycles (Allied Command Transformation, 2025a).

However, the Alliance’s deeper challenge is transitioning from purely technical
compatibility to achieving legal and political interoperability (Stanley-Lockman,
2021). The political dimension is critical because a common technical standard is
rendered obsolete if a major Ally refuses to deploy a compatible system because
its national legal framework assigns unacceptable liability risk to its military
commanders during a coalition mission (Stanley-Lockman, 2021). This political
hesitancy, arising from divergent risk analyses among Allies, directly compromises
the operational potential of Al technology, regardless of its technical sophistication
(Stanley-Lockman, 2021).

This gap is not theoretical; it is a known structural constraint of the Alliance.
Scholars such as Sadik (2023), argue, “political divergences among Allies” and
the fact that Counter-Terrorism is seen as “politically loaded” are the primary
constraints on an effective, joint NATO posture against Counter-Terrorism and
hybrid threats. The problem of Al interoperability is therefore a symptom of this
deeper, unresolved political fragmentation (Sadik, 2023). Until this core political-
legal divergence on risk and liability is resolved, technical standardization efforts
like CWIX, while necessary, remain insufficient®.

The Alliance must look outside bespoke military standards, drawing from
operational lessons, such as those observed in Ukraine, which demonstrate the
success of deliberate investment in commercial solutions and commitment to
standardizing interoperability frameworks (Neal & Atakuzi, 2025).

Furthermore, it is crucial to note that certain Allies, such as Turkiye, are
developing advanced joint operational concepts, which integrate sensors and
weapons systems into single, big data-driven networks, similar to the U.S. Joint
All-Domain Command & Control (JADC2) initiative (Ringler, 2021).

This focus on rapidly developing drone power and electronic warfare
capabilities necessitates that NATO’s Al interoperability standards be agile enough

3 This friction is best exemplified by the limitations of current standards like STANAG 4817 (Multi-Domain
Command and Control). While STANAG 4817 successfully defines how to format and transmit maritime
data between Allied systems (the plumbing), it currently lacks fields for “Ethical Provenance” or “Confidence
Metadata”. It does not allow a national system to automatically filter out intelligence that does not meet
specific legal thresholds. Without updating these standards to include political and ethical metadata, a
German frigate commander might be legally prohibited from feeding data into a US-led targeting network
if that network utilizes autonomous algorithms that violate German constitutional protections.



40 Giada Belisi

to integrate these national MDO-like capabilities, especially in a critical theatre like
the Mediterranean where Turkish naval power is highly relevant for Sea Guardian
operations.

4.2. Governance Fragmentation: The Transatlantic Regulatory Split

The Western security community is fractured by fundamental differences in
Al governance philosophies, creating complex friction points for joint military
procurement and deployment (Podnar et al., 2025). This is most evident in the
transatlantic split: the United States generally favors a flexible, innovation-driven
approach, while the European Union has adopted a human-centric, risk-based
model through its Al Act (Clapp, 2025; Podnar et al., 2025).

While the EU Al Act explicitly excludes military applications for national security
concerns, the dual-use nature of many advanced Al components (e.g., predictive
analytics, computer vision) means that systems procured by European Allies are
frequently subject to dual regulatory scrutiny (Reynolds & Atalan, 2024; Clapp,
2025). This dual-use challenge forces Allies to reconcile two conflicting governance
regimes, creating complex legal challenges that slow down capability acquisition
and potentially diverting resources from critical defense priorities (Reynolds &
Atalan, 2024). Analysts have criticized the Al Act for potentially stifling innovation
due to over-regulation, leading to reduced global competitiveness, which has
strategic implications for NATO’s shared technological advantage, especially
against pacing competitors (Clapp, 2025).

This regulatory divergence demands enhanced cooperation between NATO
and the EU to establish clearer boundaries. The existing dialogue channels, such
as the Shared Awareness and De-confliction in the Mediterranean (SHADE MED)
conference and EU briefings on Operation EUNAVFOR MED IRINI, are insufficient
to address the complexities of joint Al development and data sharing, particularly
in dual-use domains (NATO, 2024a). The failure to achieve comprehensive
standardization and harmonized policy guidelines for dual-use technologies
results in operational inefficiencies in surveillance and maritime security across
the southern neighborhood, highlighting the urgent need for Alliance-wide legal
baselines for Al deployment risk assessment.

This friction is not theoretical; it directly impacts key capabilities. The recent
acquisition of the MSS NATO platform from Palantir, a U.S. firm, provides a
concrete example. Because Palantir's underlying technology is inherently dual-
use, European allies seeking to procure or integrate with this system may face
compliance hurdles from the EU Al Act, which carries significant extraterritorial
weight. This could subject the system to the Act’s “high-risk” compliance regime,
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demanding “detailed technical documentation” and oversight, which may conflict
with the U.S. vendor’s standards, or the “flexible, innovation-friendly standards”
favored by the U.S. This creates a direct political-legal clash over procurement and
interoperability, where a core NATO ally (the U.S.) provides a central Al platform
that other allies (EU members) may be legally constrained from fully utilizing.

5. The Ethical and Legal Accountability Crisis
5.1. Meaningful Human Control and the IHL Framework

The deployment of Al in military operations is governed by International
Humanitarian Law (IHL), which mandates that humans must retain responsibility
for the use of force to ensure compliance with IHL norms, particularly distinction
and proportionality (Guiora, 2017). The central legal mandate is maintaining
Meaningful Human Control (MHC) over all force application (United Nations General
Assembly, 2024). MHC ensures that human commanders are able to exercise
necessary human judgment to assess the legality of a target selection and apply
the principles of IHL (Guiora, 2017; United Nations General Assembly, 2024). For
instance, delegating the decision to take a human life to machines is considered
unethical and a grave violation of IHL (United Nations General Assembly, 2024).

The ethical challenge is compounded by the distinction between automated and
autonomous systems. Traditional automated systems are constrained to narrow,
preset goals through deterministic programming, whereas emerging autonomous
Al systems are transitioning towards more versatile systems with increased
adaptability (FD Editorial Desk, n.d.). This complexity in Al-driven targeting
recommendations complicates the ability of military commanders to apply IHL
principles, necessitating that the human operator fully understands the algorithmic
basis for the decision (Explainability) and retains the ability to effectively reject
or override the system (Guiora, 2017). Determining what constitutes meaningful
human judgment requires defining the limits of acceptable intervention latency and
ensuring technical experts are integrated into the command structure to support
human oversight.

5.2. The Responsibility Gap and the Accountability Shield

NATO is unequivocally committed to the doctrine of command accountability:
commanders are responsible for all uses of force under their command (United
Nations General Assembly, 2024). However, algorithmic errors resulting from data
unreliability, bias, or interoperability failures severely complicate the process of
tracing responsibility for operational failures or IHL violations (Bruun, 2022).
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The complexity of Al systems in a multinational environment risks creating an
“Accountability Shield”. This shield is a documented legal phenomenon, which
scholars have termed an “accountability void” or “responsibility gap” (Gaeta,
2023). The legal crisis stems from a “tripartite diffusion” of culpability that fractures
traditional mens rea (guilty mind) requirements for war crimes (Gaeta, 2023):

1. The Developer: Reasonably asserts they designed the system to IHL
specifications and could not predict “emergent failures” (Gaeta, 2023).

2. The Operator: Demonstrates a “lack of real-time control” during an
autonomous engagement, especially in high-speed, multi-domain operations
(Gaeta, 2023).

3. The Commander: Invokes “reasonable reliance on certified systems,” (Gaeta,
2023) arguing they had no way of knowing the “black box” recommendation
was flawed.

This diffusion creates the ultimate strategic-legal vulnerability: “violations
without legally liable agents” (Gaeta, 2023). The tactical pursuit of autonomous,
high-performance systems structurally creates this strategic condition of impunity.
This “accountability shield” is not an accident; it is the logical legal consequence
of deploying systems that are, by design, too complex for their human masters to
fully “explain” or “trace”.

Tracing the root cause of an Al failure often requires a deep technical audit
of complex, proprietary code and the provenance of multinational intelligence
data (Systematic, 2025). When a failure occurs in a coalition operation—for
example, if a maritime Al surveillance system mistakenly tags a vessel as a
“dark vessel” engaged in illicit activity based on flawed data—the difficulty
and cost associated with a full, independent audit of these complex systems
effectively shield the software developers and national governments from liability
(Gaeta, 2023). The legal risk is thus inadvertently migrated to the operational
commander, creating an inherent injustice that inhibits the responsible adoption
of Al (Gaeta, 2023).

This problem is often framed in the debate over “unintended engagements” in
armed conflict, where algorithmic failures lead to harm not intended by the human
operator, opening a criminal responsibility gap for war crimes (Gaeta, 2023).
This issue is a primary reason why some Allies, such as Canada, oppose the
development of fully autonomous systems (United Nations General Assembly,
2024).
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5.3. Data Provenance and Bias as a Legal Compliance Measure

The Bias Mitigation PRU must be transformed from a technical aspiration into a
mandatory legal compliance measure for Counter-Terrorism intelligence systems
(Blanchard & Bruun, 2024). Al systems are biased because they reflect and reproduce
existing human biases around, for example, race, gender, or ethnicity (Blanchard &
Bruun, 2024). In the Counter-Terrorism context, this bias can lead to systemically skewed
performance that results in unjustifiably different behaviors, such as misidentifying
people or objects, or generating flawed threat assessments (Blanchard & Bruun, 2024).

The key legal compliance challenge is the certification of the data input
utilized for training and operation, particularly when drawing on unreliable local
partner data, as in Libya (Jred, 2025). Legal accountability relies on establishing
negligence or intent, which is obscured when the underlying data is known to be
poor or biased (Maulana & Methodius, 2025). Therefore, to ensure Lawfulness
and IHL compliance, NATO requires standardized, mandatory certification of
data provenance—including origin, handling, and bias mitigation steps—for any
intelligence fed into Al-enabled decision systems (Reynolds & Atalan, 2024).

However, in a “data poverty” environment like Libya, this certification is
operationally impossible without proactive, technical mitigation steps. Mandating
“Bias Mitigation” requires more than just policy; it requires a practical data-
governance framework. This framework must include, at a minimum, three steps:

1. Mandate Pre-Deployment Commander Assessments: Before deploying
an Al system, commanders must be legally required to assess “criteria such
as confidence levels, risks of automation bias, and the context in which the
Al system will be used” (Francois-Blouin, 2022). This “constant care” (Bruun,
2025) shifts accountability to the human-in-the-loop before an event.

2. Develop “Representative Datasets”: The PRU of Bias Mitigation cannot be
met if the training data does not reflect the operational environment (Bruun,
2025). For Libya, this means a “representative dataset” must account for socio-
political, ethnic, and cultural factors, not just sensor data (Bruun & Bo, 2025).

3. Overcome Data Scarcity (The “Loop”): Where real-world data is poor or
absent (the “data poverty loop”), NATO must mandate two data-auditing
techniques:

e Synthetic Data Generation: Use simulation environments to generate
large-scale, “labeled datasets” to train models on low-probability, high-risk
scenarios before they are encountered (MarketsandMarkets, 2025).

e Red-Teaming via Data Release: Create programs (similar to DARPA’s
SABER) that “release select (unclassified or declassified) historical” data to
open-source research communities to “identify additional challenges and
enablers” (Stebbins et al., 2022).
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This institutionalizes a rigorous scrutiny of the data pipeline, safeguarding the
Alliance from both operational failure and ethical compromise. The UK Ministry
of Defense principles on “Understanding” reinforce this need for transparent and
explainable Al to ensure that operators grasp how decisions are made and can
override them judiciously (UK MoD, n.d.).

NATO is actively attempting to mitigate this opacity through the development
of AIDA (Al-powered Digital Assistant), which utilizes Retrieval-Augmented
Generation (RAG) architecture. Unlike standard generative models that can
hallucinate, RAG forces the system to “ground” its outputs in retrieved documents,
effectively creating a citation trail. This architecture offers a technical solution to the
legal requirement for Traceability, allowing operators to audit the provenance of an
Al's targeting recommendation (Allied Command Transformation, 2025b)*.

6. Policy Recommendations for a Responsible and Effective Al Posture

To bridge the gap between Al aspiration and operational reality in the
Mediterranean, the Alliance must enact policy reforms focused on institutionalizing
responsible governance, standardization, and accountability.

6.1. Institutionalizing Innovation Through DIANA and Targeted Challenges

The Defense Innovation Accelerator for the North Atlantic (DIANA) provides
the Alliance with a unique mechanism to find and accelerate dual-use innovation
capacity, offering companies the resources, networks, and guidance to develop
deep technologies to solve critical defense and security challenges (NATO,
2024a). DIANA's mandate must be strategically leveraged to target the systemic
vulnerabilities identified in the Southern Flank, focusing on three core areas, as
outlined in the Challenge Calls:

e Data Assisted Decision Making: Focused on resilient Al/ML tools for
rapid intelligence fusion from disparate Allied, OSINT, and commercial
satellite data streams, designed specifically to operate effectively despite
data poverty (DIANA, 2025).

e Maritime Operations: Focused on technologies for persistent ISR, ‘dark
vessel' detection, and optimizing naval C2 in constrained environments
(DIANA, 2025).

4 However, it is critical to acknowledge that while RAG solves the legal problem of traceability, it does not
solve the epistemological problem of truth. RAG ensures that the Al accurately cites its source, but it
cannot verify if the source itself is lying. In the “Data Poverty Loop” of Libya, where the only available
intelligence may come from biased militia reports, an Al system using RAG will faithfully and accurately
cite a fabrication. Therefore, RAG must be viewed as a ‘legal shield’ that establishes liability (identifying
who provided the bad data) rather than a “truth serum” that guarantees operational success.
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e Critical Infrastructure & Logistics (Energy Resilience): Focused
on developing modular, rapidly deployable micro-grids and robust
communication solutions that function effectively in degraded environments,
directly addressing the endemic infrastructural and power deficits observed
in low-maturity partner nations like Libya (DIANA, 2024).

The network of approximately one hundred and eighty test centers established
by DIANA must be utilized for mandatory ethical and legal stress-testing against
NATO’s PRUs. This process must transform the testing phase into a rigorous
validation regime. However, to avoid a conflict between innovation and regulation,
the ultimate authority for certification must reside with the NATO Standardization
Office (NSO). The NSO should validate DIANA's forensic performance data against
the PRUs, thereby elevating ethical review to a mandatory operational prerequisite
(DIANA, 2025; NATO, 2024a). DIANA’s role extends beyond funding to fostering
an Al-ready workforce by integrating technical data scientists and Al specialists
more deeply into military operations (NATO, 2024a).

6.2. Closing the Accountability Gap: The Legal Interoperability Agreement

The primary policy constraint on Al deployment remains the unresolved legal
liability crisis. Addressing this requires immediate political and legal action to
ensure human responsibility remains central to the military enterprise (United
Nations General Assembly, 2024).

NATO does not need to invent this legal framework from scratch. The most
practical and politically viable path is to adapt an existing, Ally-approved model.
The Alliance should adopt and multilateralize the framework detailed in the U.S.
Department of Defense’s “Responsible Al Strategy and Implementation Pathway”
(U.S. Department of Defense, 2022).

The proposed “Legal Interoperability Agreement” should be the political
instrument that mandates this framework Alliance-wide. This moves the
recommendation from a concept to a concrete, actionable proposal. The practical
steps, modeled on the U.S. framework (U.S. Department of Defense, 2022), would
include:

1. Establish an Alliance “RAIl Working Council” (Governance): Modeled
on the U.S. DoD’s “RAI Governance” tenet (U.S. Department of Defense,
2022), this high-level body would be responsible for “continuous and context-
specific oversight” of Al capabilities across their entire life cycle. This council
would provide the central governance mechanism that the paper correctly
identifies as absent.
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2. Mandate an Alliance “TEVV” Framework (Accountability): The core of
the legal agreement must be the creation of a mandatory, Alliance-wide “Test
and Evaluation and Verification and Validation (TEVV) framework,” modeled
on the U.S. “Warfighter Trust” tenet (U.S. Department of Defense, 2022).

e This TEVV framework would be the enforcement mechanism for the PRUs.

* |t would legally require all Allied Al systems intended for joint deployment
(like MSS NATO) to be certified against standardized “algorithm confidence
metrics.”

e Crucially, this framework mandates the tracking of “unintended behavior,
and failure modes” before and during operation (U.S. Department of
Defense, 2022).

e This step legally solves the “tripartite diffusion” (Gaeta, 2023) problem. By
documenting known “failure modes,” the “Legal Interoperability Agreement”
can pre-apportion liability for errors, as risk is now quantified and accepted
before deployment.

Furthermore, NATO must institutionalize the Traceability PRU by mandating
the creation of immutable, easily accessible “algorithmic audit trails”. This is not
a future-tense aspiration; the technical solution already exists within NATO. Allied
Command Transformation’s new “AIDA” (Al-powered Digital Assistant) provides
the exact technical template (Allied Command Transformation, 2025b):

e AIDA“uses retrieval-augmented generation (RAG)—a method that grounds
Al responses in real documents to ensure accuracy and traceability” (Allied
Command Transformation, 2025b).

e This RAG architecture is the technical implementation of an “algorithmic
audit trail.” It forces the Al to cite its sources, creating an “immutable” (Lewis
et al., 2016) log that links every recommendation to the specific data (e.g.,
sensor feed, HUMINT report, satellite image) that produced it (Knoblauch
& Shrestha, 2024).

Therefore, the practical policy step is:

NATO must mandate that all Al-enabled C2 and targeting systems
procured for the Alliance—including the newly acquired MSS NATO—must
incorporate the same Retrieval-Augmented Generation (RAG) architecture
already fielded in NATO’s AIDA (Allied Command Transformation, 2025b).
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Table 2: A Practical Framework for Implementing NATO’s PRUs

enforcement mechanism.

NATO PRU Identified Challenge (The Practical & Actionable Policy Supporting
(The Goal) “Why”) Recommendation (The “How”) Evidence / Model
Bias Mitigation | “Data Poverty Loop”. Al trained | Mandate a data-governance (Frangois-
on biased, corrupted, or non- framework that includes synthetic | Blouin, 2022;
existent partner data (e.g., data generation for low-data MarketsandMarkets,
Libya). environments and pre-deployment | 2025; Stebbins et
commander assessment of al., 2022)
“confidence levels.”
Explainability | “The Black Box Problem”. Mandate that all Al C2/Targeting NATO'’s AIDA
& Traceability | Inability to audit an Al's systems (like MSS NATO) use (Allied Command
decision-making, creating the Retrieval-Augmented Generation | Transformation,
“Accountability Shield.” (RAG) architecture to create an 2025b)
immutable audit trail.
Responsibility | “Accountability Shield”. Adopt and multilateralize the U.S. | U.S. DoD RAI
& “Tripartite diffusion” of DoD’s “Responsible Al Strategy Pathway (U.S.
Accountability | liability (Gaeta, 2023) and no and Implementation Pathway” Department of

as the basis for the “Legal
Interoperability Agreement.”

Defense, 2022)

data (Hoffman & Kim, 2023).

Lawfulness “Violations without legally liable | Establish an Alliance “TEVV U.S. DoD TEWV
agents” (Gaeta, 2023). The Framework” (from the DoD model) | (U.S. Department of
“tripartite diffusion” makes mens | to certify systems and pre-define Defense, 2022)
rea impossible to prove. liability based on tested “failure

modes.”

Reliability Inadvertent Escalation. “Bad Establish an Alliance “RAI Working | U.S. DoD RAI
information” injected by an Al Council” (from the DoD model) Governance (U.S.
trained on “inadequately trained” | for continuous oversight and Department of

context-specific governance during
deployment.

Defense, 2022)

6.3. Implementing Data Diplomacy and Harmonization with the EU

To address the data poverty loop and the dual-use regulatory friction, NATO
must engage in proactive data diplomacy and harmonization with the European
Union and Southern Neighborhood partners.

The Alliance must pursue closer cooperation with the EU to establish clear,
harmonized policy guidelines that manage the regulatory overlap inherent in
dual-use Al technologies, clarifying procurement pathways and joint data-sharing
frameworks for Counter-Terrorism efforts in the Mediterranean (Reynolds & Atalan,

2024).

Concurrently, NATO must shift from reactive data sharing to the creation of
a dedicated “Southern Neighborhood Data Trust” mechanism. This trust should
not be built from scratch but rather implemented as a dedicated initiative within
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NATO’s existing “Alliance Data Sharing Ecosystem (ADSE)”. This mechanism
must mandate stringent Data Standard Certification based on the new “Data
Quality Framework,” requiring all partner-derived data intended for ingestion into
NATO Al systems (a necessity for capacity building and intelligence fusion) to
undergo rigorous, standardized checks for “accuracy, completeness, consistency...
and validity”. For qualitative partner intelligence, this governance model should
incorporate established standards, such as the NATO Admiralty Code, to formally
grade data for reliability and source bias before ingestion. This formal, policy-
driven process mitigates the risk of data poisoning and ensures compliance with
the Bias Mitigation PRU, safeguarding the Alliance from both operational failure
and ethical compromise. This structured approach to data governance is essential
for enhancing NATO’s situational awareness of the complex crises in the Southern
Neighborhood, ultimately enhancing stability and cooperative security (NATO,
2024b).

In environments like Libya, where institutional partners may be compromised,
this certification must prioritize “Zero-Trust” architecture, relying on remote sensing
verification and cross-referencing with Allied ISR rather than accepting partner
data at face value.

7. Conclusion

The integration of Artificial Intelligence into NATO’s Counter-Terrorism strategy
is a necessary endeavor driven by the recognition of transnational terrorism as a
direct asymmetric threat in the Mediterranean. NATO’s 2024 Al Strategy provides
a robust ethical and aspirational framework. However, the analysis demonstrates
that the effective application of Al in volatile regions like the Southern Flank is
currently undermined by deep-seated institutional and political fragilities originating
within the Western policy sphere.

The most critical impediments are systemic: the data poverty loop in partner
nations undermines the fundamental PRU of Reliability; the lack of a legal
enforcement mechanism for Al standards translates technical interoperability
deficits into political reluctance; and the unresolved legal accountability crisis
burdens operational commanders, dampening the political will necessary for
coalition deployment.

The success of Al in enhancing NATO’s Counter-Terrorism posture is therefore
contingent upon resolving these political and policy failures that precede algorithm
deployment. NATO must pivot from merely procuring advanced technology to
prioritizing institutional reform, standardizing data governance, and politically
guaranteeing legal accountability. By leveraging DIANA to enforce technical
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and ethical standards, engaging in proactive data diplomacy with Southern
Neighborhood partners, and securing a common legal baseline for operational risk
among Allies, NATO can responsibly and effectively harness Al while preserving
its core commitment to legality, transparency, and collective defense. Al integration
must be treated first and foremost as an exercise in governance and institutional
resilience, ensuring that technology serves strategy, rather than exacerbating
existing strategic vulnerabilities. Ultimately, the success of these new frameworks
will depend not just on their creation, but on the political will of Allies to enforce
them, and on the cultural adoption of a “responsibility-by-design” mindset within
NATQ’s operational and command structures.

Glossary of Abbreviations

ACO Allied Command Operations

ACT Allied Command Transformation

ADSE Alliance Data Sharing Ecosystem

Al Artificial Intelligence

AIDA Al-powered Digital Assistant

AIS Automatic Identification System

Cc2 Command and Control

C4ISR Command, C_ontrol, Communications, Computers, Intelligence, Surveillance,
and Reconnaissance

COE-DAT Centre of Excellence-Defense Against Terrorism

COP Common Operational Picture

CT Counter-Terrorism

C-UAS Counter-Unmanned Aircraft Systems

CWIX Coaliti.on Warrior Interoperability eXploration, eXperimentation, eXamination
eXercise

DARPA Defense Advanced Research Projects Agency

DIANA Defense Innovation Accelerator for the North Atlantic

DoD Department of Defense (United States)

EU European Union

EUNAVFOR MED IRINI | European Union Naval Force Mediterranean Operation IRINI

GPS Global Positioning System

HUMINT Human Intelligence

IHL International Humanitarian Law
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ISR Intelligence, Surveillance, and Reconnaissance

JADC2 Joint All-Domain Command & Control

LLMs Large Language Models

MDA Maritime Domain Awareness

MDO Multi-Domain Operations

MENA Middle East and North Africa

MHC Meaningful Human Control

ML Machine Learning

MoD Ministry of Defence (United Kingdom)

MSA Maritime Situational Awareness

MSS NATO Maven Smart System NATO

NAGSF NATO Alliance Ground Surveillance Force

NATO North Atlantic Treaty Organization

NSAGs Non-State Armed Groups

NSD-S Hub NATO Strategic Direction South Hub

NSO NATO Standardization Office

0SG Operation Sea Guardian

OSINT Open-Source Intelligence

PRU Principle of Responsible Use

RAG Retrieval-Augmented Generation

RAI Responsible Artificial Intelligence

RMP Recognized Maritime Picture

SABER Securing Artificial Intelligence for Battlefield Effective Robustness
SHADE MED Shared Awareness and De-confliction in the Mediterranean
SIGINT Signals Intelligence

TEVV Test and Evaluation and Verification and Validation

UNCCT United Nations Counter-Terrorism Centre

UNICRI United Nations Interregional Crime and Justice Research Institute
UNSCR United Nations Security Council Resolution




Atificial Intelligence in NATO's Counter-Terrorism Approach: Strategic and Policy Challenges in the Medliterranean, with a Case Study on Libya 51

References

ADF Magazine. (2025). As drone warfare expands in Africa, Turkey increases share of the
market. https://adf-magazine.com/2025/02/as-drone-warfare-expands-in-africa-turkey-
increases-share-of-the-market/

Ahlawat, S. (2025). NATO acquires “NATO MSS”, an Al-enabled warfighting system that will
boost its command & control ability. Eurasian Times. https://www.eurasiantimes.com/nato-
acquires-nato-mss-an-ai-enabled-warfighting/

Allied Air Command Public Affairs Office. (2023). NATO drone unit has provided hundreds
of flying hours collecting critical intelligence for the Alliance. AIRCOM. https://shape.nato.
int/news-archive/2023/nato-drone-unit-has-provided-hundreds-of-flying-hours-collecting-
critical-intelligence-for-the-alliance

Allied Command Transformation. (2025a). What is interoperability? — And why it matters to
NATO. https://www.act.nato.int/article/what-is-interoperability/

Allied Command Transformation. (2025b). Harnessing artificial intelligence: Allied Command
Transformation at the forefront of NATO innovation. https://www.act.nato.int/article/
harnessing-artificial-intelligence/

Allied Command Transformation. (2025c). NATO’s Mainsail: Enhancing the security of critical
undersea infrastructure through advanced data exploitation. https://www.act.nato.int/article/
natos-mainsail/

Allied Command Transformation. (2025d). Frontline innovation: NATO’s 16th innovation
challenge counters fibre-optic controlled drone threats. https://www.act.nato.int/article/
innovation-challenge-fibre-optic-drones/

Amnesty International. (2024). Libya: Security forces, militias and armed groups carried out
arbitrary arrests. https://www.amnesty.org/en/location/middle-east-and-north-africa/north-
africa/libya/report-libya/

Atlantic Forum. (2025). Operation Unified Protector: The First (and last) of Its Kind. https://www.
atlantic-forum.com/atlantica/operation-unified-protector-the-first-and-last-of-its-kind

Ayhan, H. S. (2025). Terrorism and combating terrorism methods; Military operations and
strategic communication models. Defence Against Terrorism Review (DATR), 1, 7-20.
https://www.tmmm.tsk.tr/publication/datr/volumes/Vol.1-2025.pdf

Blanchard, A., & Bruun, L. (2024). Background paper: Bias in military Al. SIPRI. https://www.
sipri.org/sites/default/files/2024-12/background_paper_bias_in_military_ai_0.pdf

Bruun, L. (2025). ‘Constant care’ must be taken to address bias in military Al. International
Committee of the Red Cross (ICRC). https://blogs.icrc.org/law-and-policy/2025/08/28/
constant-care-must-be-taken-to-address-bias-in-military-ai/

Bruun, L., & Bo, M. (2025). Bias in military artificial intelligence and compliance with international
humanitarian law. SIPRI. https://www.sipri.org/sites/default/files/2025-08/0825_ai_military
bias.pdf

Bruun, L., Bo, M., & Boulanin, V. (2022). Retaining human responsibility in the development
and use of autonomous weapon systems. SIPRI. https://www.sipri.org/sites/default/
files/2022-10/2210_aws_human_responsibility.pdf

Byers, A. (2025). The Unintended Consequences of US Intervention in Libya. The Daily Economy.
https://thedailyeconomy.org/article/the-unintended-consequences-of-us-intervention-in-
libya/




52 Giada Belisi

Clapp, S. (2025). Defence and artificial intelligence. European Parliament Research Service
(EPRS). https://www.europarl.europa.eu/RegData/etudes/BRIE/2025/769580/EPRS
BRI(2025)769580_EN.pdf

Council of the EU. (2025). EU-NATO: 10th progress report reaffirms commitment to advancing
cooperation amid instability and security challenges. https://www.consilium.europa.eu/en/
press/press-releases/2025/06/10/eu-nato-10th-progress-report-reaffirms-commitment-to-
advancing-cooperation-amid-instability-and-security-challenges/

CSIS. (2024). Calibrating NATO'’s Vision for Al-Enabled Decision Support. Center for Strategic
and International Studies. https://www.csis.org/analysis/calibrating-natos-vision-ai-enabled-
decision-support

DARPA. (n.d.). SABER: Securing artificial intelligence for battlefield effective robustness.
Retrieved November 8, 2025, from https://www.darpa.mil/research/programs/saber-
securing-artificial-intelligence

Defence Innovation Accelerator for the North Atlantic (DIANA). (2024). DIANA cohort 1
snapshot. https://nsin.mil/assets/downloads/NATO%20DIANA%20-%20Snapshots %20
0f%20Cohort%201%20-%20April%202024.pdf

Defence Innovation Accelerator for the North Atlantic (DIANA). (2025). NATO DIANA unveils
10 new challenges to accelerate dual-use technology breakthroughs. https://www.diana.
nato.int/connect/nato-diana-unveils-10-new-challenges-to-accelerate-dualuse-technology-
breakthroughs.html

Good practices in countering terrorism in maritime domain seminar. COE-DAT. https://www.
researchgate.net/publication/376173612_Good_Practices_in_Countering_Terrorism_in
Maritime_Domain

Elhrari, G. (2024). Everything You Need to Know About Poverty in Libya. Borgen Project. https://
borgenproject.org/about-poverty-in-libya/

Emran, H. A. A., & Elhony, F. M. (2025). Challenges in implementing artificial intelligence in
Libyan higher education. East Asian Journal of Multidisciplinary Research, 4(8). http://
mtiformosapublisher.org/index.php/eajmr/article/view/439/516

Encarnacion, E. (2025). US Counter-Drone Tech Turns Shahed Kill Count Into NATO’s Next
Edge. NextGenDefense. https://nextgendefense.com/us-counter-drone-nato/

Eshel, T. (2025). NATO Al modernization: Palantir's Maven Smart System acquisition. Defense
Update. https://defense-update.com/20250418_palantir-mss-nato.html

FD Editorial Desk. (n.d.). NATO principles and the ethical landscape of autonomous weapons.
Faujidays. Retrieved November 16, 2025, from https://faujidays.com/hub/read/blogs/house-
blog/miltech/nato-principles-and-the-ethical-landscape-of-autonomous-weapons/

Frangois-Blouin, J. (2022). Responsible Al symposium — Legal implications of bias mitigation.
Lieber Institute West Point. https://lieber.westpoint.edu/legal-implications-bias-mitigation/

Freedberg, S. J. (2024). NATO updates Al strategy for the age of ChatGPT. Breaking Defense.
https://breakingdefense.com/2024/07/nato-updates-ai-strategy-for-the-age-of-chatgpt/

Gaeta, P. (2023). Who acts when autonomous weapons strike? The act requirement for
individual criminal responsibility and state responsibility. Journal of International Criminal
Justice, 21(5), 1033—-1055. https://doi.org/10.1093/jicj/mgae001

Gaub, F. (2013). The North Atlantic Treaty Organization and Libya: Reviewing Operation
UNIFIED PROTECTOR. US Army War College Press https://press.armywarcollege.edu/cgi/
viewcontent.cqi?article=1322&context=monographs




Atificial Intelligence in NATO'’s Counter-Terrorism Approach: Strategic and Policy Challenges in the Mediterranean, with a Case Study onLibya ~ 53

Guiora, A. N. (2017). Accountability and decision making in autonomous warfare: Who is
responsible? Utah Law Review, 2017(2), Article 4. https://dc.law.utah.edu/cgi/viewcontent.
cgi?article=1047&context=ulr

Guo, J. (2025). The ethical legitimacy of autonomous weapons systems: Reconfiguring war
accountability in the age of artificial intelligence. Ethics and Global Politics, 18(3), 27-39.
https://philpapers.org/rec/GUOTEL

Guru, A. (2025). Al in maritime surveillance: Uses, risks, and considerations. Observer Research
Foundation. https://www.orfonline.org/expert-speak/ai-in-maritime-surveillance-uses-risks-
and-considerations

Hoffman, W., & Kim, H. M. (2023). Reducing the risks of artificial intelligence for military decision
advantage. Georgetown University Center for Security and Emerging Technology (CSET).
https://cset.georgetown.edu/wp-content/uploads/CSET-Reducing-the-Risks-of-Artificial-
Intelligence-for-Military-Decision-Advantage.pdf

JFC Naples Public Affairs Office. (2017). NATO Strategic Direction South Hub officially opens.
SHAPE. https://shape.nato.int/news-archive/2017/nato-strateqgic-direction-south-hub-
officially-opens

Jred, A. B. (2025). The reality of big data in Libya and its readiness to support artificial intelligence
applications. Algalam Journal of Medical and Applied Sciences, 8(3). https://journal.utripoli.
edu.ly/index.php/Algalam/article/download/1046/910/2229

Kamel, L. (2017). The frailty of authority: Borders, non-state actors and power vacuums in a
changing Middle East. ltalian Institute of International Affairs. https:/www.iai.it/sites/default/
files/newmed_authority.pdf

Kausch, K., Bonsoms, A., Kasapoglu, C., Schmitt, L., & Svedkauskas, Z. (2022). Liberty’s
doom? Atrtificial intelligence in middle eastern security. Euromesco. https://www.euromesco.
net/wp-content/uploads/2022/07/Policy-Study27.pdf

Knoblauch, D., & Shrestha, A. (2024). Continuous auditing-based conformity assessment for
Al systems: A proof-of-concept evaluation. Testing Software and Systems (pp. 256—272).
Springer. https://doi.org/10.1007/978-3-031-80889-0_18

Kohanets, R. (2025). NATO deploys Al-powered Merops system to counter Russian drone
threats over Poland, Romania. United24 Media. https://united24media.com/latest-news/
nato-deploys-ai-powered-merops-system-to-counter-russian-drone-threats-over-poland-
romania-13176

Koné, H., & Koné, R. (2024). Sahel militants turn civilian drones into deadly weapons. Institute
for Security Studies. https://issafrica.org/iss-today/sahel-militants-turn-civilian-drones-into-
deadly-weapons

Kulueva, S. (2025). Blind spots in Al governance: Military Al and the EU’s regulatory oversight
gap. European Student Think Tank. https://esthinktank.com/2025/10/03/blind-spots-in-ai-
governance-military-ai-and-the-eus-regulatory-oversight-gap/

Lewis, D., Blum, G., & Modirzadeh, N. (2016). War algorithms and accountability. Harvard Law
School Program on International Law and Armed Conflict (PILAC). http://nrs.harvard.edu/
urn-3:HUL.InstRepos:28265262

Liang, C. S. (2023). Preventing terrorists from using emerging technologies. Vision of Humanity.
https://www.visionofhumanity.org/preventing-terrorists-from-using-emerging-technologies/

MarketsandMarkets. (2025). Al in military drones: Transforming modern warfare and operational
capabilities (2025 - 2030). https://www.marketsandmarkets.com/Researchlnsight/ai-in-
military-drones-transforming-modern-warfare.asp




54 Giada Belisi

Maulana, I., & Methodius, K. (2025). Legal accountability of algorithmic bias: Examining the
role of law in preventing discriminatory Al decisions. International Journal of Law and

Society. https://www.researchgate.net/publication/394756396_Legal_Accountability
of_Algorithmic_Bias_Examining_the_Role_of Law_in_Preventing_Discriminatory_ Al

Decisions

Mitchell, B. (2025). NATO inks deal with Palantir for Maven Al system. DefenseScoop. https:/
defensescoop.com/2025/04/14/nato-palantir-maven-smart-system-contract/

NATO Maritime Command. (2024a). Focused operations - force composition. MERCOM. https://
mc.nato.int/missions/operation-sea-guardian/focused-operations-force-composition

NATO Maritime Command. (2024b). Operation Sea Guardian completes successful patrols in
the Eastern Mediterranean. MERCOM. https://shape.nato.int/news-archive/2024/operation-
sea-guardian-completes-successful-patrols-in-the-eastern-mediterranean

NATO Maritime Command. (2025). Operation Sea Guardian. MERCOM. https://mc.nato.int/
missions/operation-sea-guardian

NATO. (2012). NATO and Libya (February-October 2011). https://www.nato.int/en/what-we-do/
operations-and-missions/nato-and-libya-february-october-2011

NATO. (2023). Operation Sea Guardian. https://www.nato.int/cps/en/natohg/topics_136233.htm

NATO. (2024a). Summary of NATO'’s revised Atrtificial Intelligence (Al) strategy. https://www.
nato.int/cps/en/natohg/official_texts_227237.htm

NATO. (2024b). NATO Secretary General’s Special Representative for the Southern
Neighbourhood. https://www.nato.int/en/about-us/organization/nato-structure/nato-
secretary-generals-special-representative-for-the-southern-neighbourhood

NATO. (2025a). Deterrence and defence. https://www.nato.int/cps/en/natohg/topics_133127.htm

NATO. (2025b). Data quality framework for the alliance. https://www.nato.int/en/about-us/
official-texts-and-resources/official-texts/2025/08/29/data-quality-framework-for-the-alliance

NATO. (2025c). Countering terrorism. https://www.nato.int/cps/en/natohg/topics_77646.htm

Neal, D. R., & Atakuzi, A. (2025). Mission Partner Kit: Advancing multinational interoperability
with NATO allies. US Army. https://www.army.mil/article/283999/mission_partner_kit
advancing_multinational_interoperability with_nato_allies

Palantir. (2024). A Palantir primer on the EU Al Act. https://blog.palantir.com/a-palantir-primer-
on-the-eu-ai-act-f8fad2ec8f93

Pfaff, A., Deveraux, B., Lohmann, S., Lowrance, C., Ozcelik, B., Spahr, T., Uveges, J., & Nyary,
G. (2025). The weaponization of Al: The next stage of terrorism and warfare. Defence
Against Terrorism Review (DATR). https://www.tmmm.tsk.tr/publication/researches/21-
TheWeaponizationofAl-TheNextStageofTerrorismandWarfare.pdf

Podnar, S., Marolda, G., & Lund, S. (2025). Barreling towards “significant misalignment”: A
comparative examination of Al regulation in the European Union and United States. Pittsburgh
Undergraduate Review, 4(1). https://www.pur.pitt.edu/pur/article/download/111/47/760

Reynolds, ., & Atalan, Y. (2024). Calibrating NATO’s vision for Al-enabled decision support.
Centre for Strategic and International Studies (CSIS). https://www.csis.org/analysis/
calibrating-natos-vision-ai-enabled-decision-support

Ringler, N. (2021). Turkey’s new joint operational concepts foreshadow the future of armed
conflict. Georgetown Security Studies Review. https://georgetownsecuritystudiesreview.

org/2021/03/16/turkeys-new-joint-operational-concepts-foreshadow-the-future-of-armed-
conflict/




Atificial Intelligence in NATO'’s Counter-Terrorism Approach: Strategic and Policy Challenges in the Mediterranean, with a Case Study onLibya 55

Sadik, G. (2023). Countermeasures against Terrorism and Hybrid Threats: Analysing the pros-
and-cons of emerging trends and the resilience of NATO. Defense Against Terrorism Analysis
Quarterly (DATA-Q), Vol. 2. https://www.tmmm.tsk.tr/publication/datag/dataq_vol2.pdf

Schwarz, E. (2024). The ethical implications of Al in warfare. Queen Mary University of
London. https://www.gmul.ac.uk/research/featured-research/the-ethical-implications-of-ai-
in-warfare/

SHAPE Public Affairs Office. (2025). NATO acquires Al-enabled warfighting system. SHAPE.
https://shape.nato.int/news-releases/nato-acquires-aienabled-warfighting-system-

Stanley-Lockman, Z. (2021). Responsible and ethical military Al: Allies and Allied perspectives.
Georgetown University Center for Security and Emerging Technology (CSET). https://cset.
georgetown.edu/publication/responsible-and-ethical-military-ai/

Stebbins, D., Girven, R., Parker, T., Deen, T., De Bruhl, B., Ryseff, J., Welburn, J., Yu Kleiman,
A., Bhatt, S., Sousa, E., Kepe, M., & Fay, M. (2022). Exploring artificial intelligence use to
mitigate potential human bias within U.S. Army intelligence preparation of the battlefield
processes. RAND Corporation. https://www.rand.org/pubs/research_reports/RRA2763-1.
html

Systematic. (2025). Al and C4ISR interoperability in NATO maritime operations. https://
systematic.com/us/industries/defense/news-knowledge/blog/ai-and-c4isr-interoperability-
in-nato-maritime-operations/

TheFutureCats. (2025). US vs. EU Al plans: A comparative analysis of the US and European
approaches. https://thefuturecats.com/us-vs-eu-ai-plans-a-comparative-analysis-of-the-us-
and-european-approaches/

Trigui, H., Guerfali, F., Harigua-Souiai, E., Qasrawi, R., Atri, C., Sokhn, E. S., & Znaidi, S. (2024).
Exploring Al governance in the Middle East and North Africa (MENA) region: Gaps, efforts,
and initiatives. Data & Policy, 6, e83. https://doi.org/10.1017/dap.2024.85

Tull, D. M. (2021). Operation Barkhane and the future of intervention in the Sahel. German Institute
for International and Security Affairs (SWP). https://www.swp-berlin.org/10.18449/2021C05/

Turkish Minute. (2025). Turkish defense contractor Aselsan debuts counter-drone system at
London fair. https://www.turkishminute.com/2025/09/11/turkish-defense-contractor-aselsan-
debuts-counter-drone-system-at-london-fair/

U.S. Department of Defense. (2022). Responsible artificial intelligence strategy and
implementation pathway. https://media.defense.gov/2024/Oct/26/2003571790/-1/-1/0/2024-
06-RAI-STRATEGY-IMPLEMENTATION-PATHWAY.PDF

U.S. Department of State. (2024). The U.S. Strategy to Prevent Conflict and Promote

Stability: 10-Year Plan for Libya.  https://www.state.gov/wp-content/uploads/2024/03/
The-U.S.-Strategy-to-Prevent-Conflict-and-Promote-Stability-10-Year-Plan-for-Libya-

Accessible-3.22.24 .pdf

UK MoD. (n.d.). Ambitious, safe, responsible: MOD'’s Al ethics principles. Retrieved November
16, 2025, from https://committees.parliament.uk/writtenevidence/121708/pdf/

UNICRI & UNCCT. (2021). Countering terrorism online with Al. UN Counter-Terrorism Centre
(UNCCT) & UN Interregional Crime and Justice Research Institute (UNICRI). https://www.
un.org/counterterrorism/sites/www.un.org.counterterrorism/files/countering-terrorism-
online-with-ai-uncct-unicri-report-web.pdf

United Nations General Assembly. (2024). Lethal autonomous weapons systems. Report of the
Secretary-General. United Nations. https://docs.un.org/en/A/79/88




56 Giada Belisi

Williams, S. T. (2024). Deja vu? The trajectory of Libyan armed groups in 2024. Brookings
Institution. https://www.brookings.edu/articles/deja-vu-the-trajectory-of-libyan-armed-

groups-in-2024/

Windward Al. (2025). What is open-source intelligence (OSINT)? Retrieved November 8, 2025,
from https://windward.ai/glossary/what-is-open-source-intelligence/

Wojciech, L. (2022). NATO augments its technology policy: Opportunities and challenges for the
Allies. PISM. https://pism.pl/publications/nato-augments-its-technology-policy-opportunities-
and-challenges-for-the-allies

World Bank. (2024). Poverty headcount ratio at national poverty lines (% of population) - Libya.
World Bank Data. https://data.worldbank.org/indicator/SI.POV.NAHC




Defence Against Terrorism
Review DATR Magazine

DATR, 2026; 1 : 57-66
Electronic Online ISSN 1307 - 9190

Cyberterrorism in the Age of Al and Gaming:
What NATO Must Do Now

Dr. Erdal Ozkaya'

Abstract

The nature of terrorism has undergone a structural transformation.
Between 2024 and 2026, the convergence of generative artificial
intelligence and immersive digital platforms, particularly online gaming
ecosystems, has produced an operational environment in which terrorist
groups can recruit, radicalize, plan, and prepare operations at a pace that
outstrips traditional counter-terrorism responses. Drawing on practitioner
experience acrossnu more than 50 countries and on published intelligence,
enforcement, and policy reporting, this article examines two threat
vectors that now define this environment. The first is the weaponization
of large language models and deepfake technologies for psychological
operations, propaganda, and adaptive cyber attack development. The
second is the systematic exploitation of gaming platforms as venues
for radicalization, recruitment, and the normalisation of extremist
violence, as evidenced by Europol's 2025 enforcement operations.
The article argues that NATO’s current doctrinal and institutional
frameworks — developed for slower, geographically bounded threats —
are structurally misaligned with adversaries that are digital-first, deliberately
sub-threshold, and distributed across privately owned infrastructure. It
proposes three reforms: a clearer and operationalised Article 5 trigger
framework for cyber operations; genuine public-private integration at the
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operational level rather than the advisory level; and the deployment of Al-
powered defensive capabilities at institutional scale. It concludes that the
centre of gravity of conflict has already shifted, and that NATO’s ability to
adapt at the speed of that shift is now a strategic variable in its own right.
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1. Introduction: The Blurred Battleground

The line between a cyber incident and a physical attack has disappeared.
What governments once categorised as a ‘cyber event’ distinct from kinetic
conflict, handled by a different set of institutions and doctrines, is now operational
reality. It affects infrastructure, destabilises public trust, and produces measurable
consequences for national security (Europol, 2025a) The conceptual wall that
separated the digital from the physical was never structurally sound. It has now
collapsed entirely.

| have spent 25 years working across more than 50 countries advising
governments, militaries, and critical infrastructure operators on the security
threats they were not yet prepared to confront. The question | have been asked
more than any other, especially in NATO advisory contexts, is some version of
the following: how bad is it, really? The honest answer, in 2025 and 2026, is this
it is worse than the headlines suggest, moving faster than our institutions are
built to handle, and the gap between the threat and our collective response is
widening.

This article is not a theoretical exercise. It is an applied analysis of two specific
trends that have defined the threat landscape between 2024 and 2026: the
weaponisation of artificial intelligence particularly generative Al and large language
models for terrorist recruitment, propaganda, and cyber attack development; and
the exploitation of online gaming platforms as environments for radicalisation and
extremist organising. Both trends are documented, operational, and escalating.
And both reveal the same underlying structural problem: NATO and its member
states are relying on counter-terrorism frameworks designed for a slower, more
geographically bounded threat environment.

The goal of this article is practical. | am not writing to describe the problem —
that has been done. | am writing to explain what NATO needs to change and why
the window for incremental adjustment is closing.
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2. From Hacking to Havoc: The Evolving Face of Cyberterrorism

For most of the first two decades of the twenty-first century, cyberterrorism
occupied an uncomfortable space in security planning: alarming enough to generate
significant policy discussion, yet insufficiently destructive in practice to compel the
structural reforms that discussion called for. Website defacements, distributed
denial-of-service attacks, and data theft were disruptive and occasionally damaging,
but they did not produce the kind of consequences physical destruction, mass
casualties, collapsed infrastructure that drove institutional change. The result was
a persistent gap between the seriousness of the rhetoric and the modesty of the
response.

That gap has closed. What we are observing between 2024 and 2026 is a
qualitative shift in the capability and ambition of non-state cyber actors. This is not
simply a matter of more attacks, or more sophisticated tools, though both are true.
It is a matter of intent and effect: groups are now achieving genuine operational
impact, not merely visibility.

The most structurally significant development is what the intelligence
community refers to as pre-positioning. Security researchers and government
agencies have documented the presence of malware embedded inside energy
grids, water treatment systems, and telecommunications networks placed not to
activate immediately, but to sit dormant until a moment of the attacker’s choosing.
The logic is not disruption; it is leverage. It transforms a cyber capability into a
latent form of coercion, always present, always available, and increasingly difficult
to detect or attribute.

The other development that has transformed the threat landscape is
accessibility. Cyber-as-a-Service has fundamentally altered the economics of
malicious capability. Technical expertise that was, until recently, the exclusive
province of nation-states or well-resourced criminal organisations is now
available for rental to groups with ideological motivation and modest funding. The
practical consequences are significant: attribution becomes harder, because the
infrastructure and tools may be shared across multiple actors; and response time
shrinks, because the development cycle that previously took months can now be
compressed into weeks (Europol, 2025b)

NATO'’s collective defence posture was not designed for this environment. The
alliance’s cyber doctrine has evolved the 2022 Strategic Concept acknowledged
that ‘cyberspace is contested at all times’ but the institutional machinery for
responding to sub-threshold cyber operations remains incomplete, fragmented
across member states, and slow by the standards of the threat it faces.
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3. Artificial Intelligence as a Force Multiplier for Terrorism

Artificial intelligence has not simply improved terrorist operations. It has
scaled them in ways that were not possible two years ago and that our defensive
frameworks have not yet fully reckoned with.

The mostimmediate and documented application is ininformation warfare. Large
language models have eliminated the language barrier for propaganda production.
A group operating from a single location can now generate persuasive, culturally-
aware, and grammatically fluent content in dozens of languages simultaneously
tailored to specific national audiences, referencing local political grievances, and
designed to be indistinguishable from organic commentary. This is not a theoretical
capability. Russia’s Storm-1516 information operation, documented extensively
in 2024 and 2025, demonstrated that Al-generated content could be laundered
through fake local news sites and repeated as fact by mainstream Al chatbots with
one audit finding that leading Al systems repeated these disinformation narratives
over 31 percent of the time (NATO, 2022)

Deepfake technology has added a visual dimension to this threat that is
qualitatively different from text-based disinformation. The production of convincing
synthetic video of political and military leaders - making statements they never
made, appearing in contexts they never occupied - does not simply introduce false
information into the information space. It introduces doubt about all information.
When a population cannot reliably distinguish authentic video from fabricated
video, the damage is not limited to the specific fake; it extends to the credibility of
real footage. Research published in 2025 documented a fivefold rise in deepfake
content and a 550 percent increase in deepfake videos since 2019 (CEPA, 2025)
The strategic implication that control of the information environment may matter
more than control of physical terrain represents a genuine doctrinal challenge for
an alliance whose doctrine was built around the latter (Goldman, 2024)

On the offensive technical side, Al is being applied to the development of
adaptive malware code that modifies its own behaviour in response to detection
attempts, effectively outpacing defence cycles that operate at human speed. For
practitioners with backgrounds in incident response, the implications are clear: the
traditional model of detect, analyse, and patch already under pressure from the
speed of modern attacks becomes structurally inadequate when the attack can
adapt faster than the analysis (Laity, 2022)

Automated phishing, personalised at scale using Al-generated content,
represents a third application that has already produced measurable operational
impact. In early 2024, a finance officer at a multinational firm in Hong Kong was
defrauded of approximately USD 25 million by a deepfake video conference in
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which all participants, including the company’s CFO, were synthetic (European
Parliament Research Service, 2025) If this level of capability is available for
financial fraud, it is available for social engineering in security contexts as well
(World Economic Forum, 2024)

The uncomfortable conclusion, and | say this as someone who has spent
considerable time in advisory roles urging organisations to invest in Al-powered
defence is that if your defensive posture still operates at human speed, you are losing
this race. This is not a prediction about the future. It is a description of the present.

4. The Gaming Frontier: Radicalisation in Plain Sight

When | raised the subject of gaming platforms as radicalisation environments
in a NATO advisory session, | received some sceptical responses. The association
of online gaming with serious security threats seemed, to some in the room, like a
category error a conflation of entertainment technology with operational terrorism
infrastructure.

That scepticism is now demonstrably wrong, and the evidence that dispels it
comes not from academic modelling but from live enforcement operations.

On 13 November 2025, Europol's European Union Internet Referral Unit
coordinated a Referral Action Day involving eight European countries Denmark,
Finland, Germany, Luxembourg, the Netherlands, Portugal, Spain, and the
United Kingdom specifically targeting gaming and gaming-adjacent platforms.
The operation resulted in the referral of thousands of URLs hosting dangerous
and illegal material, including 5,408 links to jihadist content, 1,070 links to violent
right-wing extremist and terrorist material, and 105 links to racist and xenophobic
content (Frontiers in Atrtificial Intelligence, 2025)

These numbers are significant not just in their scale, but in what they reveal
about the operational methodology. Europol’s post-operation analysis documented
at least six distinct techniques used by extremist actors to exploit gaming
platforms: the creation of custom game maps simulating real-world attacks;
modification of existing games to reward extremist behaviour within the game’s
mechanics; exploitation of in-game chat and voice communication for recruitment;
use of gaming-adjacent platforms including Discord, Reddit, Steam, and Twitch;
the embedding of extremist references and imagery in gaming content; and the
gamification of real-world violence including the use of leaderboards and reward
systems linked to actual attacks with fatalities (NewsGuard & Lawfare Media, 2025)

What makes this particularly difficult to address is not the technical sophistication
of these methods most are operationally simple but their invisibility to traditional
monitoring systems. Many accounts involved in the November 2025 operation did
not display obvious markers of extremist affiliation. The dissemination pattern was
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layered: content recorded within a game or its chat function would be modified with
extremist language, coded imagery, or music, and then distributed across mainstream
social platforms making attribution and early detection extremely challenging (ACI
Worldwide, 2024, as cited in Frontiers in Artificial Intelligence, 2025)

The demographic dimension compounds the structural challenge. Europol’s
EU TE-SAT 2025 documented a continuing increase in the involvement of minors
and young people in terrorist and violent extremist activities across EU Member
States in 2024 (European Parliament Research Service, 2025) Gaming platforms
environments in which young people routinely spend three to five hours daily, in
persistent social communities built on mutual trust and shared experience are
ideally configured for the kind of gradual normalisation that radicalisation requires.
The EU’s Radicalisation Awareness Network has warned that extremists are
already making what it describes as ‘strategic and organic’ use of these spaces,
including the deployment of grooming tactics to recruit minors (Europol, 2025b)

The current enforcement response identify, refer, take down is necessary but
insufficient. As Europol’s own operation demonstrated, removal of one cluster of
content is followed almost immediately by the emergence of replacement content
elsewhere. We are not achieving containment; we are achieving displacement.
And displacement, in a distributed digital environment, is not a victory.

In one advisory engagement in 2025, a European law-enforcement unit
initially dismissed indicators emerging from gaming-related channels as peripheral
and non-actionable. The activity did not match existing radicalisation profiles and
was therefore de-prioritised. Six months later, post-incident analysis linked those
same channels to offline facilitation activity. The signals had been visible, but the
monitoring frameworks were not designed to recognise them as operational warning
indicators. This pattern, not a lack of data but a mismatch between institutional
models and how radicalisation now actually unfolds, is increasingly common.

5. A Proactive NATO Strategy: Three Structural Reforms

| want to be precise here, because the policy recommendations that follow are
not incremental adjustments to existing doctrine. They are structural changes, and
they require honest acknowledgement that NATO’s current institutional architecture
was not designed for this threat environment.

This is not a criticism of NATO’s commitment or capability. It is an observation
about institutional design lag the gap between the pace at which threats evolve
and the pace at which large multilateral institutions can aoudapt their doctrine,
legal frameworks, and operational structures. That gap is currently wide enough to
be strategically consequential.
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5.1. Redefine the Article 5 Trigger Framework for Cyber Operations

NATO’s current position on cyberattacks and Article 5 is one of deliberate
ambiguity. The alliance agreed at the 2014 Wales Summit that a significant
cyberattack could constitute grounds to invoke collective defence, and at the 2023
Vilnius Summit, leaders agreed that malicious cyber activities could trigger Article
5 on a case-by-case basis (Security Management/ASIS International, 2025) The
intention behind this ambiguity was deterrence through uncertainty as an adversary
who cannot predict the response threshold will behave more cautiously.

In practice, the opposite has occurred. U.S. Cyber Command’s Emily Goldman
warned explicitly at the 2024 CyCon conference in Tallinn that NATO’s adversaries
have become skilled at conducting cyber operations that remain deliberately below
the Article 5 threshold achieving, in her phrase, ‘strategically consequential effects’
on allied nations without triggering a collective response (Europol, 2025a) The
ambiguity that was meant to deter is being actively exploited as operating space
(The Register, 2025)

What is needed is not a hair-trigger an overly sensitive threshold that could draw
NATO into conflicts that do not rise to the level requiring collective defence. What
is needed is a clear, pre-agreed framework that defines the categories of cyber
operation — particularly Al-enabled operations targeting critical infrastructure,
democratic processes, or command and control systems that constitute acts of
aggression requiring collective response. The time spent in post-incident debate
about whether something ‘counts’ is time that attackers are using. Clarity is a form
of deterrence. Ambiguity, at present, is a vulnerability.

5.2. Operational Public-Private Integration

There is a growing policy consensus that voluntary platform compliance and
content moderation frameworks can solve much of this problem. This view is
demonstrably insufficient. Voluntary frameworks are effective for large-scale content
governance; they are demonstrably insufficient in adversarial security environments
where malicious actors adapt faster than platform policies can be revised

Governments and militaries do not own or control the platforms where the
threats described in this article are operating. The gaming companies do. The cloud
infrastructure providers do. The social platforms do. This is not a novel observation
it has been made repeatedly in policy contexts for at least a decade. But the
response has remained largely performative: information-sharing arrangements
that produce reports, working groups that generate recommendations, and
partnership frameworks that create the appearance of coordination without the
substance of it.
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What is required is operational integration — a fundamentally different level of
engagement between NATO member state security agencies and the technology
sector. This means shared detection systems with real-time threat feeds. It means
pre-agreed protocols for what happens when extremist content is identified
on a platform, so that the response is measured in hours rather than weeks. It
means legal frameworks that enable intelligence-sharing across the public-private
boundary without creating the surveillance overreach that rightly concerns civil
liberties organisations. And it means investment in the trust-building work at both
the institutional and personal level — that makes this kind of integration possible
(NATO, 2022)

None of this is technically difficult. All of it requires political will and a willingness
to have uncomfortable conversations about jurisdiction, liability, and the appropriate
limits of government access to private platform data. Those conversations need
to happen. The alternative is a permanent enforcement deficit in which law
enforcement and intelligence agencies are always reacting to a threat environment
that is already two steps ahead.

5.3. Al-Powered Defensive Capability at Scale

The most significant of these recommendations is that the capability gap it
addresses is widening every month and the window for closing it without significant
loss is narrowing.

NATQO’s 2025 Cyber Coalition exercise its largest ever, involving approximately
1,300 participants from 29 allies and seven partner nations was designed around
threats that remain deliberately below the Article 5 threshold (CEPA, 2025)
The exercise is valuable. But an exercise built around sub-threshold scenarios,
however well-designed, is an exercise in reactive capability. The threat has moved
to proactive, adaptive, Al-powered operations. Defence must follow (Goldman,
2024)

Specifically, what NATO and member states need to deploy — not pilot, not
experiment with, but actually deploy as operational capability includes three
components. First, predictive threat modelling: Al systems trained on signals
intelligence, open-source intelligence, and platform data to identify radicalisation
patterns, attack pre-positioning, and influence operation infrastructure before they
become operational. Second, automated detection of extremist content at scale
systems capable of operating at the speed and volume that human analysts cannot,
working in genuine partnership with platform operators rather than in periodic
coordination with them. Third, Al-assisted response to disinformation campaigns:
rapid detection, attribution, and counter-narrative deployment at machine speed,
not editorial cycle speed (The Record from Recorded Future News, 2025)
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The objection | hear most frequently to this level of Al deployment in security
contexts is about risk: the risk of false positives, the risk of algorithmic bias, the risk
of creating surveillance infrastructure that can be turned to other purposes. These
are legitimate concerns and they deserve serious engagement. But the alternative
maintaining human-speed defence against machine-speed attack is not a cautious
choice. It is a losing one.

6. Conclusion: The New Centre of Gravity

After 25 years in this field, | have learned to be sceptical of people who describe
threats as unprecedented. Every era produces its own unprecedented threat, and
most of them turn out to be variations on familiar patterns.

This one is genuinely different not because of any single technology, but
because of a specific combination of factors: the speed at which attacks can now be
conceived and executed; the scale at which influence operations and radicalisation
can be conducted simultaneously across multiple platforms and languages; and the
invisibility that comes from exploiting digital infrastructure that was not designed
with security as its primary value.

The convergence of Al-driven operations with immersive, hard-to-monitor
platforms has created an environment in which the traditional sequence of
detect, attribute, and respond, already under pressure, is no longer adequate
as a primary posture. The primary battlefield has shifted. It is digital first, with
physical consequences, and the organisations that adapt their doctrine, their legal
frameworks, and their institutional culture to that reality are the ones that will be
effective.

NATO has the talent, the resources, and the mandate to lead that adaptation.
What it needs, in addition, is the institutional willingness to move at the speed the
threat is actually moving which is faster than the pace of multilateral consensus-
building, faster than procurement cycles, and faster than the revision schedule of a
Strategic Concept that was current in 2022 and is already being outpaced.

This is not a future scenario we are warning about. The Europol operations of
2025 were not a warning shot. The documented Al-enabled influence operations
of 2024 and 2025 were not a rehearsal. The attacks on critical infrastructure
documented in member states’ own reporting are not academic case studies. They
are operational realities. And the gap between what is occurring and what we are
collectively doing about it is the real strategic risk (European Leadership Network,
2022)

Disclaimer: The views expressed in this article are solely those of the author and do not represent the
views of NATO, COE-DAT, or any NATO member country.
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