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5.2 Improvised Explosive
Devices (IEDs)

We are all familiar with the
increasing tendency of terrorists
employ new explosion delivery
methods such as Improvised
Explosive Devices (IEDs). Besides,
their being the leading cause of
fatalities and injuries and they very
negatively affect the morale of the
counter terrorism forces. In this
respect, IEDs are tactical weapons
with strategic influence. Just to
show  how  popular and
widespread have the IEDs become
for terrorists, let’s look at the statics
of the third quarter of the year
2009. Out of 2782 terrorist

incidents 952 were carried out by
using [EDs.

When the figures from the last
quarter of the year 2008 to the third
quarter of the vyear 2009 is
examined, one can easily recognize
the increase in the use of IEDs. In
the last quarter of 2008, out of the
2574 terrorist incidents, 601 of them
was carried out with TEDs." The
number of the terrorist attacks with
IEDs corresponds to 772 out of
2403 for the first quarter of 2009
and 953 out of 2831 attacks for the
second quarter of the year 2009".
Therefore, such trend promises that
IEDs will be the weapon of choice
for the terrorist in the future.

Graphic 2: The Deadliest Tactics Used in the Third Quarter of 2009.

Source: Based on the statistics done by the Information Collection and Management Center (ICMC)
in the Centre of Excellence Defence Against Terrovism (COE-DAT). It is also included in the Ergtin
Eriin and Gokcen Akyiiz, “General Overview of the Terrorist Activities (July-September 2009)”,
Newsletter, Vol.2, Issue.12, COE-DAT, Ankara, July- September 2009, p.14.

17 Ergiin Eriin, “General Overview of the Terrorist Activities (October- September 2008)°, /) : Vol.2, Issue.9, COE-DAT] Ankara, January 2009, p.S.

18 Ergin Eriin and Gokgen Akyiiz, “General Overview of the Terrorist Activities (January-March 2009)", Newsletter, Vol.2, Issue 10, COE-DAT] Ankcara, April 2009,
p».10.

19 Eygiin Eriin and Gokgen Akyiiz, “General Overview of the Terrorist Activities (January-March 2009)°, Newsletter, Vol.2, Issue 11, COE-DAT, Ankara, July 2009,
p. 13
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5.3 Suicide Bombing:

Today, suicide bombing turns out
to be another weapon of choice. It
is the most radical existential act,
unpredictable, very effective against
soft targets. Its psychological impact
can even be regarded as one of the
most effective. It has great tactical
advantages. The first significant
tactical advantage for the terrorists
is its being cost-effective. According
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to Hoffman, a single suicide attacks
cost as little as $ 150 with an
average of killing twelve people.?
More complicated attacks may cost
more, but when compared with the
effect of the bombing, the cost of
the attack is bearable. The cost of
the 9/11 terrorist attacks for the
terrorists is estimated as 400.000 to
500.000 $. The cost of the attack is,
without doubt, incomparable to the
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Graphic 3: Deadliest Terrorist Tactics Used (Last Quarter of 2008 to Third Quarter of 2009)
Source: Based on the statistics done by the ICMC in the COE-DAT. The graphs are included in the
Newsletter (Issues 9, 10, 11, 12) published by the COE-DAT. (See Footnotes 18, 19, 20).

20 Bruce Hoffman, “Ihe Logic of Suicide Terrorism,” in Terrorism and Counterterrorism: Understanding the New Security Environment Russell D. Howard and
Reid L. Sawyer(ed.s), Guilford: McGraw-Hill/Dushkin, 2004, pp.260-261.
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material cost to the US economy
leaving aside the moral impact
resulting from the mass casualties.*

The second most important tactical
advantage for the terrorists is the
fact that there is not a chance to
interrogate the bomber since he/she
is killed during the attack. Hence,
there is minimum security risk for
the terrorist group. In accordance
with that, there is no escape plan
required for the bomber, too.
Suicide bombers are generally
referred as ‘smart bomb’s since the
appropriateness of the time and
venue for the attack is in the
discretion of the attacker in respect
to the targeted audience. When
these tactical advantages are
combined with the psychological
impact of the attack on the target
population, it will continue to be
one of the most preferred tactics by
the terrorists in the future.

5.4 Cyber Terrorism

It is a very well known fact that
terrorist use internet for
propaganda, recruitment, command
and  control, research  and
development. For an attack to be
considered as cyber terrorism, “it
[an attack] should result in violence
against persons or property, or at
least cause enough harm to
generate fear”?. By cyber attacks,
the terrorist can inflict much wider
damage or change to a country than
one could by killing some people.
Terrorsits can disable a country’s
military defenses or shut off the
power in a large area. Thus,
compared to the traditional means,

mehtods and tactics, “terrorists can
affect more people at less risk”?.
Today we know that cyber terrorists
can endanger the security of any
nation by targeting the sensitive and
secret information or destroy the
economy of the country by
attacking the critical infrastructure in
the big towns such as electric
power and water supply.

The probability of a cyber attack by
terrorists among scholars and
experts is very much discussed
since there is not evidence that
terrorist organizations are actively
planning to use computers as a
means of attack. There is also
disagreement among some experts
about whether critical infrastructure
computers are effective targets for
furthering terrorists’ goals.
However, can anyone guarantee
that the tactics used by hackers
today will not be used by terrorists
in planning a cyber terrorist attack?
We know that computer viruses,
worms, spy ware and malicious
programs as such enable cyber
crime and espionage. Why are not
they preferred by terrorists if not
today, but tomorrow?

A cyber attack is cheaper than
traditional methods. It can be
remotely conducted from anywhere
in the world and for sure it is
difficult to be tracked. Furthermore,
the attackers can easily hide their
personalities and location and there
are no physical barriers or check
points that they have to cross. And
in the end, through cyber attacks,
they can target and affect large
numbers of people.

21 “9/11  Panel: Al  Qaeda  Planned  to  Hijack 10 Planes”, CNN  International, 17 June 2004, available  from
bttp://edition.cnn.com/2004/ALLPOLITICS/06/16/91 1.commission/

22 Gabriel Weiman, “Cyberterrorism: How Real is the Threat?”, Special Report 119, United States Insitute of Peace, December 2004,
bttp://www.usip.org/files/resources/sr119.pdf.

23 Jimmy Sproles and Will Byars, quoted in Mudawi Mukbtar Elmusheref, “Cyber Terrorism: The New Kind of Terrorism”, Comuter Crime Research Center, 2004.
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5.5 Growing Interconnectedness
between Terrorists and
Organized Crime Groups

Today “the once clear lines
between the international drug
trade, terrorism and organized
crime are blurring, crossing and
mutating as never before.”?* For
instance,  narco-terrorism  has
become a worldwide issue
regardless  of  territorial  or
ideological boundaries. What we
know today is that vast majority of
terrorist organizations are relying
on drug trade as a source of
funding themselves.” Today many
terrorist group turn to cooperating
with or offering services to
transnational  organized crime,
since it is more profitable and
practical. Besides, operating as
networks with independent and
compartmentalized cell structures
and making these networks more
complicating with such
cooperation, they are concurrently
making it harder to investigate
them.?

Although the links between
transnational crime and terrorism
are evident in the ‘ihadist’ groups,
it is not confined to them. There
exists such links in other regional
conflicts such as Peru with the
Sendero Luminoso and Nepal with
Maoist insurgents. The drug trade
in Afghanistan funds Taliban and
organized crime activities has
sustained the violence in Kosovo.”
International crime in these regions
linked to the other parts of the
world. This is witnessed in the

drugs from Afghanistan are
distributed by local crime groups
in. The international crime and
terrorist  networks  particularly
intersect generally in the conflict
areas, where law enforcement and
border control agencies are
corrupt.®®

Decreasing  state-sponsorship is
generally counted among the most
important  reasons  for  the
cooperation between the organized
crime groups and terrorists.
Another reason can be counted as
the ideological bankrupts that the
terrorist organizations experienced.
When their ideologies bankrupt,
and the context is irrelevant for
them to adopt another ideology for
legitimizing their terrorist activities,
and turned towards organized
crimes to further their spoiled
causes. The reasons for the
increasing link between the two
cannot be an exhausted list,
sometimes very contextual, but it is
for sure, very much complicating
the countering efforts for both.

5.6 A Terrorism-Piracy Nexus?

The piracy attacks off the Horn of
Africa and Gulf of Aden in 2008 has
attracted the world’s attention to
the sea once more. However, what
complicated the picture of maritime
threat is the growing speculation
that a tactical nexus could emerge
between piracy and terrorism. One
of the main concerns is that terrorist
groups will seek to overcome their
existing operational constraints in
sea-based capabilities by working

24 Frank Cilluffo, “Threat Posed by the Convergence of Organized Crime, Drug Trafficking and Terrorism”, 2000, available —at
www.csis.org/bill/ts001 21 cilluffo.html.

25 Ibid.

26 Bartosz H. Stanislawski, “Transnational ‘Bads’ in the Globalized World”, Public Integrity, Issue 6, 2004, p.158.

27 Louise Shelley, “The Unhboly Trinity: Transnational Crime, Corruption and Terrorism”, Brown Journal of World Affairs, Vol.11, Issue 2, 2005, p.103.

28 Ibid.
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in conjunction with or
subcontracting out missions to
maritime  crime  gangs  and
syndicates. In fact, the presumed
convergence between maritime
terrorism and piracy remains highly
questionable.

To date, there has been no credible
evidence to support speculation
about such a nexus emerging. Just
as importantly, the objectives of the
two actors remain entirely distinct.?’
Besides that, one can assert that
piracy, as a type of organized crime
has different objectives,
predominantly material gain, from
terrorism which has a political end.
However, nobody can guarantee
that the roads of piracy and
terrorism will never converge as it
as already happened with some
other type of transnational
organized crime like drug or
human  trafficking or arms
smuggling. Thus, piracy and
terrorism may pursue at least a
tactical partnership or cooperation
in certain contexts where the
resulting instability is to the benefit
of the two.

That said, the possibility of a
possible conflation between piracy
and terrorism has informed the
perceptions  of  governments,
international organizations and
major shipping interests around the
world. There have been persistent
reports of political extremists
boarding vessels in Southeast Asia
in apparent effort to learn how to
pilot them for a return of 9/11 at
sea.

5.7 Conclusion

Within the context of the possible
trends discussed throughout the
paper, one can conclude that
ideology will continue to be an
important component of terrorism
and shifts in ideologies, in line
with the international conjuncture,
will easily be witnessed even
within ~ the  same  terrorist
organizations. In terms of the
structure  of  the
organization, it can be said that the
hierarchical structures of terrorist

terrorist

organizations will continue, but
the additional cell structures will
harden the task of counter-
terrorism strategies. In addition to
that, self-radicalized individuals
and small groups constitute an
important challenge for prevention
strategies of terrorism as well as
the consequence management
strategies due to the high
unexpectedness of a possible
attack. In terms of means and
methods, IEDs and suicide
bombings will continue to be the
weapons of choice for the
terrorists in terms of their tactical
advantages.  Cyber
constitutes another important
terrorist threat for the future.
Bearing in mind the terrorist
intentions for using WMDs for
decades, due to the catastrophic
results that is to stem from a
possible terrorist attack with
WMDs, they continue to have the
highest priority in the security
agendas of states as well as

terrorism

international organizations.

29 Peter Chalk, The Maritime Dimension of International Security: Terrorism, Piracy and Challenges for the United States, RAND Corporation, Santa Monica,
Arlington, Pittsburg, 2008
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COE-DAT
ACTIVITIES

COE-DAT was visited by a
delegation from HUMINT COE
on 20-21 July 2010.

COE-DAT hosted the “NATO Counter Improvised Explosive Device (C-IED) Staff Officer
Awareness Course (SOAC)” on 19-23 July 2010 in Ankra/Turkey. The course was intended to

familiarize Staff Officers and Senior Non-Commissioned Officers assigned to Battle Staffs at
Operational level Headquarters with an overview of the IED system and approaches to attacking it. Having
designed for J2, J3 and information operations staff officers, the course focused on battle staff interaction
at the operational level. The course covered the following topic areas: Introduction to Asymmetric Threats
and IEDs, NATO C-IED doctrine and capability development, key operational activities, and staff interaction
and processes for attacking the TED system. There were 29 participants from 8 different countries and 6
lecturers from 3 different countries.
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COE-DAT was visited by a
delegation from United States
Office of Naval Research Global
(UNRG) on 17 August 2010.

COE-DAT was visited by a
delegation from Kazakhstan
on 15 September 2010.
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COE-DAT was visited by the
Minister of Defence of
Maldives, Mr. Ameen FAISAL
on 15 September 2010.
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COE-DAT organized an Advanced Training Course on “Enhancing Cooperation in Defence Against
Terrorism” on 20-24 September 2010 in Astana/Kazakhstan. The course covered the history, causes
and definition of terrorism, terrorism and mass psychology behavior, countering the ideology of
terrorism, the challenge of cyber terrorism, critical infrastructure protection, financing of terrorism, energy
security, legal aspects of terrorism, WMD terrorism, crisis management in defence against terrorism, role of
intelligence in defence against terrorism, NATO’s defence against terrorism policy, public information
management for media coverage of terrorist acts, analyzing counter terrorist strategies as well as case studies
about analyzing the threat and developing counter terrorism strategies. There were 34 participants from 5
different countries and 11 lecturers from 5 different countries.
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COE-DAT hosted another “NATO Counter Improvised Explosive Device (C-IED) Staff Officer
Awareness Course (SOAC)” on 20-24 September 2010 in Ankara/Turkey. The course aimed to

educate Staff Officers assigned to Brigade Headquarters Level and above with an overview of the
threat from IEDs, with the emphasis on staff interaction, responsibilities and approaches to defeating the TED
system in accordance with NATO C-IED Doctrine. The course was intended to promote an understanding
of Asymmetric and IED threats, an appreciation of NATO C-IED doctrine as well as an understanding of
operational headquarters capabilities, requirements and concepts for Countering IEDs in theatres of
operation. There were 30 participants from 11 different countries and 7 lecturers from 3 different countries.
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COE-DAT was visited by the Chief of Operations of the Turkish General Staff, LTG Abdullah
RECEP on 24 September 2010.
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COE-DAT was visited by a
delegation of National Military
Representatives from SHAPE on
28 September 2010.

COE-DAT was visited by the
Commander of Special Armed
Forces of the Republic of Korea,
LTG Yong Rim CHOI on 28
September 2010.
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FUTURE
ACTIVITIES

:
,
ki

on 11-12 October 2010 in Ankara/Turkey. The workshop intends to elaborate the possible future
trends in terrorism in terms of means, methods, ideology and organization with reference to the
past and present state of terrorism.

. COE-DAT is going to conduct an Advanced Research Workshop on “Future Trends in Terrorism”

COE-DAT is going to carry out a course on “Terrorism and Media” on 01-05 November 2010 in
2 Ankara/Turkey. The course aims to examine media coverage of terrorism, the requirements of
media as well as how to deal with media and the best practices in managing information in
defence against terrorism.

COE-DAT is going to conduct an Advanced Research Workshop on “Maritime Security and
. Defence Against Terrorism” on 08-09 November 2010 in Ankara/Turkey. The workshop intends

to discuss the security challenges in the maritime environment and their likely implications on
terrorism by bringing together the subject matter experts, academics as well as the practitioners.

COE-DAT is organizing an Advanced Training
Course on “Defence Against Terrorism:
Conceptual Approach in Combating Terrorism”
on 22-26 November 2010 in Serbia. The course
intends to analyse the current and future
terrorist threat with different dimensions and
examine counter-terrorism strategies in detail.
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