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Editor’s Note
Dear Defence Against Terrorism Review (DATR) Readers,

As one of the key publications of the Centre of Excellence-Defence Against Terrorism
(COE-DAT), Defence Against Terrorism Review (DATR) publishes well-researched articles
with reliable information and practical recommendations. As part of its mission to make
contribution to the counter-terrorism efforts of NATO as well as its members and partner
nations, the COE-DAT is proud to present the first Volume of DATR 2025. This volume
includes four insightful articles exploring various aspects of terrorism and effective ways of
countering terrorism.

The first article of this volume is entitled as “Terrorism and Combating Terrorism
Methods; Military Operations and Strategic Communication Models”. It is authored by Halil
Siddik AYHAN, Director of COEDAT. In his noteworthy article, Halil Siddik AYHAN explores
Military Operations and Strategic Communication as important methods of countering
terrorism. After providing a comprehensive conceptual framework for studying terrorism,
he identifies several methods of combatting terrorism. The author evaluates the nature and
effectiveness of military operations and strategic communication methods in the context of
post-9/11 world. Halil Siddik AYHAN concludes his noteworthy article by suggesting that
counterterrorism strategies could be more effective when the “Military Force” and “Strategic
Communication” models are employed as complementary methods.

The following article, is entitled “Strengthening Public Health Responses to Terrorism
“Early Warning Systems and Health Care Preparedness’. Its authors, Dr.Verda TUNALIGIL
from Presidency of Disaster Health and Emergency Medical Services, Ministry of Health
Directorate of istanbul, Tirkiye and Ercan CITLIOGLU, a prominent expert on terrorism
from Bagkent University, explore the emerging terrorist risks to public health systems as
well as effective ways of enhancing the resilience of public health systems against terrorist
threats. The article identifies emergency preparedness, epidemiological surveillance, and
targeted training for health care providers and community leaders as key aspects of making
public health systems more resilient against potential terrorist threats. In the concluding
part of this article, Dr. Verda TUNALIGIL and Ercan CITLIOGLU make several practical
and proactive recommendations for identifying and countering emerging terrorist threats
to public health systems.

The next article is “Turkiye’s Security Assistance to Somalia and Its Implications for
Somalian Counterterrorism Efforts”. In this article, Nebahat TANRIVERDI YASAR, who is
a researcher and a policy analyst, emphasizes Turkiye’s contribution to enhancing the
security capabilities of Somalia by providing training, supplying weapons, and fostering
collaborations. The article also highlights the significance of Turkiye’'s Security Assistance
to Somalia in combating the terrorist threats posed by Al-Shabaab and other terrorist
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organizations. The study analyzes Turkiye’s strategy of providing security assistance to
Somalia in terms of the achievements, obstacles, and consequences of Turkiye’s security
cooperation with Somalia. In the article, Nebahat TANRIVERDI YASAR proposes that NATO
and other entities could benefit from Tirkiye’s security assistance framework, especially in
harmonizing military support with capacity enhancement in vulnerable nations.

Final article of this volume “New Era New Challenges: Web3-Based Social Media and
Terrorism” is authored by Dr.Onur CERAN from the IT Department of Gazi University. This
article examines social media platforms by focusing on two aspects: first, the risks that
they could be used by terrorist organizations, second, the effective ways of countering
such risks in the rapidly developing digital world. The author explores the initiatives
taken by social media platforms and governmental bodies in order to cope with various
challenges including the use of social media platforms by terrorist organizations for
disseminating terrorist propaganda. These measures include using algorithms, reporting
mechanisms, strengthening legal structures, and developing partnerships. Nonetheless,
as Dr.Onur CERAN claims, the advent of Web3 technologies, including blockchain-based
decentralized platforms, creates new obstacles in the form of facilitating pseudonymous
behaviour and complicating the process of content moderation. Thus, Dr.Onur CERAN
concludes his article by highlighting the importance of developing creative approaches to
counter-terrorism in order to tackle with the emerging cyber threats of the digital era.

We sincerely hope you enjoy the content of this volume, and we look forward to our next
meeting in the next issue.

We wish to express our thanks to all authors and reviewers for their significant roles
in this issue and encourage our readers to reach out with their insights and suggestions.
DATR is committed to welcoming and fostering contributions from both military and civilian
backgrounds.

Sincerely yours,

Prof. Dr Oktay F. Tanrisever

Editor-in-Chief



Defence Against Terrorism
Review DATR Magazine

DATR, 2025; 1 : 7-20
Electronic Online ISSN 1307 - 9190

Terrorism and Combating Terrorism Methods; Military
Operations and Strategic Communication Models

Halil Siddik AYHAN'

Abstract: I/t can be argued that terrorism is a resort to violent and
lethal acts by state or non-state actors in an organized, systematic
and continuous manner in order to achieve political/economic/military
superiority and to maximize their interests; against individuals/groups/
communities and governments/states that do not agree with them or that
do not belong to them, with the aim of creating fear and intimidation. Due
to the different interpretations of terrorism, a common attitude towards
terrorism, was not exhibited and the necessary importance was not given
in international relations. However, particularly since the September 11
attacks, terrorism has expanded its area of interest and influence due to
developing technology and international developments, With the spread of
terrorism, which was previously perceived as a regional or national threat,
fo a global scale, the methods of combating terrorism have also changed
significantly and transformations have occurred in various areas. In this
study, after examining the concepts of terror and terrorism and mentioning
the various methods of combating terrorism, military operations and
strategic communication among those methods will be examined. .

Key Words: Terror, Terrorism, Combating Terrorism Methods, Use of
Force, Military Operations, Strategic Communication

' Colonel (TUR A), PhD Student in National Defense University, Alparslan Defense Sciences and
National Security Institute and Director in NATO Centre of Excellence-Defence Against Terrorism, halil.
ayhan@coedat.nato.int
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1. Introduction

Terrorism, which aims to create an atmosphere of fear and terror in societies
and has become a survival issue for states, is not a new phenomenon. Just as
wars that started with sticks and stones evolved with technological and doctrinal
developments, terrorism, which disregards human life due to its unchanging
nature, has also expanded its area of interest and influence due to developing
technology and the structure of international relations. Arguably, a transformation
has emerged from the profile of low-intensity attacks and less educated terrorists
who carry them out, to a profile of more educated, highly technologically equipped
terrorists. Thanks to the economic structure and dissemination of information
brought about by globalization, terrorist organizations have emerged on the
world stage as an asymmetric power. These can more easily access all kinds of
technological opportunities, organize more easily with means of communication,
and are capable of carrying out sudden attacks on a variety of targets anywhere
and at any time

Just as the phenomenon of terrorism has changed over time, the nature,
dimension and scope of combating terrorism methods have also changed. The pre-
9/11 counter-terrorism (CT) conjuncture of international cooperation, information
(intelligence) sharing and joint counter-terrorism operations was limited, and the
use of military force was at the forefront. This has evolved into the character of a
global struggle within the framework of adapting to changing threats, particularly
following the September 11 attacks.

In this study consisting of four sections, following the examination of the concept
of terrorism, the second section will examine the comprehensive methods of
combating terrorism with military, intelligence, political, economic and sociological
dimensions put forward. The use of force, which includes the execution of military
operations in order to neutralize terrorist organizations and eliminate their threats
and ensure national security, is examined in the third section and strategic
communication, which is carried out in order to provide public support, neutralize
the propaganda of terrorist organizations and keep the morale of society high, is
examined in the last section.

2. Terrorism

The word terror, originates from the Latin word “terrere” meaning to frighten,
intimidate, or terrify (Baseren, 2008) and has entered all the world languages with
its pronunciation as “terreur” in French and “terror” in English. Although the words
terror and terrorism are often used in the same sense in the media and colloquially,
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the term of terror is used in a very general approach to refer to a prolonged state of
fear and horror, while the term of terrorism is used to refer to the strategy aimed at
creating this terror environment (Casin, 2008). In this respect, while terror means
a state of violence, intimidation, fear and tyranny, we can define terrorism as the
use of all forms of violence with the predominance of oppression and intimidation
methods for political, economic, religious or ideological purposes, regardless of
whether the person is a civilian or an official (Regber, 2014, as cited in Nuhoglu,
2022). In summary, we define terrorism as a conscious (not involuntary), planned,
systematic, organized and politically motivated use of terror as a tool.

Terror acts aimed at creating fear and intimidation on the other side

! 1 E 1

PLANNED SYSTEMIC ORGANISED POLITIC

TERRORISM

Figure 1. Conceptual Framework of Terrorism (Drawn by Author)

The definition of violence, the most important element of terrorism, includes
verbal, emotional or sexual attacks beyond physical force (Ozkan, 2017), and the
element of violence is also used in individual crimes (deliberate murder, deprivation
of liberty, intentional injury, looting and rape, etc.) and organized crime (extortion,
money laundering, migrant smuggling, narcotics, arson, manslaughter, theft, fraud,
loan sharking, prostitution, gambling, etc) (Gokbunar, 2014). However, terrorist
organizations aim to instill fear in society through their acts of violence, create a
sense of weariness and discouragement among the public, and undermine the trust
of citizens in the state (Esentur, 2007). In this context, we can say that terrorism is
designed to create an environment of extreme fear and chaos in society in which
the victims are insignificant. Targeting diffuse broader targets that can be random or
symbolic objects, including civilians, violates the norms/rules that regulate disputes,
protests, and dissents, and influence the political behavior of governments, societies,
or certain social groups for political purposes (Wilkinson, 2006).

When we look at the history of terrorism, the French Revolution, in which
terrorism was used as a conscious (involuntary), planned, systematic, organized
and politically motivated tool by the state against its citizens, whom it is obliged to
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protect, can arguably be considered as the turning point of modern terrorism.

In classifying the historical evolution and development of modern terrorism
following the French Revolution until today, the four waves (four distinct periods)
theory (as seen in the Figure 2) developed by David C. Rapoport has been one of
the most significant concepts in terrorism studies although it does not fully reflect
the complexity and diversity of terrorism. In accordance with this model, within the
framework of the first wave of terrorism (1880-1920), called the anarchist wave,
terrorist acts were generally carried out by anarchist terrorists to achieve political
goals. In the second period, called anti-colonialist terrorism, from the 1920s to the
1960s, terrorism was used in the form of independence movements and guerrilla
wars. In the third wave, called the New Left or Marxist Wave, from the late 1960s
to the 1980s, terrorist organizations generally carried out their actions in line with
anti-state, anti-capitalist, and social transformation demands. Unlike these three
waves dominated by anarchism, communism, self-determination and nationalism,
the fourth wave of terrorism, which was influenced by religious factors that rose
after the 1979 Iranian Revolution, is called Religious Radical Terrorism.

Four Waves of Terrorism

* Assassinations
* Revolts

(o

1789

* The French Revolution, where it was legitimized and became a state policy in)
order to liquidate the enemies of the state and protect the revolution by
intimidating the people

* The Milestone of Modern Terrorism

A
~

* Acts of terrorism by anarchist terrorists, anarchist and left-wing ideological

groups in Russia, by ethnic separatist groups in the Balkans )

= Anti-colonial and independence struggles, e.g. Cyprus Island: EOKA, Israel:]
Irgun

* The rise of terrorist organizations based on socialist ideology in Europe and
1960- Latin America
1980 =

‘

SEC €

+ After the 1979 Iranian Revolution, the rise of religious extremist Terrorism

Figure 2. Four Waves of Modern Terrorism (Drawn by Author)

Although terrorism is a historical phenomenon as described above, the
September 11 attacks on the twin towers in New York, representing the economic
power of the United States, and the Pentagon, representing its military power, which
resulted in the deaths of approximately 3,000 people, revealed the frightening level



Terrorism and Combating Terrorism Methods; Military Operations and Strategic Communication Models 11

of the lethal impact of terrorism, and for this reason, the September 11 attacks
have been considered as a milestone of global terrorism.

Inthe post-Cold War era, and especially after the September 11 attacks, we have
faced the fact that terrorism has become a movement which affects the entire world
instead of having limited effects. A transformation has emerged from low-intensity
attacks, the resulting panic and destruction, and the previously low-educated
terrorist profile that carried it out, to a more educated and highly technologically
equipped terrorist profile (Aydin, 2005). Criminal and terrorist organizations have
shifted their areas of action from the national to the international level, using
technological and informational opportunities to the maximum extent, and global
terrorism presenting more of a threat than before has spread throughout the world,
with terrorism becoming an asymmetric threat through globalization (Bal, 2006
cited in Aksu and Turhan, 2012) as explained in figure 3.

Changing Scope and Character of Terrorism
before and after 9/11 Attacks

‘ Post September 11 Attacks

‘ Post French Revolution ‘

L 2

Terrorist Organisations

Anarchist
groups

)
e

Saocieties
Fighting for
Independence

Ethnic,
Religious and
Ideological
Groups

e

Monarchical p— To the Societies || . . :
Authoritarian || mperialist and Easier propaganda, recruitment
Governments States Governments || and access to all kinds of weapons,

they marginalize

* QOperating worldwide with the
development of technology and
communication tools,

* Increased communication and
travel opportunities,

tools and materials

|

| ATAREGIONALLEVELLIMITEDTO , TERRORISMHAS BECOMEA
GLOBAL THREAT 1

| CERTAINCOUNTRIES OR fsadniial

r GEOGRAPHY o <r !

i COOPERATIONIS AMUST |

Figure 3. Changing Scope and Character of Terrorism
Before and After 9/11 Attacks (Drawn by Author)
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3. Counter-Terrorism (CT) Methods

The Fight Against Terrorism (FAT), with terrorism defined as the organized,
systematic and continuous use of terror, which is not a new type of action, whose
most important element is violence and which indicates atrocity and fear, includes
a wide range of measures with military, intelligence, political, economic and
sociological dimensions. FAT or CT Methods have been implemented in various
ways, with the aim of reducing or ending terrorist acts and increasing the security
of society in different forms depending on the causes of terrorism (economic,
social, political, religious and ideological), the structures, aims, fields of activity and
objectives of terrorist groups, and the structure of the society, state and international
environment as illustrated in figure 4.

Counter Terrorism

Key Objectives

Reducing Terrorist Preventing Terrorist Enhancing
Acts Activities Community Safety

The State of Society (Unity and solidarity in society, the spirit of solidarity,
the resistance of society...)

Principles of struggle (respect for human rights, protection of democratic
=* values, respect for legal restrictions, unlimited use of force, etc.)

Capabilities (such as military power, intelligence capabilities, financial
resources, trained personnel, technology),

= | egal Infrastructure and Framework

—> Necessity or obligation for International Coordination and Cooperation

FACTORS
Affecting Counter-Terrorism Methods

—» Nature of the Terrorist Threat (International terrorism, domestic terrorism,
foreign-supported terrorism, ethnic, religious, radical terrorism, etc.)

Figure 4. Key Objectives in CT and factors that affect CT (Drawn by Author)

It can be argued that the systematic fight against terrorism, which aims to
neutralize terrorist groups and prevent terrorist acts, started in the first half of the
20th century, when states took additional measures such as intelligence gathering,
introducing legal measures, and establishing special units with an inclusive
perspective, instead of traditional methods, in response to terrorist acts committed
by anarchist groups in Europe.
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On the other hand, the September 11 attacks revealed the frightening dimensions
that terrorism has reached. With the influence and leadership of the United States, the
perspectives of states and international organizations towards terrorism have changed,
and the need for international cooperation in the fight against terrorism, which has
become a priority, has emerged. Therefore, we can arguably consider the September
11 attacks as the end of national counter-terrorism strategy and the beginning of
a new dynamic process that requires global cooperation in a wide range of areas
from cybersecurity to intelligence sharing, and proactive measures that require rapid,
comprehensive, tough and pre-emptive actions ahead of terrorist organizations.

In this context, the approaches and practices that were prevalent before
September 11 in the FAT were;

The Criminal Justice Model: A model that covers the process from the
apprehension of terrorists to their prosecution and punishment, and from the
execution of sentences to their reintegration into society after their release
from prison, while preserving the democratic state and the rule of law (Kurum,
2023)

Non-Force Suppression Approach: An approach that includes non-violent
covert operations, depriving the organization of its financial resources, and
economic sanctions against countries that support terrorism (Kurum)
Strategic Communication: Gaining public support and raising public
awareness by conveying the right messages, at the right time and through the
right channels, creating social resistance by reducing the impact of terrorist
propaganda, demonstrating the determination and power of the country in
the fight against terrorism to the public and terrorist organizations
Conciliatory Approach: Establishing relations with terrorists or terrorist
organizations through dialogue, negotiation and diplomacy in order to prevent
or resolve terrorist attacks

FAT models becoming widespread after September 11 included:

The use of Military Force Model: Use of military force to eliminate the
physical threat posed by terrorist organizations

International Cooperation Against Terrorism: An approach built on
basic parameters such as close inter-state cooperation and the active
involvement of international organizations in FAT, implementation of effective
international sanctions against actors supporting terrorism, establishment of
legal infrastructure, ensuring tolerance among civilizations and combating
radicalism (Semercioglu, 2016)
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* Protective and Preventive Approach Against Terrorism: The “pre-emptive
strike” doctrine, which envisages carrying out an attack in advance in order to
eliminate or neutralize a potential threat, as in the example of the operation
carried out by the USA and the UK in 2003 upon the allegations that Iraq
possessed weapons of mass destruction and supported terrorist groups. Or
the “preventive strike” within the framework of a threat that has reached a
certain stage (the threat element has started/completed preparations for the
attack), as in the example of the air strikes carried out by the USA against the
Taliban and Al Qaeda in Afghanistan.

Of course, although these approaches aim to generalize the methodology of
counter-terrorism, it would be appropriate to proceed from the fact that the terrorist
threat is not standardized in every geography and society. Therefore, CT should
be handled within the framework of the unique conditions of the country/society
exposed to the threat. In this study, the “Use of Military Force” and “Strategic
Communication” models from the approaches mentioned will be analysed together
with several case studies.

4. Use of Force (Military Operations)

The use of the military force model, which involves domestic or international
operations/actions by law enforcement forces, military units, and special units to
neutralize targets such as terrorist groups’ leaders, members, operational and
sheltering bases, training camps, logistics (weapons, ammunition, food, health
supplies, etc.) centers, and supply points, is an effective method of restricting or
destroying the operational/action capabilities of terrorist organizations. Within the
framework of this model, military operations against the Liberation Tigers of Tamil
Eelam (LTTE) organization and the Taliban are examined in the following sections.

In countering the Liberation Tigers of Tamil Eelam (LTTE)? organization, which
was waging a violent struggle against the government to establish an independent
state of Tamil Eelam in northwestern Sri Lanka, the Sri Lankan government adopted
the use of the military force model and conducted extensive military operations to
neutralize the organization. When the benefits of the approach within the framework
of the military power model are analyzed at the most recent stage of this struggle,
it can be seen that after the leader, headquarters and senior executives of the
organization were killed in operations, the organization’s capacity for action was
destroyed, civilian casualties were prevented and stability was achieved by ending

2 LTTE terrorist organization officially declared its establishment in 1976. In 1983, it began its armed ac-
tions with an attack on a Sri Lankan army convoy in Jaffna, which resulted in the killing of 13 Sri Lankan
army members.
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the chaos that had been going on in the country for 26 years.

As aresult of the external support it received, the LTTE became the first terrorist
organization to possess aircraft, although not yet sufficient in capacity, in addition
to specially trained land forces equipped with all kinds of modern equipment that
can be found in advanced armies, including tanks, mortars, artillery, and anti-
aircraft guns, and naval forces with sea vehicles and torpedoes that enabled it
to conduct maritime and amphibious operations (Fontanellaz, 2025). Although
the phenomenon of suicide bombing emerged elsewhere, the LTTE invented the
suicide vest, used suicide bombers extensively, and killed former Indian Prime
Minister Rajiv Gandhi and Sri Lankan Prime Minister Premadasa with suicide
attacks. The LTTE carried out more than two hundred such suicide attacks.

The failure to achieve results in negotiations with the terrorist organization,
which has claimed more than seventy thousand lives in its actions, had between
7,000 and 15,000 members and possessed the capabilities mentioned above, made
the use of military force an inevitable course of action. Although this approach was
successful in the case of Sri Lanka, with the neutralization of the LTTE after a long
struggle of 26 years, it has been criticized for the number of civilian casualties and
human rights violations. However, it can be argued that in the conjuncture where
everything was legitimized under the war on terrorism following the September 11
attacks, criticisms regarding the model of using military force against terrorist acts
and violent attacks of the LTTE remained weak.

As another example of the usage of military force in CT; in retaliation for the
September 11" 2001 terrorist attacks that killed approximately 3,000 people,
the US-led “Operation Enduring Freedom” (OEF), along with attacks of existing
Afghan anti-Taliban forces -primarily comprising the loose coalition of Afghan
groups called the Northern Alliance- (Background: “Operation Enduring Freedom,
2004”), against Al Qaeda and Taliban forces in Afghanistan. Control of the capital
Kabul was achieved on November 13" 2001, with the final toppling of the regime
in December effectively ending the Taliban era in Afghanistan. When we look
at the results of the operation, which was carried out in a very short period of
three months within the scope of the military force model; the Taliban regime was
overthrown, the administration in Afghanistan was seized, the presence of the
Al-Qaeda organization in Afghanistan was weakened, many of its leaders were
captured or killed, the influence of the organization on the global terrorism network
was reduced, and an interim government was established in Afghanistan.

In the first phase of its fight against terrorism in Afghanistan, the US stopped
terrorist attacks with its rapid and effective use of military force, inflicted great
damage on, and neutralized, the organization’s leadership, manpower, logistics and
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communications infrastructure, sent a deterrent message to terrorist organizations
and the entire world by showing its overwhelming power, encouraged international
cooperation with the successful operation it carried out, and also consolidated its
hegemony.

However, the US, which responded harshly by using the war model (that is,
military force), in the fight against terrorism, had to face the disadvantages as well
as the advantages mentioned above. These drawbacks can be summarized as
follows:

In accordance with Mary Kaldor’s® thesis; that new wars differ from old wars in
terms of actors, sphere of influence (local-global), purpose and methods, and that
the logic of new wars, which have become complex, should be understood from a
new perspective, and new methods should be developed, the successful operation
carried out by the US in Afghanistan in a short period of time with its lethal air
capabilities in the old war conjuncture, is almost completely different from the
operation carried out by the US in the region after taking control of Afghanistan. This
can be seen in the new war conjuncture, which includes many different dimensions
such as training local forces, strengthening the administration, preventing external
support and border control, economic support and international cooperation.

As Kaldor states, the US, which succeeded in Iraq and Afghanistan with military
operations in a short period of time, did not succeed in building legitimate political
authority in the subsequent phase, as it did in Japan and Germany after WW2,
which is seen as the most important strategy in the new type of war (Kaldor, 2023,
trans. Turkdzu). The increasing poverty, malnutrition, poor hygiene conditions
and lack of access to health services due to the war also negatively affected the
lives of Afghans and these casualties/injuries and the negative conditions brought
about by the war caused anger in Afghan society and increased sympathy for the
Taliban. All these adversities, along with the influence of the Taliban’s propaganda,
strengthened the resistance and facilitated the recruitment of new fighters to the
organization. These fighters, consisting of civilian militias, terrorist organizations,
religious or ethnic groups, united on the basis of ethnic or religious affiliation
arguably fighting for the preservation of ethnic or religious identities, rather than
traditional goals, such as gaining land or power, regained control in Afghanistan.
Consequently, it has become clear that military intervention alone will not be enough
to end terrorism, and that terrorism must be fought with a holistic perspective that
includes diplomatic, economic, intelligence and social measures.

3 The writer of “New and Old Wars: Organized Violence in a Global Era- New and Old Wars: Organized
Violence in a Global Era (1999)” and who brought the term “new war” to academic literature.
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5. Strategic Communication

“Strategic Communication” in the fight against terrorism is the conveying of the
necessary messages to the public and members of the organization by using print
and visual media, social media, internet and other communication channels. These
are utilised within the scope of breaking the motivation of terrorist organizations,
preventing recruitment and ensuring the dissolution of the organization, isolating
and delegitimizing the organization by neutralizing the propaganda of the terrorist
organization, preventing the exploitation of terrorist propaganda by raising the
awareness of the society and gaining its support, displaying a collective common
stance of individuals against terrorism, and showing the determination and power of
the state in the fight against terrorism to both the public and terrorist organizations.

The experience and success of the United States in influencing the states and
societies in the Eastern Bloc as the defender of democracy and freedoms against
totalitarian dictatorships within the framework of the containment strategy against
the Soviet Union and communism during the Cold War, and in securing political
support through the active use of the media in the First Gulf War, was also reflected
in gaining the support of its own public opinion and the international community in
the immediate aftermath of the September 11" attacks. Constantly prioritizing the
attack on the twin towers and civilian casualties, the US carried out the operation
in Afghanistan with the broad participation of the international community within the
framework of terrorism, which it defined as its new enemy. In the aftermath of the
operation, the US-led NATO coalition, in line with the principle of focusing on the
hearts and minds of the people within the framework of strategic communication,
made efforts to restructure the country and increase the legitimacy and dominance
of the new government on the basis of a democratic regime and a free market
economy. Within this scope, projects and practices were developed to establish a
local civil administrative system and support development (Ozdemir, 2021).

However, by carefully analyzing their target audiences, insurgent groups have
outperformed the Government of Afghanistan and Coalition Forces in strategic
communication through violent intimidation, taking advantage of their Pashtun
identity and physical proximity to the population. In addition, the Afghan government’s
inability to fight corruption, smuggling and poverty has strengthened the Taliban’s
disinformation campaign. The insurgents waged a “silent war” of fear, intimidation
and persuasion throughout the year, not just during the hot weather “fighting season”
to gain control over the population, resulting in a Taliban “shadow government” that
neutralized the government and traditional power structures and controlled the
population. In addition, the Taliban, through its violent actions in support of its
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strategic communications, not only demonstrated the central government’s
inability and weakness in providing security but also provoked the reaction of
ISAF (International Security Assistance Force) troops, further alienating these
forces from the population and weakening popular support (COMISAF Initial
Assessment, 2009).

As a result, after a successful military operation, the United States and its
allies, with an enormous armed power, had to leave the country in 2021 after
a 20-year struggle, realizing that, as a result of faulty strategic communication,
it was necessary to adopt approaches aimed at winning the people instead of
policies disconnected from the people, that it was not possible to build a new
state for the people of another country with technological means alone, and that
law and order could not be established in the short term by relying on corrupt
and unjust local forces (Glines, 2021).

Following the terrorist attack in Paris in November 2015, the government’s
declaration of its determination to fight against terrorism in order to prevent fear
and panic in society, and the message to French society that they are not alone
in the fight against terrorism, with the unity march against terrorism in Paris by
the heads of state and government from nearly fifty states within the framework
of public diplomacy, have been successful examples of strategic communication.
These have increased the capacity of the French people to cope with the threat
of terrorism, support for the security forces and social solidarity.

However, in the aftermath of the Paris attack and other attacks in Europe,
similar to the 9/11 attack, associating terrorism together with Islam and introducing
the concept of the “other” has been a mistake in strategic communication. It
is argued that as a result of this mistake, Muslim youth, who felt excluded,
discriminated against and treated unfairly, and who held the governments of
these countries and the discrimination they were subjected to responsible for their
failures, tried to avenge themselves by joining the ranks of DAESH. As a result,
the organization’s violent acts in Europe and the recruitment to the organization
from there turned into a mutually reinforcing cycle, and in parallel, discrimination
and hatred against Muslims in Europe increased exponentially (Aktas, 2017).

6. Conclusion

Counter-terrorism methods carried out with the aim of achieving basic
objectives such as reducing terrorist acts, preventing the activities of terrorists,
increasing the security of society against terrorism, which is a multifaceted threat;
are shaped within the framework of factors such as the structure of the terrorist
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threat (international terrorism, domestic terrorism, foreign-supported terrorism,
ethnic, religious, radical terrorism, etc.), principles of struggle (respect for human
rights, protection of democratic values, compliance with legal restrictions, unlimited
use of force, etc.), capabilities (military power, intelligence capabilities, financial
resources, trained personnel, technology, etc.), principles of struggle (respect
for human rights, protection of democratic values, respect for legal restrictions,
unlimited use of force, etc.), capabilities (military power, intelligence capabilities,
financial resources, trained personnel, technology, etc.), the state of society
(unity and solidarity in society, spirit of solidarity, resistance of society, etc.), the
legal infrastructure and framework, and the need or necessity for international
coordination and cooperation.

In the fight against terrorism, which has evolved in line with the developments
in the international political and security environment and changing technologies,
the methods mentioned above- Criminal Justice Model, Suppression Approach
without the Use of Force, Strategic Communication, Reconciliatory Approach, Use
of Military Force Model, International Cooperation Against Terrorism, Protective and
Preventive Approach Against Terrorism, have been used together or separately in
interaction with the above-mentioned factors.

As seen in the “Use of Military Force” and “Strategic Communication” models
examined with case studies, there is no standard recipe for success in the fight
against terrorism, which has a complex and dynamic structure. However, if an
evaluation is made on the basis of these two models, specific to the cases
examined in this study; it is considered that the complementary and balanced use
of the “Use of Military Force” model, which limits the activities of terrorists, and
“Strategic Communication” model, which aims to reduce support for the terrorist
organization and increase the spirit of resistance and solidarity of the society, will
be the right approach.

As explained in this article, although terrorism is a historical phenomenon,
for the first time in the 21st century, it has begun to carry the characteristics of
an instrument of influence reaching extraordinary dimensions. Although the 20th
century is referred to as an age of terrorism, the claim that the 21st century will be
an age of super terrorism seems to have become reality. The fact that there is no
consensus on the definition of terrorism, that states cannot unite in the fight against
organized terrorism (which has elements of personnel, organizational structure,
ideological infrastructure and violence), and that some states even support terrorist
organizations because of their own interests, mean that sadly it will not be difficult
for this claim to come true.
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Abstract

The rise of terrorism presents significant challenges to public health
systems. Understanding terrorism requires examining its root causes,
such as socioeconomic disparities and political oppression, rather
than focusing solely on security measures. This study explores the
role of public health in countering terrorism and enhancing community
resilience.  The analysis synthesizes existing literature on public
health responses to terrorism. Key strategies were identified, including
emergency preparedness, epidemiological surveillance, and targeted
training for health care providers and community leaders. Ethical
considerations regarding civil liberties and threat identification were also
examined. Findings indicate that effective public health interventions can
significantly mitigate the psychological and physical impacts of terrorism.
Training programs for health care professionals and community leaders
improve the identification of radicalization signs and promote resilience.
A multidisciplinary approach fosters alliance between public health, law
enforcement, and community organizations, improving early warning
systems and emergency response capabilities. The unpredictable nature
of terrorism necessitates a shift in public health strategies to include
mental health services and community engagement. Despite a decrease
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in the number of attacks, casualty rates remain high, highlighting the need
for ongoing preparedness. Ethical frameworks are essential for balancing
threat assessment and civil liberties, while innovative technologies offer
new avenues for improving response efforts. Strengthening public health
responses to terrorism is vital for fostering community resilience and
safety. This article presents novel public health strategies for enhancing
preparedness and responses to terrorism, including eight actionable
recommendations. Public health professionals can effectively address
the complexities of terrorism by integrating a range of tactical initiatives.
Enhancing training for health care providers and advocating for human
rights policies are crucial steps in raising awareness and establishing a
strong foundation for lasting community strength and peace. Incorporating
risk assessment tools, ensuring robust referrals to support services, and
bolstering health care response capacities are essential components
of this comprehensive approach. Joint efforts with community partners,
along with diligent monitoring, evaluation, and data collection, ensures
ongoing effectiveness. A proactive approach that prioritizes collaboration
and continuous evaluation will help mitigate the impacts of terrorism and
promote societal well-being.

Keywords: disaster health management, emergency medical services
(EMS), mass violence incident, strategic research, extremism,
radicalization, human rights, community well-being, resilience

1. Introduction

Terrorism is a complex phenomenon influenced by various historical, social,
and political factors. Understanding the context in which terrorism arises is crucial
for addressing its impacts, emphasizing the importance of examining root causes
and misconceptions, as well as the role of public health and community resilience.
Security measures and global anxieties are direct consequences, precipitated by
terrorism. The resilience of citizens is vital for assessing long-term effects (Roy, N.,
Kapil, V., Subbarao, |., & Ashkenazi, I., 2011). Definitions vary, but understanding the
human element is important for grasping motivations and justifications. Individuals’
insights and perspectives are essential for a comprehensive understanding
of terrorism (Citlioglu, 2012b). Terrorism can be characterized as a method of
coercion using violence or threats to instill fear for political or ideological purposes.
Contemporary terrorist violence is characterized by the terrorist “triangle,” in which
A attacks B to persuade and coerce C into changing its stance. This differs from
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“ordinary” violence, which typically targets innocent victims to generate fear and
pressure governments (United Nations Office on Drugs and Crime, 2018).

Internationally, terrorism is defined as the unlawful use of violence to achieve
political or ideological goals, often targeting civilians. Key treaties, like the 1999
United Nations International Convention for the Suppression of the Financing
of Terrorism, guide cooperation on counter-terrorism, emphasizing the need
to respect human rights (Citlioglu, 2005). The complexities of accountability in
terrorism-related situations, especially regarding attacks on hospitals, stem from
the ambiguous legal status of non-state actors and the challenges in enforcing
International Humanitarian Law (Tunalgil, 2024). To effectively mitigate these
threats, public health strategies mustintegrate comprehensive emergency response
plans, community resilience initiatives, protection of health care infrastructure, and
readily available mental health resources to address the psychological impact of
terrorism on affected communities, ensuring continuity of care during crises and
supporting resilience and recovery.

1.1. Historical context and misconceptions

Terrorism has deep, longstanding societal roots, often arising from feelings of
injustice and alienation. Mischaracterizing terrorism as solely religiously motivated
can lead to discrimination and oversimplification. Its motivations are complex,
influenced by psychological, social, and political factors, rather than being solely
linked to mental illness (Citlioglu, 2024). Contemporary terrorism evolved from
state conflict tactics, transitioning from targeted violence to indiscriminate acts,
particularly during the industrialized warfare of the World Wars. David Rapoport’s
“‘waves” theory describes distinct periods of terrorism, while Parker and Sitter
identify four concurrent motivators such as socialism, nationalism, religious
extremism, and exclusionism (United Nations Office on Drugs and Crime, 2018).

The World Health Organization (WHO) plays a vital role in countering
terrorism by addressing public health emergencies related to chemical, biological,
and radiological threats. The WHO strengthens national health systems and
collaborates with expert organizations worldwide to manage health risks linked to
terrorism, emphasizing the critical role of health in both national and international
security (International Peace Institute, 2012). Research indicates that terrorism has
become a tactical tool for state security, often manifesting through proxy wars and
asymmetric threats. This shift in peace and warfare poses risks, as it may provide
states with a means to address security concerns without tackling the underlying
motivations of paramilitary activities classified as terrorism (Citlioglu, 2012a).
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The impact of terrorism on public health includes immediate physical injuries and
lasting psychological effects. An article highlights the challenges of treating blast-
related injuries from terrorism, stressing the importance of learning from countries
experienced in such attacks. Insights from experts in eight countries aimed to
improve strategies for managing civilian casualties, focusing on both immediate
medical care and long-term mental health impacts on survivors (Lerner, 2007).
Emergency medical services (EMS) are crucial in responding to these incidents,
significantly influencing community resilience, which is defined as the ability to
withstand, adapt to, and recover from traumatic events, including terrorism.

1.2. Addressing root causes and the role of organized crime

Effectively combating terrorism necessitates addressing root causes such
as socioeconomic disparities, political oppression, and marginalization. Current
global strategies often focus on short-term military responses, overlooking the
socio-political and economic factors that contribute to terrorism. A multidisciplinary
approach that targets systemic injustices is essential for preventing radicalization
(Citlioglu, 2024). The complex roots of terrorism often stem from exclusion and
exploitation, rather than cultural factors. The historical evolution of terrorism shows
similarities to warfare, where major powers have employed terror-like tactics while
mischaracterizing other groups. Global challenges, including resource depletion
and environmental crises, exacerbate tensions, making it crucial to address the
socio-economic and political grievances that lead individuals toward terrorism. A
comprehensive approach prioritizing structural solutions and fostering inclusion,
rather than relying solely on military measures, is vital for effectively eradicating
terrorism (Citlioglu, 2009).

These root causes can create environments where extremism flourishes,
negatively impacting public health by increasing stress, anxiety, and social
fragmentation. The evolving nature of terrorism is increasingly linked with organized
crime, complicating enforcement efforts. Criminal organizations often exploit
social grievances and economic inequalities, further destabilizing communities
and undermining their resilience. Cross-disciplinary strategies that integrate
public health initiatives are essential. Community health programs can address
the psychological impacts of terrorism and enhance resilience by fostering social
cohesion and providing mental health resources. Engaging community members
in developing solutions can empower them and improve their capacity to respond
to and recover from crises.
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1.3. Effective counterterrorism strategies and public engagement

Effective counterterrorism requires adaptable strategies that consider the
nature and characteristics of terrorist organizations, as well as how the public
perceives them. A balanced approach is necessary, incorporating clear operational
goals and effective communication to maintain public trust (Citlioglu, 2024).
Integrating public health considerations into counterterrorism strategies enhances
preparedness for potential terrorist attacks, ensuring that EMS can effectively
handle mass casualties and psychological trauma. Preventing terrorism involves
addressing core issues, dismantling organizations, and fostering social support
against extremist ideologies.

Engaging with communities through inclusive dialogue can create an
environment where individuals feel valued, contributing to a reduction in extremist
sentiments. Public health initiatives focusing on mental health, social cohesion,
and education are critical for building resilience against terrorism. By strengthening
community capacity to cope with trauma and fostering a culture of support, public
health efforts can mitigate terrorism’s impacts, leading to a safer and more resilient
society. The importance of immediate responders is emphasized in a pioneering
study that accentuates the role of “bystanders.” This transformative research, which
draws on extensive field leadership experience in responding to mass casualty
events, advocates for communities to recognize the potential of those present
during emergencies to prevent harm before professional help arrives. Strategies
to encourage public interventions are needed, especially in cultures where public
involvement is not prioritized (Ashkenazi, I., & Hunt, R. C., 2019).

1.4. Terrorism

Terrorism is characterized by its unpredictability and high casualty rates, leading
to profound social and geopolitical repercussions. While not the deadliest form of
violence globally, this intentional use of coercion to instill fear for political objectives
led to 8,352 deaths in 2023, marking a 22% increase from the previous year, despite
a decrease in the number of attacks to 3,350. The Sahel region has witnessed a
troubling connection between terrorism and organized crime, which, along with
the psychological impacts of terrorism, significantly affects social dynamics and
undermines geopolitical stability (Institute for Economics & Peace, 2024). Acts
of terror that transcend borders involve the use of violence and intimidation by
non-state actors to achieve political, ideological, or religious goals, often targeting
civilians to instill fear (Citlioglu, 2004). The transformation of international relations
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has led to an increase in regional conflicts and feelings of victimization among
communities, with future tensions expected due to population growth, climate
change, and resource shortages. Terrorist groups are likely to focus on identity-
based ideologies, but “global terrorism” is not fundamentally different from earlier
forms of terrorism (Citlioglu, 2008).

Global public health measures are essential in mitigating these detrimental
effects and supporting affected communities. A study on the health impacts of
terrorist attacks in Turkic states from 1970 to 2019 identified 4,629 incidents that
resulted in 7,496 fatalities and 10,928 injuries, highlighting Tlrkiye as the most
affected country in terms of medical outcomes (Caliskan, 2023). Addressing
these challenges is fundamental for improving population health and quality of
life, as well as ensuring the well-being of communities at both local and global
levels.

1.5. Study aim and research design
1.5.1. Research objectives

This article argues that strengthening public health responses to terrorism
through early warning systems and health care preparedness is essential for
improving global resilience to terrorism’s multifaceted impacts. By focusing on
both immediate physical harm and long-term psychological effects, effective
preparedness enhances community recovery and fosters resilience. Integrating
public health initiatives with security strategies is key to reducing the harm caused
by terrorism. The primary objective of the article is to explore how public health
frameworks can be optimized to enhance the response to the effects of terrorism,
cultivate a culture of prevention, and ultimately contribute to more sustainably
resilient communities.

1.5.2. Key inquiries

Several critical questions drive the article’s inquiry: How can early warning
systems be effectively integrated into public health frameworks to improve terrorism
preparedness and response? What public health strategies are essential to enhance
health care preparedness for terrorism-related events? How can addressing the root
causes of terrorism, such as political oppression and socioeconomic disparities,
contribute to more effective public health interventions? The article, consequently,
considers the role of public health professionals in combating terrorism and violent
extremism while addressing the consequences for vulnerable populations.
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1.5.3. Theoretical frameworks

To analyze the relationship between public health and terrorism, the article
draws on several theoretical frameworks. The social determinants framework
addresses how factors such as socioeconomic inequality, political exclusion, and
community dislocation contribute to terrorism and its health impacts. Public health
laws are examined through the lens of legislative reforms that support bioterrorism
preparedness while safeguarding individual rights. The concept of community
resilience is explored to understand how social cohesion, mental health support,
and community engagement can mitigate the long-term consequences of
terrorism. An interdisciplinary collaboration approach emphasizes the need
for integrated strategies combining public health, law enforcement, and social
services to address terrorism and violent extremism effectively. A public health
preparedness framework is termed, focusing on the development of proactive
strategies, resources, and systems for responding to potential terrorist threats and
ensuring rapid, coordinated responses to minimize health impacts in the aftermath
of such events.

1.5.4. Thematic synthesis of evidence

The thematic synthesis of evidence systematically reviews empirical findings
from relevant research, focusing on key themes such as health care preparedness,
emergency response strategies, and community engagement in the face of
terrorism. To maintain consistency in the screening and evaluation of the literature,
a structured approach was employed. This thematic approach provides an
integrative and comprehensive understanding of how public health can contribute
to mitigating the impacts of terrorism and strengthening preparedness for future
threats.

1.5.5. Structure of the review

The review is structured to offer a comprehensive analysis of the intersection
between public health and terrorism. It begins by outlining the theoretical
frameworks that guide the analysis, followed by a synthesis of evidence on
public health’s role in terrorism preparedness. The article concludes by proposing
strategies for improving health care systems and fostering community resilience,
with key recommendations for public health practice, policy development, and
interdisciplinary collaboration.
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2. Critical roles of public health professionals in the context of terrorism

2.1 Terrorism and public health

Terrorism poses a significant threat to public health worldwide, impacting
health care systems and increasing mortality and morbidity. The interplay between
terrorism and public health requires a multifaceted response, emphasizing the
need for public health professionals to address the psychological and physical
impacts on vulnerable populations while enhancing preparedness and resilience.
In 2016, terrorism caused approximately 25,500 deaths globally, with the highest
fatalities in lraq, Afghanistan, and Pakistan, while Europe and North America
experienced relatively few successful attacks. Understanding the causes of
terrorism, such as exclusion and desensitization to violence, is essential, as
discriminatory policies can exacerbate societal alienation (Lindert, J., Bilsen, J., &
McKee, M., 2018). Terrorism disrupts health care services, leading to an increased
demand for emergency care, a rise in mental health issues, and hightened rates
of mortality and disability. Chronic exposure to terrorism can exacerbate fear and
anxiety within affected communities. Fortifying emergency response coordination,
improving epidemiological surveillance, advancing public health laboratories,
expanding mental health care, effectively planning health services, and fostering
better public communication were six key areas recommended for adaptation by
public health systems in a Spanish study (Arcos Gonzalez, P., Castro Delgado,
R., Cuartas Alvarez, T., & Pérez-Berrocal Alonso, J., 2009). Strengthening public
health infrastructure is critical, especially following events like the September 11
attacks, which revealed vulnerabilities in health systems. Addressing root causes of
terrorism, including poverty and alienation, is necessary to bolster overall resilience
in public health practices (Beaglehole, 2004). Public perceptions of fairness in
health responses to bioterrorism is fundamental, as demonstrated by a study
revealing disparities among racial and ethnic groups in Los Angeles County. While
72.7% believed the public health system would respond fairly, African Americans
reported the lowest perceived fairness at 63.0%. This indicates a need for focused
improvements in public health communication and equity (Eisenman, D. P., Wold,
C., Setodji, C., Hickey, S., Lee, B., Stein, B. D., & Long, A., 2004). The 2003
Istanbul bombings were a series of deadly terrorist attacks in Turkiye. Two studies
indicated the widespread impact of terrorist bombings on health care systems and
stressed the importance of trauma centers in disaster response. The first attack on
November 15 targeted two synagogues Beth Israel and Neve Shalom, killing 30
people and injuring approximately 300. Secondary blast injuries occurred in 86%
of cases, and a significant proportion of victims did not require hospitalization, with
only 13% being admitted. On November 20, a subsequent attack occurred, in which
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truck bombs targeted the British Consulate and the HSBC Hongkong and Shanghai
Banking Corporation head office, resulting in 33 deaths and approximately 450
injuries. These bombings collectively resulted in 63 deaths and approximately 750
injuries, making them among the deadliest terrorist attacks in recent Turkish history
(Rodoplu, Arnold, Tokyay, Ersoy, Cetiner, & Ylcel, 2004). A study examining the
health care response to these attacks provided valuable insights. The November
15 bombing affected 24 hospitals, where 330 patients were treated, 85 of whom
required hospitalization. Ten of these hospitalized patients needed intensive care
unit (ICU) care, with an average stay of 4 days. Tragically, 26 individuals died.
Transportation varied, with 43% of patients arriving by ambulance and 57% by
other means. In the November 20 bombing, 495 patients were treated across 34
hospitals. Of these, 59 required hospitalization, and 10 needed ICU care. A total
of 370 days were spent in the hospital by these patients, with an average of 6.2
days per patient. Only 33% arrived by ambulance, and 34 deaths resulted from the
attack. The study assessed the prevalence of head and neck injuries and brought
the critical importance of disaster preparedness in healthcare facilities to light
(Taviloglu, Yanar, Kavuncu, Ertekin, & Guloglu, 2005). Both studies revealed the
far-reaching consequences of terrorist bombings on health care, drawing attention
to the vital role of trauma centers in responding to mass casualty incidents. The
findings also pointed to the challenges in coordinating EMS due to factors such as
hospital location and personal preferences.

Building on the broader implications of health care responses to terrorism,
it is just as crucial to focus on the unique needs of pediatric populations during
such crises. Preparing hospitals for pediatric terrorism victims necessitates
specialized training and protocols tailored to address children’s unique medical and
psychological needs. A review categorizes mass casualty terrorism into biological,
chemical, nuclear, and thermomechanical threats, emphasizing the need for child-
specific emergency protocols (Chung, S., & Shanno, M., 2005). Addressing gaps in
medical countermeasures for children is urgent, with continued advocacy needed to
protect pediatric populations from biological or chemical threats. Despite progress,
significant gaps remain in pediatric formulations and safety information (Disaster
Preparedness Advisory Council, 2016). The psychological impact of terrorism on
children necessitates effective coping strategies for families. A study revealed
that children exposed to terrorism-related news experienced increased anxiety,
but those whose parents were trained in coping techniques reported lower fear
levels, emphasizing the importance of public health initiatives addressing these
psychological effects (Comer, J., Furr, J., Beidas, R. S., & Weiner, C. L., 2008).
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Bioterrorism preparedness involves enhancing public health infrastructure
and rapid response capabilities. The anthrax events brought attention to gaps in
preparedness, prompting the Centers for Disease Control and Prevention (CDC)
to issue guidelines for improving response capabilities at all levels of government.
Integrating mental health strategies into national health plans is crucial to address
the psychological consequences of terrorism (US Institute of Medicine, 2003).
Reevaluating public health laws to better address bioterrorism challenges while
protecting individual rights is essential, ultimately ensuring a balanced approach.
Modern public health law reforms are needed to strengthen infrastructure against
evolving health threats (Gostin, 2002).

2.2. Public health professionals as key players in combating terrorism
and violent extremism

Public health professionals can play several important roles in the fight against
terrorism and countering violent extremism [Table 1].

Table 1. An outline of the critical roles of public health professionals along with
their key components.

Critical Role Description Key Components

Prevention and
intervention programs

Developing and implementing
programs to prevent diseases

Vaccination, screening, health
promotion initiatives

Community engagement
and education

Fostering community involvement and
awareness about health

Workshops, outreach programs,
educational materials

Early warning systems

Monitoring and detecting potential
public health threats

Surveillance systems, data
analysis, rapid response protocols

Mental health and trauma

Addressing mental health needs,

Counseling services, crisis

support especially post-crisis intervention, community support
Research and data Gathering and analyzing data to inform | Epidemiological studies, health
collection public health decisions assessments, surveys

Capacity building and
training

Enhancing skills and knowledge of
health professionals

Workshops, certifications,
mentorship programs

Policy advocacy and
collaboration

Advocating for health policies and
work with stakeholders

Lobbying, coalition building, public
health legislation

International collaboration

Partnering with global entities to
address health issues

Joint initiatives, sharing best
practices, research partnerships

Advanced technologies

Utilizing technology to improve public
health outcomes

Telehealth, data analytics, mobile
health applications
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2.2.1. Prevention and intervention programs

Public health professionals play a crucial role in implementing intervention
programs aimed at preventing radicalization and violent extremism. These
interventions focus on addressing root causes such as social exclusion,
socioeconomic disparities, and mental health needs of vulnerable populations.

A proceedings paper on countering violent extremism (CVE) highlights the
importance of understanding societal factors rather than just individual behaviors
and advocates for community engagement. Health professionals face ethical
dilemmas in identifying potential threats while respecting civil liberties. The CDC
offers guidelines for violence prevention that include a tiered model, addressing
broader determinants of extremism and supporting rehabilitation efforts. The need
for community-centric strategies, rigorous evaluations of CVE programs, and
evidence-based practices to promote resilience and effectively reduce violence was
also emphasized at the workshop (National Academies of Sciences, Engineering,
and Medicine, 2017).

2.2.2. Community engagement and education

Public health professionals can engage with communities to raise awareness
aboutthe risks of radicalization and extremism. They can collaborate with community
leaders, educators, and religious figures to promote tolerance, resilience, and non-
violent conflict resolution strategies.

A review explored police programs designed to enhance community
connectedness as a means to combat violent extremism by reducing social
isolation and fostering belonging. It discussed the potential for police to disrupt
terrorist activities and collaborate with communities to identify individuals at risk
of radicalization. After analyzing studies from 2002 to 2018, the review found only
one eligible study. It concluded that there is insufficient evidence to assess the
effectiveness of police-led initiatives in reducing violent extremism, emphasizing
the need for more rigorous evaluations (Mazerolle, L., Eggins, E., Cherney, A.,
Hine, L., Higginson, A., & Belton, E., 2020). Building partnerships with community
stakeholders, including educators, social workers, and law enforcement, is
imperative to foster trust and build resilience. A multidisciplinary approach enables
public health initiatives to be both evidence-based and culturally sensitive,
promoting long-term social cohesion and well-being. Medical professionals can
collaborate with experts in fields such as sociology, psychology, and criminology
to engage communities effectively. By integrating diverse perspectives, they can



32 Dr. Verda Tunaligil - Ercan Citlioglu

address the complex social determinants contributing to violence and extremism.
These efforts ultimately empower public health professionals to create supportive
environments conducive to health and safety.

2.2.3. Early warning systems

Developing and implementing early warning systems serves as a pragmatic
instrument to identify individuals at risk of radicalization or involvement in extremist
activities. This process can involve training health care providers to recognize the
signs of radicalization and refer those individuals to appropriate support services.
By adopting this approach, we can foster a proactive strategy for prevention and
enhance community safety.

Public alert and warning systems are crucial for managing the impacts of
emergencies, particularly those stemming from natural disasters and terrorism.
A systematic review of 1,737 studies narrowed down to 156 relevant studies
identified key themes for enhancing these systems, such as message clarity,
protective action guidance, and community engagement. Recommendations for
improvement include regular training, increasing accessibility, and refining protocols
as emergencies become more frequent and severe (Sadiq, A. A., Okhai, R., Tyler,
J., & Entress, R., 2023). Another aspect of early warning systems is their role
in detecting bioterrorism and communicable disease outbreaks. A study utilizing
syndromic surveillance demonstrated that while current detection capabilities are
limited under certain conditions, the potential to identify broader health trends
exists. This validates the need for improved systems to monitor public health threats
effectively (Cooper, D. L., Verlander, N. Q., Smith, G. E., Charlett, A., Gerard, E.,
Willocks, L., & O’'Brien, S., 2006). The urgency for enhanced early warning systems
in public health is further echoed in a commentary advocating for better digital
communication channels to ensure timely sharing of critical medical information,
particularly during bioterrorism events. The piece calls attention to the challenges
posed by inadequate coordination and access to vital research (Kassirer, 2002).
The critical need for early warning systems for detecting hazardous biological
agents in drinking water has been emphasized, particularly regarding potential
terrorist threats. This report advocates for advanced detection technologies and
community involvement in emergency response planning (Foran, J. A., & Brosnan,
T. M., 2000). The effectiveness of early warning systems is also highlighted in a
study analyzing the fear of terrorism’s impact on hospital emergency department
usage. During a terror alert in Istanbul, researchers found a significant reduction in
emergency visits, particularly among females. This emphasizes the indirect health
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consequences of terrorism fear and accentuates the importance of maintaining
access to health care during crises, showcasing how public health systems must
adapt to threats (Hursitoglu, M., Erdal, G. S., Akdeniz, E., Ko¢oglu, H., Kocamaz,
N., Tevetoglu, I. O., Ylcel, H., Harmankaya, O., Guven, A., Akarsu, M., Tukek, T.,
Oztiirk, G., Dogan, H., Yiimaz, B. K., Giines, M. E., & Kumbasar, A. B., 2019).

Innovative techniques are being explored to detect terrorist activities more
effectively. A recent study proposed new methodologies for analyzing sparse data,
which could enhance understanding and prevention of terrorism (Prieto-Curiel, R.,
Walther, O., & Davies, E., 2023). A political violence early-warning system, VIEWS
illustrates the intersection of “political violence and public health” by forecasting
organized violence and considering its implications for community health. This
system employs methodologies integrating conflict research and machine learning
to identify emerging threats, especially in regions with histories of violence (Hegre,
H., Allansson, M., Basedau, M., Colaresi, M., Croicu, M., Fjelde, H., Hoyles, F,,
Hultman, L., Hégbladh, S., Jansen, R., Mouhleb, N., Muhammad, S. A., Nilsson,
D., Nygard, H. M., Olafsdottir, G., Petrova, K., Randahl, D., Rad, E. G., Schneider,
G., & Vestby, J., 2019). Another research study aimed at quantifying the future
lethality of terrorist organizations highlights the development of an early-warning
signal based on early attack data. This model enhances predictive capabilities
regarding potential threats, reinforcing the importance of advanced statistical
techniques in counter-terrorism efforts (Yang, Y., Pah, A. R., & Uzzi, B., 2019).

These studies emphasize the integral role of early warning systems in
protecting public health and safety in the face of terrorism and other emergencies
in aggregate.

2.2.4. Mental health and trauma support

Providing mental health services and trauma support to individuals affected
by terrorism, including victims, families, and communities, helps prevent further
radicalization and retaliatory violence. Effective strategies for addressing global
mental health in the context of violent extremism require collaboration among
mental health professionals, community organizations, and policymakers. Such
partnerships promote integrated models within civil society, prioritizing mental health
and psychosocial support over securitized approaches. This focus aims to prevent
extremism and rehabilitate affected individuals, fostering safer and more resilient
communities. It also necessitates reassessing current practices to align with core
values and evidence-based methods. Prioritizing broader prevention frameworks
ultimately supports those at risk of radicalization and strengthens global mental
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health efforts (Weine, S., & Kansal, S., 2019). Psychological Operations (PSYOP)
seek to influence perceptions and behaviors through strategic messaging, essential
for effective counterterrorism strategies. By incorporating public health principles
alongside PSYOP, communities can be educated about radicalization and extremist
narratives. A trauma-informed approach that addresses the psychological needs of
affected populations promotes trust and social cohesion. Engaging local leaders
and grassroots organizations enhances community credibility and ownership of
safety, supporting both counterterrorism efforts and overall societal well-being
(Citlioglu, 2006).

The necessity for a public health response to the psychological impacts of
terrorism is highlighted, as this area is often overlooked. Preparedness for all forms
of violence, including terrorism, is especially crucial for vulnerable populations such
as children and individuals with mental illness. A workshop report by the Institute
of Medicine emphasizes the importance of integrating mental health services into
public health strategies, emphasizing that psychological well-being is critical for
overall health. It calls for coordinated efforts among public health, medical care, and
emergency services to address the mental health needs resulting from terrorism
and improve resilience and outcomes following violent events (US Institute of
Medicine, 2003). Trauma support is essential for providing mental health services
to individuals affected by terrorism, including survivors, loved ones, and the society,
to mitigate the effects of terrorist attacks.

2.2.5. Research and data collection

Conducting research to better understand the social, psychological, and health-
related factors that contribute to radicalization and extremism. This research
can inform evidence-based interventions and policies aimed at preventing and
countering terrorism.

Counterterrorism efforts rely on integrating diverse information sources to
effectively prevent and respond to threats. A strategic research agenda should
prioritize information security, IT needs for emergency responders, and data fusion.
The report identifies seven key challenges, including systems analysis and sensor
networks, highlighting the importance of effective data collection and analysis for
threat assessment. It recommends establishing a Homeland Security Institute
to support comprehensive vulnerability analysis and standards development,
emphasizing collaboration with state and local governments, industry, and academia.
Balancing security with civil liberties and promoting international cooperation are
also crucial for enhancing global security against terrorism. (National Research
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Council, 2002). A systematic review of public mental health approaches to online
radicalization examined the interplay of individual, familial, communal, and
structural factors. It emphasized the urgent need for further research, particularly in
light of the increasing influence of social media on radicalized beliefs (Mughal, R.,
DeMarinis, V., Nordendahl, M., Lone, H., Phillips, V., & Boyd-MacMillan, E., 2023).
While the North Atlantic Treaty Organization Readiness Initiative primarily focuses
on military readiness and rapid deployment, it also recognizes the importance
of research operations in developing evidence-based interventions and policies
aimed at preventing terrorism. This comprehensive approach draws attention to
the necessity of a multifaceted response to security challenges, blending military
readiness with insights especially from social research (North Atlantic Treaty
Organization, 2024). A study evaluated hospital disaster plans for mass casualty
incidents following terrorist explosions through a live exercise using real patient
data. Researchers developed a comprehensive database of 420 patients injured
in terrorist attacks and 100 from motor vehicle accidents. This robust data informed
victim profiles used in live exercises across eight hospitals. The findings highlighted
that traditional exercises often fell short in effectively assessing the quality of
clinical decision-making. By leveraging real patient data, the study provided a
more accurate evaluation of hospital preparedness, pinpointing specific areas
for improvement in clinical decision-making and resource management during
mass casualty incidents. This best practice example reinforces the essential role
of research and data collection in managing such crises (Ashkenazi, I., Ohana,
A., Azaria, B., Gelfer, A., Nave, C., Deutch, Z., Gens, |., Fadlon, M., Dahan, Y.,
Rapaport, L., Kishkinov, D., Bar, A., Tal-Or, E., Vaknin, N., Blumenfeld, A., Kessel,
B., Alfici, R., Olsha, O., & Michaelson, M., 2012).

2.2.6. Capacity building and training

Building the capacity of health care providers, social workers, educators, and
community leaders to address the complex challenges posed by terrorism and
violent extremism. This can include training on recognizing signs of radicalization,
promoting resilience, and responding effectively to crises.

The rise in terrorist attacks in Europe highlights the urgent need for capacity
building and training among health care providers, social workers, educators,
and community leaders to effectively address the complex challenges posed
by terrorism and violent extremism. A crucial aspect of this effort is enhancing
hospital preparedness through comprehensive education and training strategies.
A systematic review of the Global Terrorism Database 2000-2017 identified 203
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relevant articles and 47 key recommendations, emphasizing the necessity of
regular, realistic training scenarios that engage all staff and community stakeholders.
The integration of military expertise for managing severe injuries is essential, as
significant gaps in current surgical education have been identified by medical
leaders. This emphasizes the importance of a multi-disciplinary approach to foster
resilience and effective community responses to these threats (Schorscher, N.,
Kippnich, M., Meybohm, P., & Wurmb, T., 2022). In Pakistan, a study focused on
the preparedness of medical staff for terrorism-related disasters revealed similar
gaps in training and capacity building. Qualitative interviews with 15 medical
professionals highlighted critical themes such as professional and psychological
readiness, direct disaster experiences, and various barriers to effective response,
including insufficient space, lack of disaster-related curricula, and absent protocols.
Although medical staff understood the necessary skills to manage such disasters,
addressing these gaps through enhanced training is vital for fostering collaboration
among various stakeholders in the community (Khilji, F. U. R., Raziq, A., Shoaib,
M., Baloch, N. S., Raza, S., Igbal, Z., Ishaq, R., Haider, S., Igbal, Q., Ahmad, N., &
Saleem, F., 2021). A study evaluating the terrorism preparedness of occupational
health professionals found that brief training improved participants’ confidence in
clinical skills and minimizing exposure while caring for victims of terrorist attacks.
Only 32%, however, felt their employers were prepared for a bioterrorism event,
and 75% felt unprepared to provide mental health counseling after an attack. These
findings suggest that while short training sessions can boost confidence, more
comprehensive training is necessary to ensure adequate preparedness for various
potential terrorist events (Gershon, R. R. M., Gemson, D. H., & Qureshi, K., 2004).

The field of terror medicine, which addresses the medical implications of
terrorism, remains inconsistently integrated into medical school curricula, despite
the increased demand for its inclusion following the 2001 attacks. A proposed
structured 4-year curriculum, culminating in a short course for fourth-year students,
aims to help medical schools effectively incorporate terror medicine into their
training programs. This framework not only prepares future health care providers
to respond to terrorist events but also ensures that the medical community is better
equipped to handle the psychological and physical impacts of such crises (Cole,
L. A., Wagner, K., Scott, S., Connell, N. D., Cooper, A., Kennedy, C. A., Natal, B.,
& Lamba, S., 2014).

These studies collectively illustrate a critical need for comprehensive training
and collaborative efforts among various sectors to effectively address the challenges
posed by terrorism and violent extremism.
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2.2.7. Policy advocacy and collaboration

Public health professionals can collaborate with policymakers, law enforcement,
and civil society organizations to develop integrated approaches to counter
extremism and advocate for legal measures that promote community resilience,
social cohesion, and human rights. A paper emphasizes the critical issues of
terrorism and extremism, focusing on the effectiveness of counter-radicalization
policies in educational settings. It advocates for policy advocacy that promotes
collaboration among stakeholders to develop more effective strategies. The
discussion highlights the importance of advocating for policies and initiatives that
prioritize human security and the rights of individuals, aiming to create a safer
and more inclusive educational environment while addressing the root causes of
radicalization (Adebayo, 2021).

2.2.8. International collaboration

Engaging in international collaboration and knowledge sharing with public
health professionals from other countries and regions affected by terrorism. This
can facilitate the exchange of best practices, lessons learned, and innovative
strategies for prevention and response.

A study analyzing 119,803 terrorist attacks from 2001 to 2018, using the Global
Terrorism Database and the UN sanctions list, found that, on average, 13 new
organizations join the global cooperation network each year, with a survival rate of about
34.66%. The network’s core shows stability, indicating strong connections among key
organizations, while peripheral ones are more variable (Cui, D., Ou, C., & Lu, X., 2024).
These findings highlight the complexities of counter-terrorism efforts amid evolving
threats. Fostering international knowledge sharing can enhance understanding
of these dynamics, leading to more effective prevention and response strategies.
Collaborative efforts can identify emerging threats and share best practices, ultimately
strengthening community resilience and improving global counter-terrorism initiatives.
The CDC and its partners have initiated efforts to enhance medical preparedness
for terrorist bombings, despite the absence of mass-casualty attacks in the United
States since 9/11. Acknowledging bombings as a “predictable surprise,” they address
challenges in motivation and prioritization for preparedness. Key outcomes include a
course on clinical care for bombing victims, guidance on surge capacity, and a bomb
injury surveillance tool. These initiatives have both United States and international
relevance and emphasize the need for further collaboration (Hunt, R., Ashkenazi, .,
Deitchman, S., Dorn, B. C., Enders, J., Falk, H., Garbarino, L., Kapil, V., Madden, J.,
Marcus, L., Sarmiento, K., & Sasser, S., 2010).
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Highlighted are the interconnected challenges of understanding terrorist
organizational dynamics and enhancing preparedness forterrorist acts, emphasizing
the necessity of coordinated efforts across various sectors. Integrating public
health approaches into counter-terrorism efforts enhances effectiveness, promotes
community resilience, and upholds human rights and social justice. Engaging in
international collaboration and knowledge sharing with public health professionals
from affected regions can facilitate the exchange of best practices and innovative
strategies for prevention and response. Studies emphasize the interconnected
challenges of understanding terrorist networks overall, enhancing preparedness,
and promoting global cooperation to effectively combat terrorism.

2.2.9. Advanced technologies

Modern technologies in public health play a crucial role in mitigating the risks and
harms associated with terrorism through various innovative methods. Advanced
surveillance systems, including drones and satellite imagery, improve monitoring
capabilities. Data analytics and artificial intelligence help identify patterns that
predict potential threats, facilitating early detection of health crises. Telehealth
technologies enable rapid health care delivery, allowing for remote medical support
during emergencies, while mobile health applications offer real-time information
and alerts to the public.

Geographic Information Systems (GIS) aid in mapping health impacts and
optimizing resource allocation, and biodefense technologies provide rapid
diagnostic tools for biological agents. Social media monitoring helps analyze public
sentiment and emerging threats, while wearable technology tracks health metrics
of first responders and civilians. Integrated emergency response systems enhance
coordination among health care providers and emergency services, and training
simulations using virtual reality improve preparedness for managing health impacts
from terrorist events. These technologies significantly bolster public health’s
capacity to address terrorism-related challenges. The effectiveness of public
health digital surveillance systems for prevention and control can be significantly
enhanced by integrating GIS, social media, and internet-based data within global
public health surveillance frameworks to better serve at-risk populations (Croner,
2003; Maddah, N., Verma, A., Almashmoum, M., & Ainsworth, J., 2023; Velasco,
E., Agheneza, T., Denecke, K., Kirchner, G., & Eckmanns, T., 2014). Integrating
diverse datasets like demographics and infrastructure vulnerabilities with GIS
technology is crucial in disaster management and terrorism response. It supports
impact assessments and improves communication, enhancing response efforts and
recovery. Public health can use GIS to analyze data, estimate damage, and identify
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at-risk populations, bolstering community resilience against terrorism. Enterprise
GIS plays a key role in emergency management by ensuring accurate data sharing
across agencies throughout all stages of response (Eichelberger, 2018; Johnson,
2000; Tunahgil, 2024). Analysis of social media data following consecutive terrorist
attacks in London revealed clusters of negative emotions, particularly in socially
deprived areas, indicating that terrorism broadly affects public sentiment (Dai,
2020). A study simulating an anthrax attack in Seattle further projected a potential
median sales price drop of $280,000 in the central business district, leading to an
overall residential property value decrease of over $50 billion and an estimated
70,000 foreclosures (Dormady, N., Szelazek, T., & Rose, A., 2014).

In exploring the intersection of machine learning and terrorism, the implications
of big data collection and analysis on the privacy-security dilemma are examined.
Rapid advancements in surveillance technologies raise concerns about their
effectiveness, especially regarding the identification of terrorists, including lone-
wolf attackers. The irregular nature of terrorist digital footprints complicates data
analysis, leading to issues such as class imbalance and spurious correlations.
The distinction between data and metadata is also often misrepresented, with
proponents of mass surveillance downplaying privacy invasions associated with
metadata collection. The potential for machine learning to infer personal data from
metadata further complicates privacy concerns. Given the sparse datasets and
privacy risks in bulk data collection, the article urges a critical reassessment of
these surveillance strategies and the algorithms that depend on them, especially
concerning national security (Verhelst, H. M., Stannat, A. W., & Mecacci, G., 2020).

The advantages of advanced technologies in public health encompass
increased operational capacities in crisis management and improved data analysis
for informed decision-making. These tools help public health officials anticipate
threats and effectively communicate with the public, ultimately saving lives and
fostering trust in health systems.

3. Eight public health strategy suggestions to counter terrorism

Bolstering health care response capacities is crucial for enhancing the overall
effectiveness of public health strategies in countering terrorism. Public health
preparation for escalating terrorism involves the implementation of early warning
systems and an effective health care response. Public health preparedness for
terrorisminvolves addressing immediate health impacts such as injuries and trauma,
as well as long-term effects like psychological distress and disease outbreaks.
Using a world map is crucial for identifying vulnerable regions, allocating resources
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effectively, coordinating response efforts, assessing risks comprehensively,
prioritizing training and capacity building, and fostering international collaboration.
This visual tool enhances strategic planning and strengthens resilience against
the health consequences of terrorism. Strengthening public health responses to
escalating terrorism involves the implementation of early warning systems and
enhanced health care preparedness [Image].

PUBLIC HEALTH STRATEGIES FOR
COUNTERING TERRORISM

- Yerda Tunalgil

Image. Enhancing public health responses to terrorism through early warning systems
and robust health care preparedness.
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Public health preparation for countering escalating terrorism entails the
establishment of effective early warning systems and robust health care responses.
By integrating risk assessment tools, training health care providers, and fostering
community collaboration, these systems can identify and address potential threats,
ensuring swift and coordinated action during crises. This comprehensive approach
not only enhances public safety but also promotes resilience and social cohesion
in the face of emerging challenges. This comprehensive approach enhances
governments’ ability to detect, respond to, and mitigate terrorism threats while
promoting public health, social cohesion, and human rights [Table 2].

Table 2. A summary of key points in public health preparedness and response
to counter terrorism.

Focus Area

Description

Training health care
providers

Collaborating with health care providers to train them in recognizing signs of
radicalization, including behavioral changes and triggers, and preparing them
for responding to terrorist incidents and psychological first aid

Building awareness

Raising awareness about factors contributing to radicalization, such as social
exclusion, discrimination, economic disparities, and psychological trauma,
enabling providers to identify vulnerable individuals.

Integration of risk
assessment tools

Developing and integrating evidence-based, culturally sensitive risk
assessment tools within health care settings to evaluate patients for signs of
radicalization and extremist propaganda exposure

Referral to support
services

Establishing protocols for health care providers to refer at-risk individuals
to support services, including mental health counseling, social support, and
community-based interventions

Bolstering health care
response capacities

Enhancing readiness to respond to terrorist incidents by training staff in
emergency protocols, stockpiling medical supplies, and coordinating with
local authorities for crisis response

Collaboration with
community partners

Forging partnerships with community organizations, religious leaders,
educators, and law enforcement to improve early warning systems and
health care responses, ensuring culturally appropriate interventions.

Monitoring and
evaluation

Implementing mechanisms for monitoring the effectiveness of early warning
systems and health care responses to identify and mitigate radicalization
risks, allowing for continuous adjustments based on emerging trends

Data collection and
analysis

Collecting and analyzing data on individuals identified through early
warning systems to understand radicalization patterns, while ensuring
patient confidentiality and sharing anonymized data for research and policy
development
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3.1. Training health care providers

Public health professionals are encouraged to collaborate with health care
providers to enhance the recognition of signs of radicalization. Key indicators
such as behavioral changes, social isolation, expressions of extremist ideologies,
and potential triggers for radicalization should be detailed. Training should also
incorporate preparedness for responding to terrorist incidents, including mass
casualty events and psychological first aid.

3.2. Building awareness

Enhancing health care response capacities is crucial for strengthening public
health strategies against terrorism. One effective approach is to raise awareness
among health care providers about the factors that contribute to radicalization.
These factors include social exclusion, discrimination, economic disparities, and
psychologicaltrauma. By understanding these root causes, health care providers can
better identify vulnerable individuals who may be at risk and respond appropriately
to their needs. This proactive engagement not only improves individual care but
also contributes to broader public health efforts aimed at preventing extremist
attitudes and actions while fostering community bonds.

3.3. Integration of risk assessment tools

Developing and integrating risk assessment tools within health care settings
is essential for systematically evaluating patients for signs of radicalization or
exposure to extremist propaganda. These evidence-based tools should draw on
the latest research to ensure reliability and validity in identifying at-risk individuals.
It is crucial to ensure that these assessments are culturally sensitive, considering
the diverse backgrounds of patients to avoid stigmatization and promote effective
identification and intervention. Equipping health care providers with these tailored
tools enhances their capacity to recognize potential warning signs early and
implement appropriate interventions that support both individual well-being and
community safety.

3.4. Referral to support services

Establishing clear protocols for health care providers is necessary for effectively
referring individuals at risk of radicalization to appropriate support services.
These protocols should outline specific steps for identifying at-risk patients and
provide guidance on available resources. Referral services may include mental
health counseling to address underlying psychological issues, social support
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programs to combat isolation, and religious counseling where applicable to foster
understanding and connection. Additionally, community-based interventions that
promote resilience and counter extremist narratives should be integrated into these
protocols. By creating a comprehensive referral system, health care providers can
play a critical role in addressing the needs of vulnerable individuals and contributing
to community safety and cohesion.

3.5. Bolstering health care response capacities

Health care facilities’ level of readiness to respond to terrorist incidents is
critical for effective crisis management. This can be achieved by training staff
in emergency response protocols, ensuring they are well-prepared to act swiftly
and effectively during a crisis. Facilities should also focus on stockpiling essential
medical supplies, such as first aid kits, trauma gear, and medications, to ensure
immediate availability when needed. Coordinating with local authorities, including
law enforcement and emergency services, is vital for facilitating rapid deployment
and collaboration during incidents. Health care facilities can significantly improve
their capacity to manage the aftermath of terrorist attacks and safeguard public
health by prioritizing these measures.

3.6. Collaboration with community partners

Acrucial aspect of public health preparedness in addressing terrorism is building
partnerships with community organizations, religious leaders, educators, and
law enforcement. This collaboration enhances early warning systems and health
care responses. Community input is essential for creating culturally appropriate
interventions and fostering trust among affected populations. Coordinating with
local authorities, including law enforcement and emergency services, ensures
rapid deployment and effective collaboration during incidents. Health care facilities
can improve their ability to respond to terrorist attacks by adopting these strategies,
ultimately protecting public health and security.

3.7. Monitoring and evaluation

Implementing mechanisms for monitoring the effectiveness of early warning
systems and health care responses is essential for identifying and mitigating risks
associated with extremism. Continuous evaluation enables health care providers
to assess how well these systems function in practice and their impact on at-risk
individuals. By analyzing data on referrals, interventions, and outcomes, health
care facilities can identify emerging trends and adapt their strategies accordingly.
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Regular feedback loops and stakeholder engagement will ensure that protocols
remain relevant and responsive to real-world scenarios. This proactive approach
not only enhances the effectiveness of interventions but also strengthens overall
public health strategies aimed at preventing radicalization.

3.8. Data collection and analysis

Collecting and analyzing data on individuals identified through early warning
systems is crucial for understanding patterns of radicalization and informing
preventive strategies. Protecting patient confidentiality while sharing anonymized
data for research and policy purposes is essential. Integrating robust health
care response capacities into early warning systems will enable governments to
enhance their ability to detect, respond to, and mitigate threats posed by terrorism
effectively. This will not only safeguard public health and safety but also promotes
resilience, social cohesion, and adherence to human rights principles in addressing
the complex challenges of terrorism.

4. Conclusions

In an era marked by escalating terrorism, strengthening public health responses
is imperative. Effectively addressing terrorism requires not only robust security
measures but also a commitment to public health initiatives. Focusing on the
underlying social determinants of terrorism, such as socioeconomic disparities and
political oppression, can lead to the development of more effective, community-
oriented strategies. Training for health care professionals and community leaders
is essential for identifying signs of radicalization and responding to the needs of
affected populations. A multidisciplinary approach that integrates public health,
law enforcement, and community organizations is vital for improving early warning
systems and emergency preparedness. Policies must protect individual rights
while ensuring community safety, fostering trust between the public and health
authorities. Innovative technologies can enhance these efforts by providing new
tools for surveillance and response. A proactive and comprehensive public health
strategy is essential for mitigating the impacts of terrorism.

Prioritizing collaboration, ongoing evaluation, and community engagement
significantly contributes to societal resilience in the face of terrorism-related
challenges. Embracing a holistic understanding of health, safety, and human rights
is key to building a safer, healthier world for all. In an increasingly interconnected
world, the need for a universally accepted and dedicated approach to counter
terrorism is paramount. Such a commitment would yield substantial global benefits,
fostering enhanced cooperation and resilience among nations. A unified strategy,
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grounded in shared principles and practices, would not only address the immediate
challenges posed by terrorism but also contribute to long-term stability and security.
The international community stands to gain significantly from a collaborative and
comprehensive framework that prioritizes prevention, response, and recovery
efforts in the face of this pervasive threat.
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Abstract

Social media platforms have revolutionized communication, enabling
individuals to instantly connect, share, and access information. However,
these platforms have also been exploited by terrorist organizations for
recruiting members and spreading propaganda. In response, many
social media companies have implemented algorithms and reporting
systems to identify and remove terrorism-related content. At the same
time, governments have sought to enhance legal frameworks and foster
collaborations with tech firms to improve monitoring and intervention
strategies. New challenges emerge as we transition toward Web3-based
social media, which leverages blockchain technology for decentralization.
The pseudonymous nature of blockchain can hinder accountability,
making it easier for extremist groups to operate without detection.

Additionally, the use of decentralized naming systems complicates the
tracking and removal of harmful content. The shift to decentralized
platforms raises concerns about moderation and the potential for the
proliferation of extremist material as traditional oversight mechanisms
become less effective. This study sheds light on the evolving nature of
online terrorist propaganda and its global response while also addressing
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the implications of emerging technologies for counter-terrorism efforts.
This analysis highlights the urgent need for innovative strategies to
address these challenges in a rapidly changing digital landscape.

Keywords
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Blockchain, Web3

1. Introduction

The rapid rise of social media has created unprecedented opportunities for
communication and community-building. Platforms like Facebook, X, YouTube,
Instagram, and TikTok have billions of users worldwide. While these platforms have
many positive uses, they have also become breeding grounds for malicious activities,
including terrorist recruitment and propaganda dissemination. Social media platforms
offer services that allow individuals to express themselves and connect with others
with similar interests. These platforms function as virtual communities where users
can exchange ideas and interests. What makes social media stand out are its unique
features, such as the option to create personal accounts, enabling users to access the
platform. By setting up profiles, users can share personal details like profile photos
and recent activities and engage with others through friending, creating groups, or
following. Additionally, users can stay updated on news and announcements from
others. Social media allows users to create and modify content in various forms,
such as text, photos, and videos. Users can also interact with posts by commenting,
sharing opinions, or liking content (Althero et al., 2023).

Propaganda is information, ideas, opinions, or images that present only one
side of an argument, often distributed through media to influence people’s views.
Propaganda seeks to persuade people to sacrifice and set aside their personal
needs, desires, oreventheirlives foramore significant cause or something perceived
as more critical (Laskin, 2019). It is commonly mentioned in political contexts.
Terrorist groups have adeptly exploited social media for propaganda in addition
to radicalizing and recruiting individuals globally (Baines & O’Shaughnessy, 2014;
Chaudhari & Pawar, 2021). They create online echo chambers where extremist
ideas can proliferate unchecked, allowing them to reach vulnerable individuals in
ways that were previously unimaginable. Historically, terrorist propaganda was
carried out through more conventional means, such as print media, TV, and radio
(Wilkinson, 1997). However, with the widespread adoption of the internet, terrorists
quickly realized that social media offers a powerful tool for reaching a much larger
and more diverse audience. The propaganda source does not interact directly with
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its audience through social media but relies on media to get them. Its primary aim
is to alter public opinion, eventually prompting a behavior change (Lock & Ludolph,
2020). Platforms like Twitter, Facebook, and YouTube allow terrorists to broadcast
their messages to a global audience instantly. Recruitment videos, propaganda
posters, and even live streams of attacks have all been used to galvanize supporters
and inspire acts of violence (Weimann, 2010).

Terrorist propaganda on social media comes in many forms, including:

Videos: Terrorist groups produce professional-quality videos, including
speeches, battle footage, and calls to arms. For example, violent videos depicting
mass killings, executions, and torture have been used by DAESH both to intimidate
or provoke their enemies and to attract sympathizers from around the world for
recruitment purposes (Ozeren et al., 2018).

Articles and Essays: Extremist groups regularly publish articles that promote
their ideologies, attack their enemies, and justify violence. These articles are often
disseminated through social media and reach a wide audience, especially among
those sympathetic to the cause. For example, DAESH disseminates its ideology
through various media outlets to reach a broad audience. It used publications like
Dabig and Rumiyah magazines, the Al-Naba newsletter (Glausch, 2020).

Memes and Visuals: In its broadest sense, an internet meme is described as
a ‘catchy idea’ that spreads online through images, texts, videos, tunes, or other
digital content as a ‘contagious’ piece of information, an internet meme rapidly
circulates among users, influencing and shaping the mindsets, behaviors, and
actions of a social group. If an image propagates in numerous copies around digital
networks, it can become a meme (Kalkina, 2020). Terrorists also leverage visual
media, such as memes and infographics, to spread their message (Huey, 2015).
These visuals are often designed to be provocative and easily shareable, targeting
younger audiences who are more active on social media.

Terrorist propaganda often targets individuals who are susceptible to radicalization.
This includes people who feel disenfranchised, isolated, or marginalized within their
communities. Online propaganda offers a sense of belonging and purpose to those
who might feel alienated in the real world. Ellul (1962 as cited in Winter, 2020) argues
that propaganda does not excel at introducing new ideas; instead, it is robust in
solidifying existing beliefs, gradually pushing individuals to act. This influence is
most potent when propagandists surround audiences with messages aligning with
their existing views. In such cases, previously abstract ideas become normalized,
potentially leading individuals to adopt perspectives and behaviors that feel foreign
to their original identity. For example, DAESH has specifically targeted young Muslim
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women who are seeking adventure, feeling alienated or dissatisfied, searching for
new life paths, coping with romantic issues, experiencing adolescent rebellion, or
responding to various forms of personal discontent. These factors contribute to their
decisions to pursue alternatives or make significant life changes (PereSin, 2015).

Terrorists use various tactics to engage potential recruits on social media,
often starting with seemingly benign conversations before introducing extremist
content. Since a join link is necessary to enter a channel or private messaging
group, encountering propaganda accidentally is far lower than in more public web
spaces (Clifford & Powell, 2019). Terrorist organizations may employ peer-to-
peer recruitment after using hashtags related to trending topics to attract a broad
audience. Radicalization tends to start subtly in recruitment, gradually intensifying
as a bond of friendship and trust develops between the recruiter and the potential
recruit. Once this relationship is established, radicalization often deepens, making
the recruit more receptive to the recruiter’s ideas and influence (Gurbuz, 2022).
Once an individual interacts with extremist content, they may drawn into a closed
community where radicalization can occur. This tactic involves established
members contacting potential recruits through direct messages or private chats.
Almost all social media platforms allow their users to start a conversation through
direct messaging part of the social media platform as well.

The responsibilities of social media platforms in combating terrorist recruitment
and propaganda have become a critical focus in the fight against online extremism.
As conduits for both global communication and radicalization, these platforms face
expectations from governments to take proactive steps in identifying and removing
extremist content to combat terrorism (Ford, 2020). One of the most significant
responsibilities of social media platforms is identifying and removing terrorist content
before it can spread. Law enforcement agencies worldwide are collaborating with
major social media companies like Twitter and YouTube to remove thousands of
instances of violent terrorist content. This joint effort aims to prevent the spread
of extremist material online by blocking and deleting harmful content at scale
(Weimann, 2016). In response to growing concerns, major platforms such as
Facebook, YouTube, Twitter, and Instagram have invested heavily in developing
technologies capable of detecting extremist content. Machine learning and artificial
intelligence (Al) have become critical tools in automating the process of flagging
content that violates community guidelines. Al algorithms are used to scan user-
generated content such as posts, videos, and images for patterns that match
known extremist materials (Macdonald et al., 2019)2019. For example, YouTube’s
Content ID system is designed to detect copyrighted material automatically but
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has been adapted to flag extremist videos. Facebook also employs PDQ and TMK
+ PDQF hashing technologies for automated detection systems to identify terror-
related content, using databases of known propaganda videos and images to
create algorithms that prevent such content from being uploaded or shared (Gorwa
et al., 2020). In addition to automated tools, social media companies have also
deployed large teams of human moderators who review flagged content. These
moderators play a crucial role in assessing borderline cases where Al tools may
struggle to differentiate between legitimate political discourse and extremist content.
Organizations possess the financial means to develop specialized in-house teams
that address complex issues, including terrorist content, extremism, hate speech,
misogyny, and other forms of harmful online activity (Amarasingam et al., 2021).

Given the global nature of terrorism, social media platforms are increasingly
collaborating with governments and NGOs to combat online extremism. These
partnerships aim to share intelligence, best practices, and technical expertise to
address the growing threat of terrorism on social media. For example, the Global
Internet Forum to Counter Terrorism (GIFCT) was established in 2017 by companies
such as Meta (formerly Facebook), Microsoft, X (formerly Twitter), and YouTube
to foster cross-platform cooperation in removing terrorist content (GIFTC, 2017).
Through initiatives like the GIFCT, social media companies share databases of
known terrorist content, enabling faster identification and removal across multiple
platforms. These shared databases are updated regularly, ensuring that platforms
can stay ahead of evolving tactics used by terrorist groups to spread propaganda.

As the threat of online terrorism grows, many governments have implemented
stricter regulations that require social media platforms to take swift action against
terrorist content. Laws such as the European Union’s regulation on preventing the
dissemination of terrorist content online mandate that platforms remove extremist
material within a set timeframe, typically one hour after it is reported (Robinson,
2018). Failure to comply can result in hefty fines and legal consequences. To ensure
compliance, social media companies have had to invest heavily in legal teams
and compliance officers who monitor changes in global regulations. Moreover,
platforms must continually update their content moderation policies to reflect
evolving laws, which can be resource-intensive. However, a growing consensus
is that such regulatory frameworks are necessary to ensure these platforms take
their responsibilities seriously in combating terrorism (Gorwa et al., 2020).

However, these partnerships also raise concerns about the overreach of
government power and the potential for state-led censorship. Some fear that
collaboration between governments and platforms suppresses dissent or
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politically sensitive content (Howard et al., 2011). As regulations make social
media companies act more decisively (Chen, 2023), platforms must navigate a
complex legal landscape, especially in regions where government definitions of
terrorism and extremism may vary or conflict with international standards (West,
2021). Alternative social media platforms facilitate the creation of tight-knit, almost
inaccessible communities that can foster echo chambers for hate speech and
violent extremism. Unlike mainstream platforms, which actively remove such
content, these alternatives allow such discourse to persist unchecked, reinforcing
extremist beliefs among members (Walther & McCoy, 2021).

While many social media companies have implemented content moderation
policies, including the removal of terrorist material, terrorist groups are quick
to adapt, often shifting their content to new platforms to evade detection.
Twitter managed to curb DAESH’s influence on its platform by enhancing spam
detection and swiftly banning DAESH-affiliated accounts. Despite efforts by
DAESH media supporters to reestablish accounts, Twitter’s stricter controls
weakened their network. However, as Twitter became less viable for DAESH,
they shifted to Telegram, where they could reestablish and continue spreading
their messages (Prucha, 2016). The increasing use of encrypted messaging
platforms presents a significant challenge for law enforcement. While encryption
is essential for protecting privacy, it also allows terrorists to communicate without
fear of interception. This makes it difficult for governments to gather intelligence
on potential threats or to intervene (Davis, 2021). The power of encryption
led blockchain technologies to emerge. As we transition toward Web3-based
social media, which leverages blockchain technology for decentralization,
terrorist groups may also find it as a new playing ground for their purposes.
The pseudonymous nature of blockchain can hinder accountability, making it
easier for extremist groups to operate without detection. Additionally, the use of
decentralized naming systems complicates the tracking and removal of harmful
content. The shift to decentralized platforms raises concerns about moderation
and the potential for the proliferation of extremist material as traditional oversight
mechanisms become less effective.

2. Blockchain

Blockchain is a decentralized digital ledger technology that records and verifies
transactions across a distributed network of nodes, ensuring that data is secure,
transparent, and difficult to alter. Each transaction is grouped into a “block,” and
these blocks are sequentially linked together to form a chain. By decentralizing
data storage across a network, blockchain becomes resilient against tampering
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and censorship. It is a valuable tool for protecting free speech, open access to
information, and freedom from centralized control (Tanriverdi et al., 2019).

Blockchain operates through a peer-to-peer network where each node holds a
complete, updated ledger copy. When a transaction is initiated, it is broadcast to
all nodes for validation through a consensus mechanism. The most widely known
consensus algorithm is Proof of Work (PoW), used by Bitcoin, where nodes, or
“miners,” solve complex cryptographic puzzles to validate transactions. This process
is computationally intensive, making it challenging for any entity to alter the blockchain
since it would require controlling over 50% of the network’s computational power
(Narayanan et al., 2016). Another consensus mechanism, Proof of Stake (PoS),
requires nodes to validate transactions based on the amount of cryptocurrency
they “stake” as collateral, making PoS blockchains more energy-efficient while still
secure against attacks (Wood, 2014). Each block contains a cryptographic hash
of the previous block, a timestamp, and the transaction data, linking blocks in an
immutable sequence. If anyone attempts to alter data within a block, the block’s
hash changes, breaking the chain’s continuity and alerting the network. The
blockchain’s decentralized, consensus-based structure prevents any individual
node or authority from modifying data unilaterally (Narayanan et al., 2016), making
it a powerful technology for anti-censorship. Blockchain’s anti-censorship properties
stem primarily from its decentralized architecture, transparency, and cryptographic
security. Unlike centralized systems where data is stored on single servers that can
be manipulated or controlled, blockchain data is shared across thousands of nodes,
making it almost impossible for any single entity to alter or censor data.

With data distributed globally across nodes, blockchain is highly resistant to
censorship. No single authority can alter or delete data, which is particularly beneficial
in settings where centralized entities or governments restrict access to information.
Decentralized applications (DApps) built on platforms like Ethereum leverage this
feature, supporting censorship-resistant services. For instance, storage networks
such as the Inter Planetary File System (IPFS) offer decentralized file storage (Benet,
2014), reducing the risk of data suppression by central authorities. Blockchain’s
transparency ensures that every transaction is publicly visible and verifiable. Once a
transaction is recorded on the blockchain, it cannot be altered or erased, preserving
the integrity and availability of data. This immutability makes blockchain an ideal
tool for anti-censorship, as it prevents any single entity from retroactively changing
records. For example, HELIOS Citizen Journalism, a blockchain-based application,
aims to provide a tamper-resistant platform for content creators, allowing them to
publish content without fear of censorship (Guidi et al., 2021).
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Blockchain transactions are generally pseudonymous, meaning users can
participate without revealing their real identities. This feature is crucial in authoritarian
environments where individuals might face consequences for expressing dissent.
While not fully anonymous, pseudonymity protects users from identification-based
censorship. Additionally, privacy-oriented blockchains platforms such as Monero and
Zcash add cryptographic enhancements for even greater privacy, allowing users to
communicate and transact more securely and anonymously (Alam et al., 2023).
Blockchain-based cryptocurrencies, such as Bitcoin and Ethereum, enable users to
bypass traditional banking systems, which can be susceptible to governmental and
institutional control. Unlike traditional banking, where transactions may be blocked,
monitored, or even frozen, cryptocurrencies enable peer-to-peer transactions without
intermediaries. This financial autonomy is invaluable for individuals in regions with
economic restrictions, allowing them to access funds, purchase goods, and support
dissenting voices without centralized oversight.

3. Web1.0, Web2.0 and Web3

The internet has evolved dramatically over the past few decades, transitioning
from the static, information-sharing Web 1.0 to the interactive, social, and user-
centered Web 2.0. Currently, we're witnessing the rise of Web3, often known as
the “decentralized web,” which is powered by blockchain technology. While Web
2.0 enabled unprecedented levels of connectivity and user-generated content,
it is heavily centralized, with control and data ownership concentrated among a
few powerful tech companies. Web3, by contrast, proposes a more decentralized,
secure, and user-driven internet where individuals retain ownership of their data and
digital assets Web 2.0 represents the internet we interact with today. It transformed
the early “read-only” internet (Web 1.0) into an interactive, user-focused platform
where people could create, share, and collaborate on content (Gan et al., 2023).

To make websites accessible online, they must be hosted on servers that accept
requests from web browsers and respond to the website’s content. Developers
use web hosting providers’ storage space for this purpose, while companies often
manage their own servers to achieve the same goal. Web 2.0 relies on a client-
server architecture characterized by centralized cloud storage and management,
with major cloud and Content Delivery Network providers storing substantial
amounts of user data in centralized databases. The Domain Name System (DNS),
an essential part of Web 1.0 and today’s Web 2.0 internet is a distributed database
that matches computer names with numerical IP (Internet Protocol) addresses or
vice versa (Bellovin, 1995). DNS translates the name people use to find a website
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into the IP address the computer uses to serve that website. For example, if a user
wants to access the web address www.example.com via a browser, DNS matches
this domain name to an IP address (e.g. 81.82.83.84). This match is distributed
globally within a hierarchy of authorities (Khormali et al., 2021). ICANN (Internet
Corporation for Assigned Names and Numbers) oversees the DNS root zone and
manages the allocation of Top-Level Domains (TLDs) As Donahoe (2017) noted,
ICANN'’s role is vital in maintaining the stability of the global internet system. When
a user attempts to connect to a server through a domain name, the DNS performs
the IP address mapping. However, if the DNS lookup fails for any reason, access
to the desired service will not be possible even if the target server is operational.

Web 2.0 platforms are controlled by corporations, which store vast amounts of
user data, personalize content, and drive advertising revenue. This centralization
has brought about significant privacy concerns as platforms like Facebook gather,
analyze, and monetize user data, often with limited transparency or user control
(Andreou et al., 2018). Users become products within this structure, where their
data and activity generate revenue for corporations rather than personal benefits.
Furthermore, centralized control over data and platform algorithms makes
censorship possible, as companies can choose to restrict or remove content.

Web3, the next generation of the internet, offers a user-centric, on-chain
ecosystem. Built on blockchain technology, it ensures transparency for on-chain
data and transaction records through the decentralized ledger (Sun et al., 2024).
Unlike Web1.0 and Web2.0, Web3 operates on a decentralized architecture,
aiming to offer distributed cloud storage by building on foundational principles of
peer-to-peer (P2P) networking and content addressing. For instance, IPFS (Inter
Planetary File System) is a distributed file system protocol and network that offers
an alternative to the internet’'s centralization and fundamentally changes how
information is stored and shared on the web. Unlike the traditional web structure,
IPFS stores files on nodes across the network through content addressability rather
than on centralized servers. This innovative approach enables users to access files
based on hash values, removing the dependency on a specific server for access
(Benet, 2014). One of the most significant differences in Web3 is the concept of
digital ownership. With blockchain-based Web3, users can own digital assets in
the form of tokens, NFTs (non-fungible tokens), and cryptocurrencies, giving them
greater control over their digital lives. These assets are managed directly by users’
wallets, the final authority of the data, eliminating intermediaries like banks or tech
companies (Sheridan et al., 2022). Web3 also enhances transparency and reduces
censorship (Krause, 2024); no single entity can alter data stored on a decentralized
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blockchain without consensus, making it inherently censorship-resistant. In
addition, decentralized naming systems represent an evolution of traditional DNS,
leveraging blockchain technology to provide a more secure, resilient, and user-
controlled method of mapping human-readable names to digital addresses.

Unlike traditional DNS, which is hierarchical and managed by centralized
authorities, decentralized naming systems operate on a distributed network.
Systems like the Ethereum Name Service (ENS), Namecoin, and Blockstack allow
users to register names, enabling ownership that is recorded on the blockchain
(Su et al., 2021). When a user inputs a decentralized name (e.g., an ENS name),
the query is sent to the blockchain network. Smart contracts handle the resolution.
The registry contract stores the mapping of the name to an address stored on
the blockchain. The user seeking to resolve the name must query the registry
to identify the appropriate resolver and then retrieve the resolution results from
that resolver. The resolved address can directly facilitate interactions, such as
decentralized application (dApp) access (Xia et al., 2022).

Web3 platforms have the potential to replace centralized systems by leveraging
smart contracts (Dal Mas et al., 2020). Simply, smart contracts are essentially code
containers that digitally represent and replicate the terms of real-world contracts. At
their core, contracts are legally binding agreements between two or more parties,
where each party is obligated to uphold its commitments (Taherdoost, 2023). A
smart contract is a computer program with self-verifying, self-executing, and
tamper-resistant features. It enables code execution without requiring third-party
intermediaries. Taking a transaction as input, it runs the corresponding code and
generates output events. Integrating smart contracts with blockchain technology
has become a significant area of focus due to their ability to facilitate peer-to-
peer transactions while maintaining a publicly accessible, secure, and trustworthy
database. Smart contracts are transparent, trackable, and irreversible, with all
transaction details embedded, ensuring automatic execution (Mohanta et al.,
2018). The creation of smart contracts differs significantly from traditional software
engineering due to their unique development life cycles, which make updating
or fixing flaws in deployed applications challenging through conventional version
updates (Destefanis et al., 2018). Deployed smart contracts on the blockchain are
immutable and publicly accessible to everyone except through a hard fork, which
is a chain separation operation causing the old version to be no longer compatible
with the new one (Wan et al., 2024). Decentralized Autonomous Organizations
(DAOs) are organizational structures governed by smart contracts on the blockchain
instead of a central authority or hierarchical management. These smart contracts
enable automated decision-making, and any changes to the organization require
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the consensus of stakeholders (Saurabh et al., 2023). Web3-based social media
firms operate without a central authority or hierarchical management structure,
relying instead on predetermined algorithms and protocols for governance and
operations. These firms achieve efficient, autonomous development, management,
and operation through a democratic validation process involving network users.
For example, platforms like Steemit have been extensively studied as examples of
this model. The emergence of Web3-based social media startups has also driven
a fundamental shift in organizational structures, giving rise to a new type of entity
known as the Decentralized Autonomous Organization (DAQO) (Zhan et al., 2023).

4. Web3-based social media

Centralized social networks like Facebook, X, or Instagram rely on servers
that store all the information users provide. This data can be utilized to analyze
user preferences and behaviors or to deliver targeted ads. Decentralization has
been considered a promising approach for social media. (Datta et al., 2010).
Web3 based social media is used in this study as an umbrella term. Researchers
use different terminology for social media platforms that are based on blockchain
technology. (2020) used the term “Blockchain-based Online Social Media (BOSM)”,
Jiang & Zhang (2019) preferred the term “Blockchain-Based Decentralized
Online Social Network (BCOSN),” and Li et al. (2021) chose “Blockchain-based
Social Media Platform (BBSMP)”. Web3-based social media platforms function
similarly to traditional online social networks, allowing users to interact with one
another. However, these platforms are managed autonomously by users through
decentralized consensus protocols.

Web3-based social media addresses the challenges of traditional web 2.0
social media models by offering decentralization, where users and content
creators become the owners. Web3-based social media platforms are typically
governed and operated by their users and the broader community. Unlike
conventional platforms controlled by centralized corporate entities, Web3-based
social media platforms distribute data across the network’s nodes, ensuring
decentralization. These platforms encourage users to create high-quality content
and actively engage with others to maintain a vibrant content ecosystem. Issues
such as data privacy breaches, excessive content censorship, and unannounced
algorithm changes can effectively vanish in this decentralized framework. In
practice, Web3-based social media platforms lack both a central authority and
a hierarchical management structure. Governance and operations are efficiently
handled through predefined algorithms or protocols. These platforms enable
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autonomous development, management, and operations by utilizing a democratic
validation process involving the network’s users (Zhan et al., 2023). Guidi et al.,
(2021) describe key features of Web3-based social media platforms related to
this study as follows:

Data control and content management: Decentralized networks operate
without a central authority to collect or store data, allowing users to participate
in the network actively and set their own rules for the content they create. Users
gain greater control over their data, including how their content is monetized. The
blockchain authentication process ensures robust security, making data breaches
nearly impossible and providing maximum confidentiality. Unlike traditional social
media platforms like Facebook or X, decentralized networks empower users with
full control over their private data and published content, including the ability to
determine its visibility and intended audience.

Censorship and democratized governance: Censorship is a critical issue in
social media, as users often oppose restrictions on sensitive topics to uphold
freedom of speech and expression. In traditional online social networks, content
is reviewed and removed if it violates specific guidelines, with some countries, like
China, exerting significant control over published material. In contrast, decentralized
networks empower users with independence by eliminating central authorities,
allowing them to establish their own rules for censorship and governance.

A blockchain-based decentralized application (DApp) is an application that
typically uses web pages or mobile interfaces as its front-end and smart contracts
as its back end. (Front-end and back-end represent two essential components of
any application. The front-end encompasses the elements visible to users, such as
buttons, checkboxes, graphics, and text messages, facilitating user interaction with
the application. Conversely, the back-end consists of the data and infrastructure
that underpin the functionality of the application). The front-end enables users to
create transactions and submit them to their blockchain wallets. Once the user signs
and confirms the transaction via the wallet, it triggers the smart contract associated
with the DApp (J. Zhou et al., 2023). Web3-based social media platforms, being
as social DApps, also uses web pages or mobile application interfaces in order for
users’ interaction, and smart contracts in order to transact on blockchain. Different
web3-based social media platforms adopt different approaches to store data on
the blockchain. Here, some of the main web3-based social media platforms will be
introduced.

Steemit: Steemit is a blockchain-based social media DApp that creates
communities where users are rewarded for sharing their voice (Steemit, 2024).
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One of the earliest blockchain-based social platforms, Steemit operates on the
Steem blockchain. It rewards users with cryptocurrency for creating, curating, and
interacting with content. The posts and interactions are stored immutably on the
blockchain. Community-driven curation through voting determines the visibility
and reward distribution for posts. Delegated Proof-of-Stake (DPoS) consensus
mechanism ensures efficient validation of transactions (Li et al., 2021).

Hive.blog: Hive is a fork of the Steem blockchain created to promote
decentralization after controversy around Steem’s acquisition by TRON. Hive.blog
is a social network owned and operated by its users (Hive, 2024). Hive has two
native tokens: HIVE and for rewarding contributions on the platform. It emphasizes
decentralization, community governance, and resistance to censorship. Hive also
enables transparent voting for governance and reward allocation. To mitigate the
risk of collusion and enhance protection against governance attacks on the network,
the Hive DPoS algorithm underwent revisions. Voting is restricted to users who
utilize coins held in their accounts for over thirty days (Guidi et al., 2021).

SocialX: SocialX is a community-driven social media platform allowing users
to publish photo and video content. It has many similarities to established social
media platforms such as Facebook and Instagram. Still, there is one major
difference: SocialX is a decentralized blockchain platform where everyone can earn
cryptocurrency SOCX token rewards. As users upload images or videos, SocialX
recognizes them as raw files. A second media file, serving as a duplicate, is then
produced to improve application performance. The application leverages IPFS to
decentralize both the original and the optimized files. All media-related information
is sent to the primary Infura IPFS node. The IPFS hashes of the media files are
documented in the corresponding post. The application also features the IPFS media
files, complete with their published hash viewer (The SocialX Ecosystem, 2024).

PeakD: PeakD is a decentralized social media platform built on the Hive
blockchain. It enables users to create, share, and monetize content in a transparent
and censorship-resistant environment. Unlike traditional platforms, PeakD stores
data on the Hive blockchain, ensuring that content and interactions are publicly
accessible, secure, and immutable. The platform empowers users with complete
control over their data and content while providing tools for engagement, such
as rewards and voting systems. The primary purpose of PeakD is to offer a
decentralized alternative for content creators and consumers, promoting freedom
of expression and fair content monetization (PeakD, 2024).

In addition to the examples described above, there are web3-based social
media platforms such as Peepth, Minds, Mirror, Sapien, Indorse and more.
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These platforms’ key and common feature is that they have integrated blockchain
technology at some point in their operations for decentralization purposes. In the
following section, the rules for removing content from publication and freezing or
deleting accounts on traditional social media platforms and web3-based social
media platforms will be examined and compared. Then the problems that may
be encountered within the scope of terrorist propaganda and recruiting will be
discussed together with the existing legal regulations.

5. Efforts on the Content

Governments, corporations, and non-profit organizations have engaged in
efforts to combat terrorist propaganda and recruitment on the internet, confronting a
multifaceted dilemma regarding the most effective strategies to address a worldwide
issue that can manifest in various forms across diverse segments of the web.

All countries have implemented all kinds of legal regulations regarding terrorist
activities since their establishment and have made the necessary arrangements
for online propaganda and recruitment. In addition, international organizations
continuedtheirglobalandregional studies; membercountriestriedtoimplementbest-
case practices. Security Council resolution 2354 (United Nations, 2017) expands
upon the Council’s presidential statement from 11 May 2016 (S/PRST/2016/6) and
the “Comprehensive International Framework” (S/2017/375PDF). This resolution
aims to implement legal and law enforcement strategies, foster public-private
collaborations, and promote the creation of counter-narratives (CTED Facesheet,
2023). The European Union has provided both member states and stakeholders,
such as online hosting providers, with a significant framework aimed at preventing
and combating terrorist activities. This framework includes legislative measures,
specifically directive 2017/541/EU and the proposal for a regulation concerning
terrorist content online, as well as non-binding instruments like the Commission
Recommendation (EU) 2018/3347 and various voluntary agreements established
by states or stakeholders. Europol actively engages in the prevention of terrorism
through its dedicated branch, the European Counter-Terrorism Centre (ECTC).
This center has initiated the establishment of Internet Referral Units (IRUs), which
are tasked with detecting, investigating, and referring terrorist-related illicit content
found online to Member States and hosting providers (Sachetti, 2021)2021.
The European Commission, in its document titled “Communication on Tackling
lllegal Content Online: Towards Enhanced Responsibility of Online Platforms,”
has advised technology companies to actively seek out illegal content on their
platforms utilizing artificial intelligence. It emphasized that online platforms should
have the capability to make prompt decisions without the necessity of a court order
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or administrative directive. The Commission believes that online platforms can
implement these suggested proactive strategies without jeopardizing their liability
exemption as outlined in the e-Commerce Directive (Huszti-Orban, 2018).

The Global Internet Forum to Counter Terrorism (GIFCT), founded in 2017 by
Meta, Microsoft, YouTube, and X, is an NGO dedicated to preventing the misuse of
digital platforms by terrorists and violent extremists. With over 30 member platforms,
GIFCT fosters technical collaboration, research, and knowledge-sharing to combat
extremist content online. Its efforts align with the Christchurch Call to Action, initiated
after the 2019 Christchurch Mosque shootings, and a nine-point plan to eliminate
extremist content. Guided by four core goals, it empowers tech companies, engages
stakeholders, promotes civil dialogue, and enhances understanding of extremist
operations. To achieve this, GIFCT adheres to a nine-point plan with five individual
actions and four collaborative initiatives (GIFTC, 2017):

Five Individual Actions:

Terms of Use Updates: Platforms will explicitly prohibit terrorist and violent
extremist content in their terms of use, community standards, and acceptable use
policies, providing a clear basis for content removal and account actions.

User Reporting Tools: Platforms will implement user-friendly mechanisms for
reporting inappropriate content, ensuring clarity and prompt action on flagged
terrorist or extremist materials.

Enhancing Technology: Continued investment in advanced technology, such
as digital fingerprinting and Al, will improve the detection and removal of terrorist
content.

Livestreaming Checks: Measures like streamer ratings, account validation, and
event moderation will be introduced to reduce the risk of livestreaming extremist
content tailored to the context of each service.

Transparency Reports: Regular reports will provide data on detecting and
removing extremist content, supported by clear and explainable methodologies.

Four Collaborative Actions:

Shared Technology Development: Collaborative efforts with governments,
NGOs, and academic institutions will focus on creating shared data sets, open-
source tools, and collective contributions to improve detection and removal
technologies.

Crisis Protocols: A unified crisis response protocol will ensure quick and
coordinated action during active or emerging events, with incident management
teams facilitating information sharing among stakeholders.
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Public Education: Joint efforts will aim to educate the public on recognizing and
reporting extremist content, as well as discouraging its spread.

Combatting Hate and Bigotry: Collaborative research and support for NGOs
will address the root causes of extremism and hate, emphasizing the connection
between online hate and offline violence while promoting pluralism and respect.

Web3-based social media platforms also notify their users about content
related to violence in a broad sense and terrorism in particular, according to the
roadmaps they have determined. Steemit warns users on their terms and services
section: “When accessing or using the Services, you agree that you will not commit
any unlawful act, and that you are solely responsible for your conduct while using
our Services. Without limiting the generality of the foregoing, you agree that you
will not use our Services to pay for, support or otherwise engage in any activity
prohibited by law, including, but not limited to illegal gambling, fraud, money-
laundering, or terrorist financing activities” (Steemit, 2024). Hive.blog warns users
on their terms and services section: “By accessing or utilizing the Services, you
acknowledge your commitment to refrain from engaging in any illegal activities and
accept full responsibility for your actions while using our Services. Furthermore,
without restricting the broad scope of this obligation, you agree not to use our
Services for any unlawful purposes, including but not limited to illegal gambling,
fraud, money laundering, or financing of terrorism” (Hive, 2024). SocialX announces
that they strictly forbid child porn, human trafficking, drugs, terrorism, and more.
It also empowers their community to forbid content if they think it does not follow
the SocialX community guidelines (The SocialX Ecosystem, 2024). PeakD offers
mechanisms to filter NSFW (Not Safe for Work) content, which are enabled by
default settings. However, these filters’ functionality depends on users accurately
tagging their posts. While being aware that some inappropriate content may still be
present due to user mislabeling or negligence (PeakD, 2024).

6. Comparison of Efforts and the Possible Challenges

Major traditional web 2.0-based social media platforms share a general approach
to removing terrorism-related content; their effectiveness varies based on factors
like enforcement strategies, reliance on Al, and the balance between privacy and
content moderation. Although there has not been a hundred percent success in
detecting terrorist propaganda or recruitment content published on social media
platforms, it is technically very easy for platforms that host the content on their
centrally managed servers to remove it from publication and/or block access to it.
Altering the value of the database or even deleting it finalizes all the transactions.
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The laws and policies designed to tackle violent extremism similarly encounter
issues related to definitions. The phrase ‘violent extremism,” along with associated
terms like ‘extremism’ and ‘radicalization,’ is widely used in current political dialogue
across international, regional, and national platforms. Nevertheless, there are no
internationally recognized definitions for these terms. Many definitions present in
domestic legislation and policies have been criticized for their lack of clarity and
for sometimes covering activities that are lawful according to international human
rights standards. As Huszti-Orban, (2018) describes online platforms as “De Facto
Content Regulators,” it is common for terms of service and community standards to
be written in imprecise language, which does not adequately clarify the scenarios
that could result in blocked content. Heller, (2020) points out that the definition of
terrorism presents significant challenges, as articulated by Tech Against Terrorism,
a nonprofit partner of GIFCT. Tech Against Terrorism acknowledges the lack of
a universal definition for terrorism. This uncertainty complicates their content
moderation efforts.

Moreover, it is often hard to determine if a video is promoting terrorist ideologies
or if it is an essential news report highlighting human rights violations. For this
reason, it is possible that an application for content removal or access blocking
made by the applicant country for content that it defines as terrorist propaganda
or advocacy may be rejected because the social media platforms do not describe
the content in question similarly. In such a case, even if states cannot ensure that
the content is removed from publication, they can choose to block access to the
content by applying national legal rules to reduce the access of content containing
terrorist propaganda to more people. This is possible with the traditional Domain
Name System and the hosting method on central servers on which web1.0 and
web2.0 are built.

For example, The Turkish Law for Regulation of Publications on the Internet and
Combating Crimes Committed by Means of Such Publications No. 5651 regulates
the prevention of access to publications or removal of illegal content by court order.
Article 8/17 declares that prevention of access is processed by blocking the related
content through an individual URL if technically possible; if not, the entire website may
be blocked from being accessed. In the context of managing terrorism-related content
on Web 1.0 or Web 2.0, two distinct blocking techniques may be utilized. The first
technique is referred to as “DNS tampering,” which consists of modifying the internal
DNS records of a website to redirect user requests to a different IP address. For
example, if the social media site www.facetweetgam.com is hosted at the IP address
10.0.0.5, an ISP could alter the DNS entry for this site to redirect to 192.168.0.5, a
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hypothetical address that could display a message regarding a court order against
accessing www.facetweetgam.com. As a result, users querying www.facetweetgam.
com would be redirected to 192.168.0.5. The second technique is known as IP
blocking, which involves blocking access to the entire website by restricting traffic to
its hosting IP address. In this scenario, if a user attempts to access the IP address
10.0.0.5, the ISP will block all incoming and outgoing traffic to that address.

The content removal and access blocking efforts described above will be more
challenging when it comes to web3-based social media environments. To explain
this situation better, it would be appropriate first to examine the white papers and
terms of services published by those mentioned above on web3-based social
media platforms.

In Steem whitepaper (S. Whitepaper, 2018b) it is declared that “Steem is a
decentralized network operated by witnesses in jurisdictions around the world. All
user actions are publicly recorded on the blockchain and can be publicly verified.
This means that no single entity can censor content that STEEM holders value.
Individual websites such as steemit.com may censor content on their particular
site. Still, content published on the blockchain is inherently broadcast traffic, and
mirrors worldwide may continue to make it available”. Like Steem, the Hive platform
announces that “Hive is by design a decentralized blockchain that is sustained by
geographically distributed servers and nodes. Every transaction is transparently
and chronologically entered into blocks and signed onto the public ledger. All
transactions entered onto the Hive blockchain have the element of finality and,
once confirmed in its three-second blocks, are irreversibly signed. Altering the
content of recorded transactions and blocks is not possible as that would alter the
state of the blockchain post-finality. Therefore, taking the default unalterability into
account, no content on the Hive blockchain may be arbitrarily censored or altered
in any way, shape, or form. Hive does not regulate its APIs or provide constraints
on the type of endpoints that may be built on it. Individual front-ends and websites
may present or not present segments of Hive content as they deem fit. This does
not adversely impact the availability of the material stored on the Hive blockchain.
With its censorship-resilient design, Hive is a dedicated proponent of free speech
and transparency” (H. Whitepaper, 2020).

As can be seen from the Steem and Hive whitepapers, they are decentralized
blockchain platforms that prioritize transparency and censorship resistance through
their architecture. Both platforms record all actions on their respective blockchains,
which are public, immutable, and globally accessible. Content is permanently
recorded on the blockchain and remains accessible globally through decentralized
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nodes. However, individual websites, such as Steemit.com or Hive.io, can choose
what content to display. This enables platform-level moderation without affecting
the availability of the underlying data. Steem’s blockchain supports mirrored nodes
worldwide, making content available regardless of moderation decisions by specific
websites. Hive’s design emphasizes unregulated APls, allowing developers to build
diverse endpoints and ensuring that no constraints hinder access to blockchain-stored
content, which means that they empower individual platforms to decide how content
is presented, creating a nuanced interplay between moderation and accessibility. In
this way, since all terrorist content is written on the blockchain, even if Steem or Hive
blocks access to this content through their own user interfaces, another coder can
create a design that will make all of the content publicly available through their own
web user interface. In this case, content created for terrorist propaganda or recruiting
purposes will be accessible through a website published anywhere in the world.

SocialX also declares that, “We will empower our community to forbid content
if they think it is not following the SocialX community guidelines. Everyone who
engages within the community to maintain this environment will also be rewarded
so that we set a healthy incentive for people to manage content. As SocialX will
be decentralized, we are not able to fully forbid or prevent the abovementioned
topics, but we will help our voted community managers with tools and algorithms
to easily access NSFW (Not Safe for Work) content and flag it as inappropriate”
(S. Whitepaper, 2018a).

As noted also in the whitepaper of SocialX, when a user posts an image or
video to the platform, it is stored on IPFS. The Interplanetary File System (IPFS) is
a peer-to-peer protocol that facilitates storing and accessing files and websites, as
described in the IPFS whitepaper. This open-source initiative focuses on developing
a sustainable and decentralized data storage and distribution method. It comprises
a protocol and a network, and it is widely utilized by various projects and users,
aiming for effective and seamless file sharing. In contrast to the traditional location-
based addressing system used by HTTP through DNS, where a single server hosts
multiple files, IPFS disperses files throughout the network, uniquely identifying
each file by its cryptographic hash, which is determined by its content. IPFS resists
censorship using a decentralized and distributed architecture to store and share
content. Instead of locating files using URLs tied to specific servers, IPFS uses
content addressing. This ensures that as long as someone has the hash, they
can retrieve the file, regardless of where it is stored. Files on IPFS are broken into
smaller chunks and distributed across multiple nodes in the network. No single
server or central authority controls the data, making it impossible for a government
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or a platform itself to block or remove content from the entire network. Anyone with
a copy of the content can act as a host. This redundancy ensures that even if one
node is taken down, the content remains accessible from other nodes. Users retrieve
files directly from other nodes instead of centralized servers, bypassing traditional
internet infrastructure that governments might control. Traditional censorship often
involves blocking websites or servers, as mentioned above. IPFS, however, has no
central server. Even if governments shut down specific nodes, the content remains
accessible through other nodes globally—for instance, a controversial document
shared on IPFS. Even if a government blocks a website hosting the file, users with
the file’s hash can still retrieve it from other nodes in the network. The distributed
nature of IPFS makes it virtually impossible to remove all copies of the content.
That is why SocialX declares that they are not able to forbid or prevent the topics
fully, but it can flag the content as not safe for work.

PeakD declares in the Legal Terms of Service section (PeakD, 2024) that the
platform interacts with Hive blockchain lie Hive.io. It is also specified that “PeakD
offers tools to filter NSFW (Not Safe for Work) content, which is enabled by default.
However, these filters rely on users properly tagging their posts. Guardians should
ensure these filters remain in place but understand that some inappropriate content
may still appear due to user mislabeling or neglect. PeakD gives users control over
their content consumption and creation while requiring them to comply with local
laws and responsibly mark NSFW material. By using PeakD, you acknowledge that
it is your responsibility to understand the impact of your actions. PeakD provides
tools to help you interact with the Hive blockchain, but you are solely responsible for
your actions and the consequences of those actions. PeakD is a frontend tool for
interacting with the Hive blockchain and does not control or manage the blockchain
itself. By posting content through PeakD, you acknowledge that your content is
stored on the Hive blockchain, which is public and decentralized. PeakD cannot
control where or how your content is displayed on third-party services using the
same blockchain data. Once content is posted on Hive, it is beyond PeakD’s control
to delete or modify it. You are responsible for understanding the permanent nature of
blockchain and making informed choices before posting any data. Once your content
is on the blockchain, it cannot be deleted or altered by PeakD or any other service.
While you can modify how it is displayed on PeakD, the original data remains part
of the permanent blockchain record.” When the terms of service is examined, it is
obvious that PeakD has no power to moderate the content on the blockchain like in
Steemit or Hive.io. Even if PeakD moderates or filters certain content’s display, the
data remains immutable and accessible through other nodes, frontends, or tools
interacting with the blockchain. This decentralization ensures no single authority can
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fully remove or suppress the content. PeakD warns its users that they will be held
responsible for any illegal content and that users should tag the content as NSFW.
However, it would be against the natural flow of life for users to tag their own terrorist
propaganda and/or recruitment purposeful posts as NSFW.

7. Discussion

While Web 2.0 revolutionized communication and content creation, its centralized
structure has led to data privacy, control, and censorship issues. Blockchain-based
Web 3.0 aims to address these problems by creating a decentralized, user-centric
internet where individuals have greater control over their data and digital assets. As
Web 3 evolves, it holds the potential to transform the digital landscape by returning
power to users, fostering transparency, and enabling new forms of ownership and
governance. The integration of IPFS and blockchain technology is being expanded
by projects such as Filecoin, which is evolving into a marketplace that offers
economic incentives for file storage and access services (Psaras & Dias, 2020).
Users can earn tokens in exchange for hosting files. This symbiotic relationship
increases the ecosystem’s robustness and offers a decentralized alternative to
traditional cloud storage solutions. Network users collect tokens through engaging
in various social activities, apply tokens to gain corresponding rights and interests,
and receive network growth dividends through the value of tokens, therefore
framing a two-way value co-creation between online users and web3-based social
media platforms (Zhan et al., 2023).

However, web3-based social networks present challenges related to resource
limitations. The scalability challenge becomes evident as the number of nodes
and transactions within a blockchain network grows. This concern is particularly
significant in prominent public blockchain applications, where each node is
required to store and perform computational tasks to validate every transaction.
Consequently, public blockchains consistently require substantial computational
resources, high-bandwidth internet connectivity, and extensive storage capacity
(Khanetal., 2021). Transaction throughput and latency are the primary performance
metrics under scrutiny in the blockchain domain, and many contemporary public
blockchain systems have yet to achieve an acceptable level of Quality of Service
(QoS) in these areas (Q. Zhou et al., 2020). Although there are a lot of studies
in literature trying to mitigate scalability problems (Kim & Park, 2024; Rao et al.,
2024), no one will use a decentralized social media platform if it takes several
seconds to load an image or a minute to load a video as noted in the whitepaper of
SocialX. The nature of propaganda requires it to reach a large number of people,
and traditional social media platforms make this possible. Social media can be
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said to reduce the cost of participating in violent extremist and terrorist activity
(Argomaniz, 2015) as well; hence, public blockchain requirements may not satisfy
the purpose of terrorist propaganda in this regard.

Huszti-Orban, (2018) argues that the terms of service and community standards
are often articulated in a manner that fails to provide adequate clarity regarding the
specific conditions under which content may be blocked, removed, or restricted, as
well as the circumstances that may lead to the limitation or termination of access
to a service. Users face significant challenges in contesting decisions related
to the restriction of content or access. Furthermore, as private entities, these
platforms typically operate with minimal democratic or independent oversight.
Nevertheless, the increasing involvement of private organizations, such as social
media companies, in roles traditionally associated with public interest within
Internet governance appears inevitable, given that public authorities often lack the
necessary human or technical resources to fulfill these responsibilities effectively.
In addition, Saltman, (2020) emphasizes that it is insufficient to rely solely on
technology to combat malicious activities. The reality is that human involvement is
essential in this endeavor. To effectively curb the dissemination of terrorist content
across the internet, collaboration with various stakeholders is imperative. Achieving
the right equilibrium among technology, human insight, and partnerships is crucial.
While technology aids in managing the vastness and rapidity of online content,
human expertise is vital for comprehending the complex nature of terrorism and
violent extremism globally, as well as for monitoring shifts in adversarial tactics.
Moreover, GIFCT’s criteria do not consider freedom of expression, particularly
regarding the risk of excessive enforcement that could occur when combined with
existing technical limitations (Heller, 2020).

The immutability and public availability offered by blockchain technology can
benefit both Web 2.0-based social media platforms and governments engaged
in combating terrorism. Data stored publicly on a blockchain is accessible to
everyone. The transparency provided by the transaction ledger facilitates the
real-time observation of nefarious actors, ensuring that their transactions can be
traced from virtually any location. Many governments are currently harnessing
these tools to effectively counteract the actions of these individuals (Consensys,
n.d.). Government institutions fighting terrorism could mirror the data relevant to
their country and apply big data analysis and natural language processing (NLP)
techniques. Through such analyses, they could gain new insights about the terrorist
organizations being propagandized. Sharing these analyses with traditional social
media platforms would enable them to better understand the complex global/
regional nature of terrorism, as mentioned earlier. It would also allow these platforms
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to outsource human or technical resources for these purposes. This collaboration
could lead to more informed decisions regarding content removal and information
requests in the future.

8. Conclusion

This study has examined the complex interplay between social media,
terrorism, and counter-terrorism efforts, focusing on the transition from Web 2.0 to
the emerging Web3 paradigm. While Web 2.0 offered unprecedented connectivity
and content creation opportunities, it created vulnerabilities exploited by terrorist
organizations for recruitment and propaganda dissemination. In response,
platforms and governments implemented algorithms, reporting systems, and legal
frameworks, often facing challenges related to content moderation, freedom of
expression, and resource limitations. The advent of Web3, with its decentralized,
blockchain-based architecture, promises user empowerment and enhanced data
privacy but introduces new complexities for counter-terrorism.

While the pseudonymous nature of blockchain and decentralized naming
systems hinders accountability and complicates the tracking and removal of harmful
content, Web3’s inherent scalability challenges, particularly concerning transaction
throughput and latency, pose significant obstacles to its widespread adoption for
social networking, potentially limiting the reach of terrorist propaganda compared to
Web 2.0 platforms. This contradicts the fundamental requirement of propaganda to
reach a large audience quickly and efficiently. Although projects offer decentralized
storage solutions and incentivize user participation, the resource-intensive nature of
public blockchains necessitates substantial computational power, bandwidth, and
storage, potentially hindering the user experience and further limiting scalability.
The very nature of terrorist propaganda, which benefits from the broad reach and
low cost of participation afforded by Web 2.0, may be incompatible with the current
limitations of Web3.

Despite these challenges, blockchain technology offers potential benefits for
counter-terrorism efforts. The immutability and public availability of blockchain data
provide transparency and facilitate real-time illicit activity tracking. Governments
can leverage this data, applying big data analytics and NLP techniques to gain
insights into terrorist networks and propaganda strategies. Sharing these analyses
with Web 2.0 platforms can enhance their understanding of the complex global
landscape of terrorism and inform content moderation decisions. Combining
technological tools with human expertise and inter-organizational partnerships,
this collaborative approach is crucial for effectively combating online terrorism.
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Relying solely on technology is insufficient. Clear terms of service, independent
oversight, and international collaboration are essential to balance security concerns
with freedom of expression and prevent excessive enforcement. Therefore, while
Web3 presents new challenges for counter-terrorism, its underlying technology
also offers valuable tools that, when combined with human intelligence and
strategic partnerships, can contribute to a more effective and nuanced approach
to combating online extremism. Future research should focus on developing legal
regulations and fostering collaboration between stakeholders to mitigate the risks
posed by online terrorism in both Web 2.0 and the evolving Web3 landscape.
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Tlirkiye has been playing a pivotal role in shaping Somalia’s security forces
through training programs, arms supplies, and strategic partnerships. This
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1. Introduction

Somalia has long been a focal point of international counterterrorism and
stabilization efforts due to its persistent fragility and the enduring threat posed by
extremist groups (Phillips, 2020). The country’s protracted conflict, compounded
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by weak governance, entrenched clan divisions, and recurring insurgencies, has
rendered external security assistance indispensable in combating groups such as
Al-Shabaab. Over the past decade, international actors have played a pivotal role
in Somalia’s counterterrorism landscape, with Turkiye emerging as a prominent
partner through its multifaceted engagement in security, development, and state-
building.

As part of a broader foreign policy shift toward Africa, Turkiye has positioned
itself as a critical security partner in conflict-ridden Somalia, a nation plagued by
decades of conflict and the persistent threat of extremist groups such as al-Shabaab.
Anchored by the establishment of the Turkish Task Force Command in Somalia
(STGK), known also as Camp TURKSOM in 2017—TUurkiye’s largest overseas
military base—Turkiye’s approach combines military assistance, development aid,
and cultural diplomacy. This model diverges from the overly bureaucratic, slow
and conditionality-heavy frameworks of Western powers, Turkiye's approach
warrants closer scholarly examination for its innovative and adaptive strategies. Its
soft power, humanitarian and development aid aspects this model, also called ‘the
Ankara consensus’, rendering Turkiye a unique non-traditional actor, has drawn
substantial academic interest (Akpinar, 2017) (Kaya, 2020) (Murphy & Sazak, O.,
2012).

Despite a growing body of literature on Tlrkiye’s security assistance (Sahin &
Karabekir, F., 2022), analyses of this dimension of Turkish foreign policy in Africa
remain underdeveloped. Security cooperation has been a consistent theme in
Tuarkiye-Africa relations since the inaugural Turkiye-Africa Summits in 2008 and
2014, yet mainstream scholarship often neglects this new dimension of Turkiye’s
foreign policy. Among existing studies, considerable focus has been directed toward
Tarkiye’s military base in Somalia, the first Turkish base in Africa, which “remain
perfect examples of proactivity in the new grammar of Turkiye’s foreign policy of
security in Africa.” (Kitio, 2020, p. 44-45) Somalia serves as a significant case
study in understanding Turkiye’'s overseas military basing strategy (Kasapoglu,
2020a) (Rossiter & Cannon, B. J., 2019). Compared to those studies, However,
less scholarly attention has been paid to Turkiye’s broader security practices and
their implications for enhancing the Somali National Army’s (SNA) capacity to
combat terrorism.

Turkiye’s security assistance to Somalia is both ambitious and multidimensional,
accounted as embarking on a holistic approach to transform Somalia’s security
apparatus in line of peacebuilding activities (Ipek, 2021). It has provided extensive
support to the SNA through training programs, arms supplies, and logistical
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assistance, with the Camp TURKSOM in Mogadishu serving as a cornerstone
of these efforts (Williams & Ali, H. Y. , 2020). Turkiye’s comprehensive security
sector assistance has been widely recognized as successful, contributing to the
development of institutional capacity and enhancing the effectiveness of Somalia’s
security forces (Williams & Ali, H. Y. , 2020).

Despite these positive contributions, significant challenges remain. Turkiye’s
security assistance has enhanced the SNA's operational capabilities, particularly
against Al-Shabaab, yet broader stabilization efforts face persistent obstacles.
The SNA's ability to sustain territorial gains is hindered by governance gaps,
logistical weaknesses, and the fragmented nature of Somali security forces
(Williams, 2018). Reclaimed territories often revert to insurgent control due to
the federal government’s inability to establish effective governance and provide
essential services (Menkhaus, 2016). Furthermore, Turkiye’s state-centric model,
aligned with Somalia’s central government, has been criticized for overlooking the
decentralized political and clan dynamics that shape the Somali conflict landscape.
While this approach has strengthened the state’s military capacities, it struggles
to address local grievances that hinder long-term stabilization. These recurring
patterns highlight the need to evaluate the effectiveness of Turkiye’'s counter-
terrorism assistance in addressing Somalia’s broader security and stabilization
challenges.

This study examines Turkiye’s security assistance to Somalia, focusing
on its implications for the SNA’s operational effectiveness and the country’s
counterterrorism landscape. By analyzing Turkiye's security assistance to
Somalia, the study evaluates the successes, challenges, and long-term
implications of Turkiye’s engagement. It argues that while Turkiye’s initiatives
have significantly bolstered Somali military capabilities, insufficient attention
to local reconciliation and governance limits the overall effectiveness of its
efforts. The analysis highlights the stabilization gap in reclaimed territories,
where governance failures have allowed Al-Shabaab to resurge. The study is
structured as follows. The first section provides an overview of Turkiye’s security
assistance to Somalia- its military training programs, operational support and
military equipment provisions. The second section evaluates the impact of
Tarkiye’s efforts on the SNA's capabilities, emphasizing successes and ongoing
challenges in combating Al-Shabaab.
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2. Framing Turkiye’s Security Assistance in Somalia

Tarkiye’s security assistance to Somalia is built upon three key pillars:
military training, capacity-building through military equipment, and operational
support. Since 2012, Turkiye has delivered security aid to Somalia through
diverse and increasingly institutionalized mechanisms. The foundation for this
cooperation has been established through an array of bilateral agreements and
protocols, which outline comprehensive frameworks for collaboration in military
training, policing, security, and defense industries (Kitio, 2020). A landmark
agreement, the “Military Training Cooperation Agreement,” was signed on April
13, 2012, marking the beginning of Turkish training programs for Somali military
and police personnel. This was later supplemented by the “Defense Industrial
Cooperation Agreement” of January 25, 2015, which expanded cooperation into
the defense industry. A significant milestone in this partnership was reached in
February 2024 with the signing of a ten-year defense and economic cooperation
agreement. This agreement emphasizes enhancing Somalia’s maritime security
through the modernization and training of its naval forces, the construction of
infrastructure, and the conduct of joint air, land, and sea operations along the
Somali coastline.

Tarkiye’s military training programs in Somalia are closely aligned with NATO
standards, particularly in operational protocols, certification frameworks, and
broader strategic concepts (Karatas, 2022). In May 2018, the Federal Government
of Somalia (FGS) formalized its commitment to adopting NATO standards by
signing an agreement with the EU, Turkiye, the UK, and the USA to standardize
the SNA training along these lines (Williams & Ali, H. Y. , 2020). Turkiye’s efforts
aim to elevate the quality of training to Turkish Armed Forces (TAF) standards,
while simultaneously fostering regional military capabilities modeled on “the
Turkish version of NATO practices” (Rossiter & Cannon, B. J., 2019, p. 182). These
programs draw heavily on Turkiye’'s extensive experience in NATO peacekeeping
operations since the 1990s, including participation in the Partnership for Peace
(PfP) program and the establishment of the PfP Training Centre in Ankara in 1998
(Oguzlu & Gilingor, U., 2006).

Turkiye’s peacekeeping and military support experiences ranging from Kosovo,
Bosnia-Herzegovina, to Lebanon, Afghanistan, and Somalia have played a
formative role in shaping its training modules, which are tailored to the specific

' The NATO Partnership for Peace (PfP) program, established in 1994, “a programme of bilateral co-
operation between individual Euro-Atlantic partner countries and NATQO”. Its primary objectives are to
enhance cooperation on defense and security matters while contributing to broader European security
and stability. (NATO, 2024)
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needs of conflict-affected states (Ibas, 2007) (Kinacioglu & Gurzel, A. G., 2013)
(Hacaoglu, 2001) (Turkish Daily News, 2002) (NATO OTAN., 2021). Over time,
Turkiye expanded its PfP contributions to encompass officer training, logistical
support, arms provision, and joint military exercises. This holistic approach aims
to professionalize partner forces, enhance interoperability, and foster collaborative
defense capacities. Turkiye has also leveraged expertise in military medicine,
technology, and defense industries to provide comprehensive capacity-building
solutions.

Experiences in Kosovo, Afghanistan, and Somalia have been instrumental in
shaping Turkiye’s approach to providing training modules tailored to the needs
of conflict-affected countries. Following the basic peacekeeping duties, Turkiye
expanded its PfP contributions to include officer training, material support, arms
sales, and joint exercises where Turkish armed forces engaged in peacekeeping
missions. Vecdi Gonul, then-Minister of Defence, for instance stated that “The
Turkish Armed Forces has trained more than 9,000 Afghan personnel either in
Afghanistan or in TuUrkiye since 2001 and additionally 11 Afghan companies (1295
Afghan personnel) are being trained in Turkiye within October 2009 and December
(Gonul, 2010, p. 18)” addressing Turkiye’s contributions to NATO Afghanistan
Training Mission (NTM-A). As well, Tlrkiye also engaged in equipment donation
to supports to the Kosovo Security Force, during the same era (Goénul, 2010). The
TAF PfP Training Centre, between 2002 and 2015, trained 2,335 personnel in 19
countries (Yuce, 2016). These programs aimed to enhance military professionalism,
foster mutual collaboration, and ensure technological and logistical interoperability
among partner nations.

In a similar vein, in Somalia, Turkiye’s military training programs mirror NATO’s
emphasis on maintaining capability, readiness, and long-term interoperability.
These efforts extend beyond training individual personnel to include the
development of organizational frameworks necessary for a self-reliant military.
Tuarkiye’s contributions are informed by its PfP experience and aim to establish
robust command and control systems within the SNA. Furthermore, Turkiye’s
security assistance model is distinguished by its provision of high-performance
systems, comprehensive training, and operational expertise, offered without the
imposition of restrictive political conditions. This model adopts a holistic approach,
integrating training, equipment provision, technical cooperation, and defense
industry development. By combining hard power capabilities with tailored capacity-
building initiatives, Turkiye has positioned itself as a critical and adaptive partner
in Somalia’s security landscape. This structured and resource-intensive approach
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provides Turkiye with a competitive advantage in its security partnerships with
African nations, where sustained support of this nature is often absent (Rossiter &
Cannon, B. J., 2019, p. 181).

Additionally, Turkiye’s security assistance incorporates elements of the TAF’s
counterterrorism strategies, which have been honed over decades of military
operations. These strategies prioritize border security, neutralizing terrorist threats,
and maintaining territorial control. During the mid-1980s to mid-2000s, Turkiye
relied heavily on air power, complemented by ground operations, to project military
strength and neutralize cross-border threats.?This operational experience now
informs TUrkiye’s assistance to Somalia, particularly in enhancing area control and
border security (Alemdar, 2021).

Given the Somali federal government’s continued struggle to exert authority
even over Mogadishu, Turkiye’s transfer of its territorial control strategies and
counterterrorism tactics to Somali forces represents a crucial aspect of its security
assistance. The Somali government remains reliant on external actors, including
the African Union Transition Mission to Somalia (ATMIS), whose over 12,000
peacekeeping force is essential for securing key installations in Mogadishu (ISW
Press, 2024).2 However, challenges persist, as the SNA and police forces often
lack integration, with some units functioning as clan militias rather than a unified
national security apparatus. Al-Shabaab continues to exploit these weaknesses,
penetrating Mogadishu to conduct terrorist attacks targeting governmental and
civilian infrastructure.

2 Turkiye's defence and military strategy has evolved significantly in response to various security challenges;
Cross-border operations to combat terrorism also constitute an important aspect of this evolution. Turkish
Armed Forces (TAF) has carried out many air and land operations targeting PKK camps in Northern Iraq
since 1983, when the first operations against the PKK were carried out. These efforts first increased with
three major operations between 1983 and 1990 and intensified in the 1990s with a total of 42 operations,
consisting mainly of hot pursuits and air strikes. Although there was a lull in the early 2000s, momentum
for cross-border operations resumed notably in 2007, with six significant operations conducted in
December alone. The conflict continued with three operations in 2008, two in 2011, and was revived in
2016, a year after Turkiye’s military intervention in Syria began ( (Al Jazeera Tirk, 2011) (Hancilar, 2021)
(Sener, 2013, pp. 700-701). Since 2016, Turkiye has conducted a series of military operations in Syria
and Iraq, targeting, PKK, YPG and ISIS as follows: Operation Euphrates Shield (2016-2017), Operation
Olive Branch (2018), Operation Peace Spring (2019), Operation Spring Shield (2020), Claw operations
(2019-present) (including Claw-Eagle, Claw-Tiger (2020), Claw-Lightning, Claw-Thunderbolt (2021), and
Claw-Lock (2022)), Operations Winter Eagle (2022) and Claw-Sword (2022).

¥ The African Union Transition Mission in Somalia (ATMIS), which commenced operations in 2022 with over
20,000 troops, has been undergoing a phased drawdown since 2023, reducing its personnel to 12,626
uniformed members. These forces are expected to remain in Somalia until the mission’s conclusion at
the end of 2024. According to the African Union Strategic Concept of Operations (AUSSOM CONOPS),
the mission will ultimately be restructured to include 11,911 personnel operating across four sectors. This
reorganization necessitates the consolidation of areas by AU forces or the transfer of control to Somali au-
thorities within the six existing ATMIS sectors. : ISW Press. (2024, August 22). Africa file, August 22, 2024:
“AUSSOM” new AU mission in Somalia; Burkina Faso reaches boiling point. Institute for the Study of War.
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2.1. Military Training and the TURKSOM

A cornerstone of Turkiye’s security assistance to Somalia is its comprehensive
military training programs. Following the signing of a military training agreement
in May 2010, which came into effect in November 2012, Turkiye began providing
formal training for Somalia’s security personnel. One of the earliest initiatives
involved the training of 60 Somali police cadets in Istanbul, representing a broader
effort to rebuild Somalia’s institutional capacities (Somaliland Press, 2012).
Simultaneously, Turkiye initiated the training of Somali military officers domestically
while constructing Camp TURKSOM in Mogadishu.

Tarkiye’s training programs aim to develop a disciplined and cohesive national
force, which is also capable of conducting effective counterterrorism operations
against Al-Shabaab (Abdulle & Gurpinar, B. , 2019, p. 57-61) (Goérmez, 2023). A
key aspect of Turkiye’'s engagement has been the organizational modernization of
the Somali Army, with professional training provided to numerous Somali soldiers
and police officers (Kasapoglu, 2020b) (Siradag, 2022, p. 398).

Moreover, the establishment of the TURKSOM military training base in
Mogadishu in 2017 marked a significant institutionalization of Turkiye’'s military
engagement in Somalia. As one of Turkiye's largest overseas training facilities,
TURKSOM has become the focal point of efforts to professionalize and modernize
the SNA (Paksoy, 2017). The facility was designed to enhance the operational
effectiveness and capacity of the Somali military, with its the capacity to train
more than 1,500 troops at any one time and approximately 200 Turkish personnel
stationed at the base to provide on-ground training since its inception (Sahin
Z. , 2016). The Turkish training program is designed to produce three Somali
battalions annually, with subsequent specialized commando training in Turkiye
(Kasapoglu, 2020b). Turkish officials have highlighted the strategic importance
of these efforts, stating: “These battalions will form the backbone of the Somali
National Army in the future. We believe that the personnel trained by the Turkish
Armed Forces will serve not only the security of Somalia but also the security
of Africa and beyond” (Maruf, 2022). Similarly, during the Camp TURKSOM'’s
opening ceremony, Somali Prime Minister Hassan Ali Khaire explain their
perspective as such, saying “This training base has a unique significance for us
because it is a concrete step taken toward building an inclusive and integrated
Somali National Army” (VOA, 2017).

Turkiye’s training efforts primarily focus on the elite Gorgor (Eagle) commando
brigades and, to a lesser extent, the Haram’ad (Cheetah) special police units,
alongside hundreds of non-commissioned officers (Donelli, 2021, p. 109). The
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Gorgor brigades are trained for rapid-response and counterinsurgency operations,
while the Haram’ad units specialize in crisis management and counterterrorism
within urban and metropolitan environments.* Training includes rigorous basic
instruction at Camp TURKSOM, followed by advanced commando specialization
courses in Turkiye (Anadolu Agency, 2021). These forces have consistently
participated in counterinsurgency and counterterrorism campaigns, including
operations to liberate towns occupied by Al-Shabaab insurgents (Xinhua, 2023)
(Halgabsi News, 2023).

As mentioned before, in addition to special forces, Tlrkiye’s contribution extends
to training hundreds of officers and non-commissioned personnel (Isik, 2022).
By 2022, President Erdogan stated that Turkiye had trained over 5,000 Somali
soldiers and 1,000 special operations police. A TRT documentary broadcast in
March 2024 updated these figures, reporting that 6,000 Somali military personnel
had been trained by Turkiye since 2017 (TRT World, 2024). Turkiye aims to train
approximately one-third of Somalia’s national army (llhan & Demirci, 2020), aligning
with Somali authorities’ broader objective of recruiting and training 15,000-16,000
soldiers (Maruf, 2023). By 2023, reports suggested that Somalia had achieved its
goal of building a 20,000-strong army (Africa Defence Forum, 2023).

2.2. Operational Support

Somalia currently lacks a functional air force or navy, rendering it heavily reliant
on external actors for aerial and maritime operations. The United Nations and
the African Union Transition Mission in Somalia (ATMIS) provide air support to
the SNA and has conducted major offensives against Al-Shabaab on the ground
with ATMIS troops, while the United States has conducted airstrikes targeting Al-
Shabaab since 2011. In comparison, Turkiye’'s operational support, in terms of
direct combat role, is relatively recent and more limited in scope.

The Mogadishu base, although modest when compared to conventional
overseas military installations, primarily functions as a training hub for Somali
forces (Rossiter & Cannon, B. J., 2019). Turkish land forces stationed in Mogadishu
operate within the Turkish Task Force Command in Somalia (STGK). The STGK
complex houses three military schools, dormitories, barracks, depots, lounges,

4 Since 2012, U.S. security assistance has primarily focused on developing the Danab brigade. Meanwhile,
the European Union Training Mission, established in 2010, has trained approximately 7,000 Somali
National Army (SNA) troops. Between 2019 and 2023, Eritrea provided training for around 5,000 Somali
recruits. In January 2023, Somalia’s National Security Advisor reported that the government had sent
12,000 recruits to Eritrea, Ethiopia, Egypt, and Uganda for training, with partial funding sourced from the
United Arab Emirates. (Williams, The Somali National Army Versus Al-Shabaab: A Net Assessment, 2024)
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sports fields, and facilities for weapons testing and combat training (Sahin Z. ,
2016). This contingent comprises around 200- 300 Turkish personnel (Rossiter
& Cannon, B. J., 2019, p. 169) (Sahin Z. , 2016). Consequently, some analysts
argue that, in practical terms, Camp TURKSOM is not a traditional overseas
military base but rather a capacity-building center (Rossiter & Cannon, B. J.,
2019). With its relatively modest military capacity and limited capital investment,
TURKSOM prioritizes military training and capacity-building missions over the
projection of hard power (Donelli, 2024) (Al Jazeera, 2017) (Tanriverdi Yasar,
2021).

Yet, Camp TURKSOM provides logistical support to the Gorgor forces and
air cover to the national army (Donelli, 2024). Since late 2022, Turkiye has also
deployed Bayraktar TB2 drones to enhance the SNA's operational capabilities.
Alongside with the United States, Turkiye has reportedly conducted drone strikes
against Al-Shabaab (Caato, 2022). This operational support has improved the
precision of SNA operations and enhanced surveillance capabilities, contributing
to more effective counterterrorism efforts (Middle East Eye, 2022).

Tarkiye’s naval contributions further underscore its operational role in
Somalia. Since 2009, Turkiye has maintained a naval presence in the Gulf of
Aden, off the coast of Somalia, and in the Arabian Sea, in coordination with
United Nations mandates. Following the Turkish Parliament’s authorization on
February 10, 2009, a Turkish naval frigate was deployed to the Gulf of Aden
region, joining Combined Task Force 151 (CTF-151), which conducts counter-
piracy operations in and around the Gulf of Aden and off the coast of Somalia
(Republic of Turkiye Ministry of Foreign Affairs, 2009). Turkiye has participated in
both CTF-151 and the Standing NATO Maritime Group 2 (SNMG-II), contributing
a total of seven frigates to these missions (Republic of Turkiye Ministry of Foreign
Affairs). The Turkish Navy commanded CTF-151 from May 3 to August 13, 2009,
and again from September 1 to November 29, 2010. Turkiye Assumes Command
of Combined Maritime Forces’ Combined Task Force 151 (Combined Maritime
Forces, 2024).

2.3. Arms Supplies and Military Equipment

The SNA is a relatively low-tech force, composed of small battalions of
approximately 400 soldiers. It operates with limited vehicles, a small number of
armored vehicles, and primarily small arms and light weapons due to a long-
standing international arms embargo. Most SNA units remain under-equipped,
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which constrains their operational effectiveness. Among the SNA's forces, only
the approximately 8,000 Danab and Gorgor units constitute the so-called “freedom
units” or “maneuver units"—forces equipped with the necessary vehicles to conduct
operations such as long-range patrolling and special operation raids (Williams,
2024, s. 37) (Williams & Elmi, A. , 2023, p. 22). In addition to that, SNA units often
lack sufficient armored transport and rely on soft-skin vehicles, frequently operating
without explosive ordnance disposal teams. This equipment deficit has contributed
to higher casualty rates from improvised explosive device (IED) attacks, leaving
SNA units particularly vulnerable to Al-Shabaab’s roadside bombs and grenades.
As one report noted, the SNA suffers from “lack of equipment of all types, not least
weapons. To form other types of units, such as engineer units and logistic units,
a considerable amount of equipment needs to be donated.” (Williams & Elmi, A. ,
2023, p. 10)

In response to these challenges, Turkiye has prioritized the provision of vehicles
and equipment to address immediate operational needs in the field. Turkiye has
supplied Somali forces with light arms, vehicles, and other military equipment,
enhancing their ability to conduct more effective operations against Al-Shabaab
(Africa News, 2017). “Turkiye equipped them, and Tlrkiye promised to equip every
soldier who is being trained at the camp” stated Somali State Minister for Defense
Mohamed Ali Haga in 2018 (Maruf, 2018). For instance, Turkiye has provided
Somali infantry units with Mine-Resistant Ambush-Protected (MRAP) vehicles,
designed specifically to withstand improvised explosive device (IED) attacks by
al-Shabaab (Alemdar, 2023). These provisions complement Turkiye’s extensive
training efforts, ensuring that Somali troops are better prepared for the demands of
modern counter-insurgency warfare.

Recent years have seen continued donations of military equipment and vehicles
from Turkiye to Somalia. Turkiye’s military aid is coordinated through the Ministry of
National Defence, which oversees direct procurement from Turkish defense firms.
This system operates under financial frameworks such as the Military Financial
Cooperation Agreement (AMIBA), the Cash Assistance Implementation Protocol
(NYUP), and various Logistics Implementation Protocols (Ministry of National
Defence, 2022). Somalia has benefited significantly from this aid system, receiving
both military equipment and financial assistance. For instance, in 2020, Tirkiye
delivered 12 off-road vehicles as part of bilateral military and financial cooperation
agreements (Ozkaya, 2020). This was followed in 2021 by the delivery of additional
mine-protected armored personnel carriers, including eight BMC-produced KiRPIi |
vehicles and 14 AKTAN fuel tankers (Turkish Defence Ministry, 2020). Furthermore,
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Turkiye has provided essential equipment to bolster Somalia’s coastguard and
navy (FTL Somalia, 2024).

3. The Limitations of Tiirkiye’s Assistance on the Somali National Army’s
Operational Effectiveness

Turkiye’s security assistance has significantly contributed to the development
of the SNA. Specifically, Turkiye’s training programs, arms supplies, and strategic
partnerships have led to notable improvements in the SNA’s capabilities. Turkish-
trained units, alongside with Danab special forces, trained by the US consistently
demonstrate higher levels of operational effectiveness compared to other SNA
segments, reflecting the success of Turkiye’s targeted capacity-building approach
(Williams, 2024). By emphasizing discipline and operational readiness, Turkiye has
enhanced the SNA’s ability to conduct coordinated offensives against Al-Shabaab,
particularly in southern and central Somalia. Turkiye’s provision of arms, vehicles,
and other military equipment has further strengthened the SNA's operational
capacities. Somali forces, equipped with Turkish support, have successfully
reclaimed critical territories, including towns and transport corridors previously
controlled by Al-Shabaab (Petrécz, 2023).

Despite these successes, the SNA faces persistent challenges that undermine
the long-term impact of Turkiye's assistance. At the operational level, even elite
units like the Turkish-trained Gorgor forces face limitations. Chronic issues such
as irregular salary payments, inadequate supplies, and poor maintenance of
equipment have limited the SNA’'s operational capacity. Many soldiers trained by
Tarkiye have struggled to sustain prolonged operations due to these logistical
deficiencies (Menkhaus, 2016). Turkiye has provided direct budgetary support
to the Federal Government of Somalia, except for a brief pause in 2013. These
payments have ranged from $4.5 million to $6 million in recent years, as noted in
Olgan Bekar’s speech at the Rising Powers Conference in 2016 (Sazak & Woods,
2017). Financial assistance from Turkiye and other partner countries remains
essential under current conditions; however, without significant improvements in its
internal capacity, the SNA risks becoming indefinitely reliant on external support.

In August 2022, the SNA, supported by clan militias known as Ma’awisley,
initiated an offensive against al-Shabaab, reclaiming over 215 locations in central
regions such as Hiraan and Galgaduud (Muibu, 2024). This effort was bolstered
by U.S. and Turkish drone strikes targeting al-Shabaab’s command structures.
Support from the Ma’awisley militias and local power brokers played a critical
role in these initial successes, providing essential operational intelligence and
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bolstering the legitimacy of the government’s efforts (Williams, 2024). Gorgor
commandos, alongside with the Danab were also intensively involved in these
operations (VOA, 2022). In July 2023, under the leadership of Captain Abdiwali
Ahmed Hussein, the 9th Gorgor Battalion conducted successful operations
in the Galgaduud Region, dismantling Al-Shabaab outposts in towns such as
Barag Sheikh Aamir, Eel-Dhitar, and Eel-Aid, in central Somalia (Halgabsi News,
2023). On September 2023, the unit launched successful operations in southern
Somalia (Xinhua, 2023). SNA’s operations have disrupted Al-Shabaab’s control
and supply lines. The early successes generated cautious optimism about
significantly weakening al-Shabaab.

However, despite these early successes, significant challenges emerged. Al-
Shabaab mounted counterattacks, reclaiming previously liberated areas, particularly
in Hirshabelle and Galmudug. The second phase of the offensive, Operation Black
Lion, which aimed to target Al-Shabaab strongholds in Jubaland and Southwest
states, was postponed to consolidate gains in central Somalia (Garowe Online,
2023). Leadership and coordination challenges among Somali forces and allied
militias further hampered the offensive’s momentum, leaving Al-Shabaab in control
of substantial territories as of early 2024 (International Crisis Group, 2023) (Muibu,
2024) (Williams, 2024). Historically, Somali and African Union (AU) forces have
struggled to consolidate gains, with reclaimed territories often falling back under Al-
Shabaab control after a temporary retreat. This recurring cycle highlights a critical
stabilization gap, as the SNA has not effectively transitioned battlefield successes
into sustainable governance.

This pattern of temporary gains and rapid reversals weakens public confidence
in the Somali government’s ability to provide security (Muibu, 2024 ) (Williams, 2018).
For residents in rural territories, the lack of sustained governance and services
discourages collaboration with government forces. To bridge this stabilization gap,
the Somali government must prioritize establishing local administrations in liberated
areas, delivering essential services, and promoting inclusive political processes to
address grievances that Al-Shabaab exploits. A focus on civilian security structures,
developed in collaboration with local clans, is essential to maintaining control over
reclaimed regions. Turkiye’s interventions should acknowledge the hybrid nature
of Somali governance and incorporate mechanisms to engage informal actors,
such as clan elders and local security stakeholders.

Somalia’s reliance on a clan-based power-sharing model, formalized
through the ‘4.5’ formula in 1997, complicates efforts to build a cohesive national
security structure (The Somali Dialogue Platform and Somali Public Agenda,
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2023). This formula, which allocates representation in the Federal Parliament
among major clans and marginalizes minority clans, exacerbates inequality
and fuels competition for resources. These dynamics, coupled with Somalia’s
history of proxy conflicts involving Ethiopia, Kenya, Eritrea, and Djibouti, further
destabilize the security landscape. Ethiopia’s 2006 intervention to oust the
Union of Islamic Courts exemplifies the geopolitical rivalries that continue to
shape Somali politics and the rise of insurgent groups like Al-Shabaab (Barnes
& Hassan, H., 2007).

This fragmentation weakens the chain of command, complicates coordination,
and undermines the cohesion of military operations (Williams, 2018). Turkiye’s
programs also seek to instill a sense of national unity among recruits, countering
the clan-based fragmentation that has historically undermined the SNA's
effectiveness. Efforts to create a unified national army have been slow, with
Turkish-trained units sometimes operating in isolation from other segments of
the SNA.

Improving coordination among Somali security forces, clan militias, and
international partners is critical to overcoming these challenges. However,
cooperation among security assistance providers remains limited. For instance,
in 2013, Turkish efforts to collaborate with African Union Mission in Somalia
(AMISOM) partners faced resistance, prompting Turkiye to adopt a bilateral
approach with the SNA. While bilateral models like Turkiye’'s offer advantages
in efficiency and flexibility, they also present challenges, including coordination
issues, language barriers, and a lack of robust monitoring mechanisms.
Moreover, without improved collaboration between assistance providers, the
SNA risks remaining fragmented along clan lines, undermining national cohesion
and operational effectiveness.

Internal political struggles within Somalia further complicate the success
of Turkiye’s assistance. Intra-Somalian power struggle is also challenging the
success of Turkiye’s security assistance. It is rumored that Gorgor units has
been facing issues, such as significant personnel losses, declining morale, and
leadership deficiencies (The Somali Digest, 2024). The loss of experienced
commanders and high attrition rates weaken the unit, enabling Al-Shabab to
exploit these vulnerabilities. Perceived political targeting within the military risk
further division, complicating efforts against the insurgency (The Somali Digest,
2024).

Turkiye’s reliance on bilateral development assistance raises questions about
the SNA’s long-term sustainability. Many soldiers trained at Camp TURKSOM face
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logistical challenges, including insufficient salaries, inadequate equipment, and
weak command structures. Chronic issues such as irregular payments and poor
equipment maintenance further limit the SNA’'s operational capacity (Menkhaus,
2016). Turkiye has also provided direct budgetary support to the Somali government,
with contributions ranging from $4.5 million to $6 million annually in recent years
(Sazak & Woods, 2017, p. 175).

Regional cooperation in countering Al-Shabaab remains insufficient,
underscoring the need for integrated efforts with neighboring countries (Muibu,
2024). Turkiye’s security assistance could achieve greater impact if incorporated
into broader, multi-partner initiatives that address the economic and logistical
challenges of sustained operations.

Regional support in the fight against Al-Shabaab remains below the desired
level, highlighting the need for enhanced operational cooperation with neighboring
countries. In this context, Turkiye's security assistance could yield greater
benefits if integrated into more comprehensive initiatives. The challenges faced,
particularly in financing operations, underscore the economic factors driving this
need.

4. Conclusion

Tuarkiye’s security assistance to Somalia represents a complex and multifaceted
engagement, encompassing military training, arms provision, operational support,
and capacity-building initiatives. The establishment of Camp TURKSOM and
Turkiye's adoption of NATO-standard practices reflect a methodical approach to
enhancing the SNA’s operational capabilities. Notable achievements, such as the
training of the elite Gorgor commando brigades and, the Haram’ad special police
units, alongside hundreds of non-commissioned officers as well as the provision
of advanced military equipment, underscore Turkiye’s pivotal role in Somalia’s
counterterrorism efforts against Al-Shabaab.

However, the analysis highlights several structural and operational challenges
that hinder the long-term effectiveness of these initiatives. Persistent governance
deficits, logistical inadequacies, and the fragmentation of Somalia’s security forces
have continued to impede the stabilization of territories reclaimed from Al-Shabaab.
Even though Turkiye’s assistance to Somalia encompasses multiple dimensions,
including capacity building, support provision, stability promotion, development
initiatives, and humanitarian aid, the challenges remain robust and necessitate
different approaches.
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The findings suggest that Turkiye’s efforts could achieve greater sustainability
and impact through a more coordinated and inclusive approach. Engaging
local stakeholders, including clan elders and community actors, and fostering
stronger collaboration with other international partners can better align security
assistance with Somalia’s broader stabilization and governance obijectives.
Addressing the stabilization gap in liberated territories through the establishment
of local governance structures and services will be critical to consolidating gains
against Al-Shabaab. Turkiye and other Western allies’ contribution to Somalia
could be further enhanced by addressing existing challenges through improved
coordination—both within Somali society and with neighboring countries in the
region, as well as with other partners providing security assistance to Somali
institutions.

Tuarkiye’s combination of hard power with development-oriented interventions
offers a distinctive model for external engagement in fragile states. However, the
sustainability of its contributions depends on addressing Somalia’s underlying
structural weaknesses in governance and security institutions. As this study has
shown, while Turkiye’s approach provides valuable lessons for other international
actors, its success ultimately hinges on adapting to the hybrid nature of Somali
politics and adopting a more integrated, long-term strategy.
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